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POWER EQUIPMENT DIRECT®
Processing Center - P.0. Bax 3823 - Suwance, GA 30024

Jolin Q. Samiple May 23, 2014

123 [ake Street
Apl 3-D
Austin, TX 78704

Dear John Q. Sample,

We are writing to Inform you of an Incident that may have involved your personal information, This does not mean
that yowr card was fauduletly used. As a precaution, we are confacling all purchasers that MAY have been

aifected so that you can monitor your eredit card activity,

A small piece of maliclous compuler code was uploaded lo the sevver handling our check-out process. Al various
times this malicious code captured and transmiited screen shots of checle-out pages. We do not know if any of
your information was captured and transmitted, however. Whether the originator of this code captured any of your
information depends on what was visible at the moment of the screen capture, We are aterting you to this activity
because you made a purchase at a PED.com site (see fooinote) during the hows when the malicious code was active,

Information was potentially vulnerable from the evening of May 4, 2014 until the morning of May 5, 2014. This
code was disabled upon discovery and additional steps taken to ensure the attackers could not gain re-entry to the

payment servers.

The possible breach of your payment information was promplly repovted to the major credit card companies
including American Express, Visa, MasterCard and Discover. The card companies have put additional serutiny in
place related to your card account and may take other actions as they sce fit to provide additlonal pratection to you.

Additionafly, the appropriate federal, state and local ks enforcements have been notified.

We want to make you aware of steps you may take to guard against identity thelt or fraud. Please review the
eitclosed Information about Identity Theft Protection.

As an added precaution, we have arranged to have AllCkear 1D protect your identity for 12 months at no cost to you.
The following identity protection services start on the date of this notice and you can use them at any time during

the next 12 months.

AllClear SECURE; The team at AliClear 1D is ready and standing by if you need help proteeting your identity. This
protection is automatically available to you with no curollment required. [f a problem arises, simply call
(877) 676-0382 and a dedicated investigator will do the work fo recover financial losses, restore your credit and
make sure your identity is returned to its proper condition, AliClear maintains an A+ rating at the Better Business

Buteau.
PED.comi sites: AirCompressorsDirect.com, SiowBlowersDireet.com, PressureWashersDireet.cant, BlectricGeneratorsDitect.com,

MowersDirect.com, WaterPumpsDirect.com, SumpTempsDirect.com, ChainSawsDirect.com, LogSpliuersDivect.com,
TiflersDircet.cony, LeaBlowersDirect.cont, ChippersDirect.com and StringTrimmersDirect.com.




AlClear PRQ: This service ‘offers additional layers of protection including credit monitoring aud a $1 million
identity theft insurance policy. To use the PRO service, you will need to provide your personal information to
AllClear ID. You may sign up oniine at enroll.allclearidcom or by phone by calling (877) 676-0382 using the

following redemption code; 9995999999,
T'lease note: Addittonal steps may be required by you in order to activate your phone aleits.
We take fhe protection of your personal information seriously and are taking steps to prevent a similar eccurrence,

PED has established a confidential assistance line for you to utitize if you have any questions or concerns regarding
the incident or the contents of this letter, This confidential assistance line is siaffed with professionals trained in
identity profection and restoration. These professionals are also familiar with this incident, This confidential
assistance line operates Monday through Saturday, 8:00 a.m. to 8:00 p.m. CST. You may reach this confidential

assistance line by dialing, toll-free, (877) 676-0382,

PED apologizes for any inconvenience or concern that this may have caused you. Please know that PED is taking
steps that will prevent this from happening again in the fulure, and that the safety and security of your personal
information remains a top pricrity of PED.

Sincerely,
4 Weor—

John Hoch, President

Power Equipment Direct




Information about Identity Theft Prevention

We recommend that you regularly review slalements froin your accounts and periodically oblain your credit report from one or
more of. the nalional credit reporting companies.  You may obtaln a free copy of your credit report online at
wyaw.annualcreditreport.com, by calling lel-free 1-877-322-8228, or by malling an Annual Credit Report Request Form
{available al www.annualereditreport.com) to: Annual Credit Reporl Request Service, PO, Box 105281, Atlanta, GA, 30348-
6281, You may also purchase a capy of your credit reporl by contacling one or more of the lhree national credit reporting

agencies listed below.

Equifax, P.O. Box 105139, Alanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com
Exporlan, P.O. Box 2002, Allen, TX 75013, 1-888-397-3742, vawwv.experian.com
TransUnion, PO, Box 6790, Fullerlon, CA 92834-6790, 1-800-916-8800, www.lransunion.com

When you recelve your credit repors, review them carefully. Look for accounts or crediior Inqulries that you did not initlate or do
not recognize. Look for information, such as home address and Social Securily number, hat Is not accurate. If vou see

anything you do not understand, call lhe credil reporting agency at the lolophene number on the report.

We recoramend you remain vigitant wilth respest lo reviewing your account statements and credit reporls, and prompily report
any susplcious aclivily or suspected Idenfity theft to us and o the proper law enforcement authorities, including local law
enfercemenl, your state's altorney general andfor the Federal Trade Commisslon (*FTC"). You may conlacl the FTG or your

slate’s regulalory authority to obtain additional information about avoiding ldentily theft.

Federal Trade Commisslon, Consumer Response Center

600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), wva.ltc.goviidiheft

For residents of Maryland: You may also obtaln informalion about prevenling and avolding identity theft from the
Maryland Office of lhe Altorney General:

Maryland Office of the Attornoy General, Consumer Proleclion Division
200 St. Paul Place, Ballimore, MD 21202, 1-888-743-0023, www.oag.state.md.us

For residents of Massachusetts: You also have the right lo oblaln a police report,

For residents of North Carolina: You may alse oblaln information about preventing and avolding idenlity theft from the
North Carolina Atlorney General's Olfice:

North Carolina Attorney General's Offlce, Constmer Protection Division
9001 Mal Service Center, Raleigh, NC 27699-9001, 1-877-58-NO-SCAM, www.ncdoj.gov

The next 2 paragraphs are regarding incldents Invelving personal heallh Infermation. Disregard If not applcable to
your situation.

We recommend lhat you reguiary roview the explanation of benefils statement hal you receive from yaur insurer. If you see
any service ihat you believe your dld not receive, ploase contact your insurer at the number on lhe staterment. If you do not
receive reguiar explanation of benelits slatements, contact your provider and request them to send such stalements fallowing

the provision of services Iy your name of number.

You may wanl lo ordar coples of your credit reports and check for any medical bills that vour do nol recognize. If you find
anything suspicious, call the credit reporling agency al the phone number on the reporl. Keep a copy of ths notlee for your
records In case of fulure preblems wilh your medical records. You may also want lo request a copy of your medical records
from your provider, fo serve as a haseline. If you are a Califernia resident, we suggesl that you visit the web site of the
California Office of Privacy Proteciion at wavw.privacy.ca.gov o find more Information about your medical privacy.

Fraud Alerts: There are also two lypes of fraud alerts that you can place on your credit report lo put your creditors on nolics
that you may be a viclim of fraud: an Inilial alert and an extended aled, You may ask that an Initlat fraud aleri be placed on your
credit report i you suspect you have been, or are about to be, a victim of identily theft, An Inltial fraud alert stays on your credit
report for at least 80 days. You may have an extended alert placed on your cradit report If you have already baen a victim of
Identity theft wilh the appropriate documentary proof. An extended fraud alort stays on your credit repor! for saven years. You
can place a fraud afert on your credit report by cafling the toli-frae fraud number of any of the lhree national credit reporting

agencles listed below.
Equifax: 1-800.525-6285, www.equifax.com

Experian: 1-888-397-3742, www.experlan.com
TransUnion: 1-800-680-7289, www.transunion.com




Credit Freozes {for Non-Massachusetts Restdents): You may have the right to pul a credit freeze, also known as a securily
fresze, on your credit file, so lhat no new cradit can be opened In your name without the use of a PIN number (hat is issued ©
you when you Iniliale a freeze. A credit fresze is deslgned lo prevent potential credit grantors from accessing your credit report
without your consent. If you place a cradit freeze, poleniial creditors and other third parties will not be able to get accass to your
credit report unless you temporavily lift the freeze, Therefore, using a credit freeze may delay your abliily to oblain credit. In
addition, you may Incur fees lo place, lift andfor remove a credit freeze, Credlt freeze laws vary from slale lo slate. The cost of
placing, temporarily lifting, and removing a credit freeze also varles by stale, generally $5 lo $20 per action at each credil
reporiing company. Uniike a fraud aleri, you must separalely place a credlf freeze on your credit e at each credil reporting
company. Sinco the Inslructions for how to establish a credlt freeze differ from state to stale, please contact the three major

credil reporting companies as specified below to find out more Information:

Equifex, P.O. Box 105788, Atlanta,.GA 30348, weawm.equifax.com
Expetlan, P.O. Box 9554, Allen, TX 7501 3, www.experian.com
TransUrlon, LLC, RO, Box 2000, Chester, PA, 19022-2000, www.lransunton.com

You can obtaln more Information about fraud alerls and credit freezes by contacting the FTC or one of the national credit
reporiing agencles listed above,

Credit Freezes (for Massachusetts Resldents): Massachusaells law gives you the right to place a securily freeze on your
consumer reports. Asecurily freoze is designed to prevent credil, loans and services from being approved In your name without
your consent,  Using a securily freeze, however, may delay your abllity to obtaln credit. You may request that a freeze be
placed on your credit report by sending a request 1o a credit reporling agency by certified mall, overnight mali or regular

stamped mait to the address below:

Equifax, PO, Box 105788, Aflanla, GA 30348, www.equifax.com
Experian, PO, Box 9534, Allen, TX 75013, wvwiexperian.com
TransUnion, LLC, PO, Box 2000, Chesler, PA, 19022-2000, www.iransunion.com

Unlike a fraud afert, you must separalely place a credit freezo on your credit file al each cradit reporting company. The following
informalion should be included when raquesting a securily freeze {documentation for you and your spouse must be submilted
when freezing a spouse’s credit report): full name, with middle initlal and any suffixes; Soclal Securily number: date of birlh
(monlh, day and year); currenl address and previous addresses for the past five (5) years; and applicable fee (if any) or incident
report or complaint wilh a faw enforcement agency or the Depariment of Motor Vehices. The request should aiso Include a
copy of a government-issued Idenlificalion card, such as a driver's license, state or military 1D card, and a copy of a utillty bil,
bank or insurance slalement. Each copy should be legible, display your name and current mailing address, and the dale of
issue {slatement dates must be recent). The credlt reporting company may charge a reasonable fee of up to $5 to place a
fresze or lift or remove a freeze, unloss you are a victim of idenlily theft or lhe spouse of a victim of Identity theft, and have
submilted a valld police report relating to the identlly theft to the credit reporting company,




Terms of Use for AllClear Secure

if you become a viclim of fraud using your persenal informalion withoul authorization, AllClear ID will help recover your financiaf logses

and reslore your [denlity. Benefits include:
« Aulomalic 12 monihs of coverags;
» No costlo you—aver. AllClear Secure Is pald for by (he parifcipaling Company,

Services Providec :
I you suspect Idenlity theft, simply call AllClear ID to flle & clalm. AllCloar ID will provide apprapriate and necessary remadlation

semvices ("Services”) 1o help restora the compromised accounts and your idenlily lo the state prior lo the Incident of fraud. Seivices are
deiermined at the sole discrelion of AllClear JD and ars subject 1o the terms and conditions found on the AllClear 1D webslte, AllClear
Secura is not an Insurance pollcy, and AliCtear 1D will not make payments or reimbursements to you for any financlal loss, labllifes or

expenses you incur,

Coverage Perfod

You are automatically protecled for 12 maonths from the date the breach Incident occumed, as communicated in the breach nolilication
leller you recsived from Company {the “Coverage Period®). Fraud Evenls thal eccurred pror lo your Coverage Pertod are not covered

by AliCiear Secure senvicas.

Eliglhtlity Requiremants
To be efigible for Services under AliClear Secure coverage, you must fully comply, without imitalions, with your obligalions under the

terms hareln, you must be a clizen elghteen or legal resldent, (18) years of age or older, reside In the United Stales, and have a valid
U.S. Soclal Security number. Mincrs under elghteen (18) years of age may be eligible, but musl be sponsored by a parent or
guardfan. The Services cover only you and your personal financlal and medical accounts thal are directly assoclated vith your valid
U.S. Soclal Securily number, Including but not limited to credit card, bank, or other financial accounts andlor medical accounts.

How to Flile a Clalm
if you become a viclim of fraud covered by the AllClear Secure services, you musl:

+ Notify AliGlear ID by calling 1.855.434.8075 lo report the fraud prior to expiration of your Coverage Period;
» Provide proof of eligibillty for AliClear Secure by providing the redemplion code on the notification letter you received from the

sponsor Company;
+ Fully cooperate and be truthfui with AliCtear ID about the Event and agree to execule any documenls AllClear ID may reasonably

require;
+ Fully cooperate wilh AllClear ID In any remedialion process, including, but not limfted to, providing AliClear ID with coples of all
avallable Invesligation fles or reporis from any Instilution, Including, but not fimited to, credit instilutions or law enforcement

agenclas, relaling to the alleged lhsft,

Coverage under AllClear Secure Does Not Apply to the Followling:
Any expense, damage of logs:

¢+ Duslo
o Any {ransactions on your financlal accounis made by authorized users, even If acting without your knowladgs

o Any act of theft, degell, collusion, dishonesty or ciiminal act by you or any persan acling in concert with you, or by any of your
authorized represenialives, whether acting alone or In collusion with you or olhers {collectively, your "Mistepresentation®)

« incurred by you from an Event thal did not occur during your coverage perod;
+ In cortnesiion with an Event that you fail to report lo AllClear 1D prior fo the expiralion of your AllClear Secure coverage perlod.

Othar Exclusions: :
+ AliClear ID will nol pay or be obligated for any costs or expanses olher lhan as described hereln, Including without Hmilation fees

of any service providers not retained by AllClear I; AllClear 1D reserves tha rfight to investigate any asserted claim to dstermine Its

valldity;
+ AllClear ID Is nol an insurance company, and AllClaar Secure is not an Insurance polley; AltClear 1D will not make payments or

reimbursements (o you for any loss or liabifity you may incur;
* AliClear ID Is not a credit repair organization, is not a credli counseling service, and doss not pramise lo help you Improve your

credit history or raling beyend resolving incldenis of fratd; and

+ You are expecled lo protect your personal information in a reasonable way at all times. Accordingly, you will not recklessly
disclose or.publish your Soclal Securlty number or any ¢iher personal information {o those who would reasonably be expecled to
Improperly use or disclose that Personaf Informatlon, such as, by way of examgle, In resgonse lo “phishing” scams, unsolicited

emails, or pop-up messages seeking disclosurs of personal Information.

Opt-out Policy
If for any reason you wish lo have your Informalion removed from the eligibility database for AllClear Sectirs, please contact AliClear 1D:

E-mall ) Mail Phong
supperi@aliclearid.com AliCtesr ID, Ine. 1.855.434.8077
823 Congress Avenue Suite 300
Austin, Texas 78701




