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Dear ,

This letter is to notify you of a recent incident that may have resulted in unauthorrzed
access of some of your personal information. :

Suffolk University contracts with a third-partysvendor, Vendini, Inc. fof box office and
online ticketing services. Vendini recently informed the University that, on April25,2013, it
detected an unauthorized intrusion into its systems that i bcheves to have taken place in late
March 2013. Based on Vendini’s recor;gi y c
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Suffolk Univer ’cy;,;ak
unauthorized charges ony/bur credit card we recommend that you review all charges onyour .

- regarding this matter, and this letter relates to the same incident.

Please also review the detailed instructions that we have included with this letter relating
to fraud alerts and security freezes and the information on receiving and reviewing your credit
reports.

As an added precaution, Suffolk University has arranged to have AllClear ID provide you
with fraud protection services for a year at no cost to you. The following identity protection
services start on the date of this notice and you can use them at any time during the next year.



AllClear SECURE: The team at AllClear ID is ready and standing by if you need help
protecting your identity. You are automatically eligible to use this service — there is no action
requxred on your part. If a problem arises, simply call
- and a dedicated investigator will do the work to
recover financial losses, restore your credit and make sure your identity is returned to its proper
condition. AllClear ID has a 100% success rate in resolving financial identity theft issues and
maintains an A+ rating at the Better Business Bureau.

AllClear PLUS: This service offers additional layers of protection including fraud
detection that delivers secure, actionable alerts to you by phone and $1,000,000.00 Identity Theft

Insurance Coverage. To use the PLUS serv1ce you will need tr v1de>:
v}lil

e

may sign-up onli
or by phone at:




RECOMMENDED STEPS TO HELP PROTECT YOUR IDENTITY
PLEASE NOTE: NO ONE IS ALLOWED TO PLACE A FRAUD ALERT ON YOUR
CREDIT REPORT EXCEPT FOR YOU. PLEASE FOLLOW THE INSTRUCTIONS
BELOW TO PLACE THE ALERT.

1. Request and Review Credit Reports

As a precautionary measure, we recommend that you remain vigilant by reviewing your
account statements and credit reports closely. If you detect any suspicious activity on an
account, you should promptly notify the financial institution or company with which the account
is maintained and request that the card or account be closed. ¥ou also should promptly report
any fraudulent activity or any suspected incidence of identity théft. to preper law enforcement
authorities, your state attorney general, and/or the Federal Trade Comm1§510n (FTO).
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TransUnion

(800) 916-8800
www.transunion.com
P.O.Box 6790
Fullerton, CA 92834

] 'ddress and Social Security number, that is not accurate. If you see
anything you do not erstand, call the credit reporting agency at the telephone number
provided on the reporf. “When you review your credit card statements, look for charges you did
not authorize and report these to your credit card issuer for investigation.

information, such as ho

If you do find suspicious activity on your credit reports, call your local police or sheriff’s
office and file a police report of identity theft. Obtain a copy of the police report as you may
need to give copies of the police report to creditors to clear up your records.



Even if you do not find signs of fraudulent activity on your reports, we recommend that
you check your credit report every three months for the next year. To do so, just call one of the
numbers above to order your reports and keep the fraud alert in place.

2. Place Fraud Alerts

Due to the nature of the information involved, you may wish to place a fraud alert with
one of the three major credit bureaus. A fraud alert tells creditors to follow certain procedures,
including contacting you, before they open any new accounts or change any of your existing
accounts. A fraud alert can protect you but may also cause delays:when you seek to obtain credit
or activate credit monitoring. Contact information for the three‘él? eaus and the website address
for Experian are;

Equifax Fraud Reporting
800_ 525-6285

P.O Box 740241
Atlanta, GA 30374-0241

Experian Fraud Repol.ﬁi;.-g_

888- 397-3742
P.O Box 9532
Allen, TX 750:

WWW.experian,com

security freeze - 1n all @ther éaSes, a credit- reportmg agency may charge you up to $5 each to
place, temporarily lift, or;permanently remove a security freeze.

To place a segutity freeze on your credit report, you must send a written request to each
of the three major consumer reporting agencies by regular, certified or overnight mail at the
addresses below:

TransUnion Security Freeze
Fraud Victim Assistance
Department

P.0. Box 6790

Fullerton, CA 92834

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348

Experian Security Freeze
P.O. Box 9554
Allen, TX 75013



In order to request a security freeze, you will need to provide the following information:

Your full name (including middle initial, as well as Jr., Sr., 11, I1I, etc)
Social Security number
Date of birth
- If you have moved in the past five (5) years, provide the addresses where you
have lived over the past five (5) years
Proof of current address, such as a current utility bill or telephone bill
6. A legible photocopy of a government-issued identification card (state driver’s
license or ID card, military identification, etc.) :
7. Ifyou are a victim of identity theft, include a copxof either the police report,
investigative report or complaint to a law enforcém nt agency concerning identity
theft »
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the PIN or password provided to you when you placed the security freeze. The credit bureaus
have three (3) business da§s after receiving your request to remove the security freeze. They
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4, Additional Information

- You can obtain additional information about the steps you can take to avoid identity theft from
the following:

For Maryland Residents For North Carolina Residents
Office of the Attorney General of Maryland Office of the Attorney General
Consumer Protection Division 9001 Mail Service Center

200 St. Paul Place Raleigh, NC 27699-9001
Baltimore, MD 21202 : A 0j.com

www,oag.state.md.us/Consumer
Telephone: 1-888-743-0023

Telej one: I- 919 716-6400

For all other US Residents
Identity Theft Clearinghouse
Federal Trade Commission
600 Pennsylvania Ave., NW
Washington, DC 20580
(877)- IDTHEFT (438-4338)
TDD: 1-202-326-2502



