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Assistance Hotline: 855-711-5990
June 24, 2011 - )

P.84

John Q. Sample

123 Main Street
Anytown, US 12345-6789

Dear John Q. Sample:

I am writing to you today about a potential breach of Crewmember personal information that
may affect you.

A federal law enforcement agency recently informed JetBlue that malicious software may have
been installed on our computer systems. Upon nofification, we immediately launched an
internal investigation and, upon finding the malicious software, removed it. In addition to working
with law enforcement to identify the source, we have hired an outside comptnter forensics team
to assist us in determining the extent to which the security of our computer systems may have
been compromised. As many recent headlines and news reports have shown, unfortunately
many corporations of all sizes as well as government agencies have failen victim to
unauthorized breaches into their IT and data systems. Many of you in past weeks and months
may have received similar notice letters or emails from other entities to this effect — a regrettable
commentary an how this issue has been affecting companies and governments worldwide.

Our investigation has revealed that the malicious software was designed to ailow an attacker to
remotely search and collect information stored on our computer systems. On April 1, 2011, we
learned that the affected systems included computer files containing confidential business
information as well as personal information including the names, social security numbers and
retirement fund account balances of Crewmembers employed by JetBlue since 2005.

We would like to emphasize that, to date, we have no evidence that your personal
information was actually obtained or has been misused. However, out of an abundance of
caution, we are notifying you because of your employment with JetBlue durlng the relevant
period.

In addition and as a precautionary measure, we have purchased twelve months of Identity
Protection services from Debix, The Identity Protection Network, at no cost to you, to help
protect you against potential identity theft Debix offers OnCall™ Credit Monitoring that delivers
secure, actionable OnCall Credit Alerts to you by phone. Debix Identjty Protection also includes
$1,000,000 |dentity Theft Insurance Coverage and Dabix Fraud Resclution Sgrvices. The Debix
Identity Protaction service will be valid for 1 year from the date you register.

You must register with Debix to receive this complimentary Identity Protection service.
You will need to provide the activation code that is fisted at the top of this [etter. You may
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IDENTITY THEFT PRECAUTIONS

Free Credit Report

The Fair Credit Reporting Act requires each of the three nationwide consumer reporting
agencies (Equifax, Experian and TransUnion) to provide you annually, upon request, with a free
copy of your credit report. Obtaining a copy of your credit report from each agency on an
annual basis, and reviewing it for suspicious activity, can help you spot problems and address
them quickly. You can request your free credit report online at www.annualcreditreport.com or
by phone at 1-877-322-8228. You can also request your free credit report by complating the
request form available at www.annualcreditreport.com, and mailing it to Annual Cradit Report
Request Service, P.O. Box 105281, Atlanta, GA 30348-5281.

Fraud Alert

As a precaution against identity theft, you can consider placing a fraud alert on your credit file.
A "fraud alert” tells creditors to contact you before opening a new account or changing an
existing account. A fraud alert also lets your creditors know to watch for unusual or suspicious
aclivity. To place a fraud alert, call any one of the three major consumer reporting agencies
listed balow. An initial fraud alert remains effective for ninety days, and is free of charge. If you
wish, you can renew the fraud alert at the expiration of this initial period. As soon as one credit
agency confirms your fraud alert, the others are notified lo place fraud aleris on your file.

Equifax TransUnion

Equifax Information Services LLC Fraud Victim Assistance Depariment
P.0. Box 145069 P.O. Box 8790

Atlanta, GA 30348-5069 Fullerton, CA 92834

Toll-free: 800-525-6285 Tell-free: 800-680-7289

www . fraudalerts.equifax.com www.tuc.com

Experian

P.O. Box 9532

Allen, TX 75013
Toll-free. 888-397-3742
www.experian.com/fraud/center. html

Further Infermation

You may obtain additional information by contacting the Federal Trade Commissicn (FTC) or
visiting the FTC's privacy and identity theft website, as follows:

FTC identity theft phone line: 1-877-IDTHEFT (438-4338)
FTC identity theft website; www.ftc.gov/idtheft
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Free identity protection.
Priceless peace of mindy

Debix provides a new level of identity protection no
other company can match. Only Debix, The Identity
Protection Network, identifies potential attacks and
delivers critical information to you by phone.

What You Gat!

Identity theft insurance covers financial losses

Comprehensive identity recovery

Early attack detection

Live OnCall Investigators dedicated to your case

Wallet Restaration

Long-term identity repair service after initial

sarvice period

« Debix ChildScan® identifies fraud for minors
under 18 years old

'?18’?@93639 P.&7

«-nb ENROLL NOW
Activation Code: 99989989399
Online: www.debix.com/safe
By Mail: Form Included in letter

Customer Service: Toll-free 855-711-5990

8am - Bpm Eastern Time, Monday - Saturday

. - A\J

Sign Up Today for Your FREE Identity Protection from Debix.

Debix Identity Protection: What's Included?

If there are
Debix constantly changes to your f M you suspect
r raud, experienced
scans credit cradit file, like and helpful
racords for signs of  evidence that a specialists will

financial, medical  thief has used your repsir your identity,

and criminal credit, you will get . y
. N ! saving you time
identity theft, a sectg: :i:” from and money,

L
www.debix.com/sefe

After credit The most effective
monitoring service mothod ever
expiras, you'll have developed for

the option lo sign  determining If your

If & thief steals
your jdentity, you
will be reimbursed

focrorse;tc;reagtlac:n up for continuc?ua child's personal
exp enseé and lost identity repair information has
wa g'e s coverage at no been used by
' charge. thiaves,

DEEBIX
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DEERX ro:0:

The identity Provacion Hetwork YU WANEE, GA 30024-9847
Register for Debix |dentity Protection Network

To register by mall, complete this form and mail to Debly, Inc. using the endosed postage-pald envelope or to the address above,

You do not need to complete this form if you register online at www.debix.com/safe or by phone at 855-711-5890.

Step 1: Verify the printed inforrnation. 1f your name or residential mailing address is not correct, please make changes in the

“Change of Name or Address” section below.

Step 2: Filt in your personal Information, All fields are required unless specified otherwise. Please provide at least one phone number,

Step 3: To Register a Minor: If the person to protect Is under 18 years old, please provide information for the parent or legal
guardian. Correspondence concerning a minor will be addressed to the parent or legal guardian.

Please PRINT CLEARLY in BLACK INK within the boxes.
Shade the bubbles completely. Correct; @ Incorrect: @ @ AIBICID|E 0f1i2]3 P R

ADDRESS INFORMATION

— - e A ]
Please do not write in this section. Please use the “Change of Name or Address” section to make corrections,

John Q. Sample
123 Main Street

Anytown, US 12345-6789

PERSONAL INFORMATION ACTIVATION CODE: 9999999999

GENDER DATE OF BIRTH (MM/DD/YYYY) SOCIALSECURITY NUMBER (Requhd)

O MALE

Q FEMALE / /

MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE NUMBER

EMAIL ADDRESS {For Online Account Access)

PARENT/GUARDIAN INFORMATION (If Registering a Minor

FIRST NAME MIDDLE  LAST NAME SUFFIX
GENDER DATE OF BIRTH (MM/DD/YYYY) SOCIAL SECURITY NUMBER (Required

O MALE / / - -

O FEMALE

MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE NUMBER

EMAIL ADDRESS (For Online Account Agcess)

CHANGE OF NAME OR ADDRESS (Optional
FIRST NAME MIODLE LAST NAME SUFFIX

RESIDENCE ADDRESS LINE 1

RESIDENCE ADDRESS LINE 2 {Optional)

Ty STATE P

g

By registering for Debix Identity Protection, | agree to the Debix End User License Agreement (enclosed) and |
authorize Deblx, who provides Identity Theft Protection, and its service providers, to obtain and monlitor my own
credit information from credit reporting agencles and send this information to me alone for my own use.

| certify that | am the parent/legal guardian of any children that I register for the Debix service.

IR AN LRI SO TR N
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o ,
DEERX 823 Congress Avenus, Sulta 300 AllClear )

e sderity P ore) Austin. T 78701
Customer s:fpsort: ;.-;&;-332-4963 uelin. Texas Cuslomar Suppart. 1-877-313-1405

End User Services Agresmaent

This sgraement ("AgTeement”) i wade by & betoraen Debdx One, Inc,, 523 Congrars Avenue, Ste, 300, Anstin, TX 78701 ("Pebix'), & you {"you™). As of the dale you regiala for or
enroll in the Servioe, the perlict agres s follows.

1

Lo

to,
1L

Definldon. The "Serviee” meany the Premivm Secvice and/or the Free Service, determined in sasordance with your regisimtion & the terms hereof. The “Premium Service” memm
our “Tderdity Probotion Network' - branded momitoring dervice of “AllC)aar Pro, Fowared by Debix™ - branded monitoring nervien. The “Froe Service’ mesnt Debix"s “AftorCare” -
brandad restorntion aervios or “AlIClear Fros, Powered by Dobix" « branded reataralion service. Refarenieos w the Sorvics inoludo any wo you meke of the inferface avnilahle st
wavw,dubix.oaut or www.sllolenrid.coa (the “Site’). Debix may add or romove featira of aty of the Servioes ot mny time.

Pruviion of the Free Scrvkce. Subjcct Lo the cerma & wmditions of thia Agreement, wis will provide you with the Froe Serviee as sel furth hercin.

Term & Tcrmination Re: Free Service. Your substription (o the Pree Servists commenaes upon your regiatralion, covers identity theft events cocurring alter registration, & tormi-
tales upon the earlicr of (i) Debix's natificalion t you of ile terminutien of the Free Servias, or (ii) your election Lo terminate yoor subwcriplion lo (e Fren Servioe, epch of which may
coour al sy me. In additian, unless you opt to re-enrol| at (he end of the then surrant subseription periad, Debix shall have the right to tarminele your panioipation in the Fros Servie-
o,

Provision of the Premjum Service. Subjeot to the teemu & conditions of this Agr 1 & to paymen for Lha Premium Service (Which may come from » 3rd party), we will provide
you with the Premium Service.

.

Memberahlp Fee. The memberahip tes for the Premium Servion, if applicable, will be billed wi the relsil price currenity in effect on the Sito (or knw if there is any gppliaable promotian
vode) & acvording to the lome dosoribed herzin, I you have questions regarding your menbembip fee, ploese oonlacl cuatomet tervice Wil froc at tic applicable phane sumber Jated
abovs, Debix will sonkiaus to bill your paymont method on a periodio basia umil the cipiration oy wrmingtion of your Promivm Servios. You may oancel your subsaription for the Pro-
mium Sarvice in scoordance with Seation 7. If you pay monthly & wikh Lo cancel, you mut anll Customer Servics priev W the aiart of Ge following menth. If yau pay for mubiple
months i advanca & cunoel your Premium Service prior (o the and of the periad far which Yon have paid, we will reftind payment foe only any full, unused months.

Free Trial, If you recsive the Pramium Servioc as tie reult of & third pesy procliring il for you on your behalf, this Section i not epplicable (o yau, If you aro purchaning AliClear Fro
on your own bohall, it may start with s free tial peniad. If you do net canoc] befare the end of auch froo trinl period, you 2gree that Diobix is wpthorizod to oharge you o monthly sub-
saription fec ¢ the current rats 16 the payment methad yob provided during regisution. You muat have a valid payment mahod to euroll in the frea mial. Dicbix will begin bilting o
payment melhod for monthly aubscription feon nl the a1d of Lhe free Lrial peried, unlcsa you cancsl AllClour Pro prior w tis end of the froa trial peried in acocxtlanoa With Seation S,
You will nol reucive s notiee From us that yoar froc trial period has endod or thet the paying partian of yaur subsoription hea begun. If you cancel prior to the end of your free trisl
periad, there will be no charzet s Your paymont methad,

Scope of Coverage; Term & Termtnarion Re: Premiun Service, Your spbicription 1 the Prenium Servico comm enoca upon your regis tration. The Promium Servioe qovers identity
theft events discovired afce regiatration. If u third party has prooured (he Promium Service an yoor behalf, yourt aubicription will rrminate at the end of the term apocifiod durmg rog-
istrion, unless you opl to re-enroll. [f you purchased AliCiear Pro on your éwn behalf, ihem al the ond of your initial subseription peried, your subsoriprien will automatically renew
on @ month to manil basiz wniil you (erminale it in socardance with this Section or fail 1o provide payment when due, In wdditian, the Premium Sarvics may be Lerminated or swpended
a any time With or without notice if paymie ia not recsived when due or If you breach any of the 1tmss & conditions set forth herein. If your subsariplion Lo he Premium Servioo ax-
pims bonawsa you fail Lo renew it ar fail Lo provide peyment whan dilc, Debix may convert you 1a the Free Servios for enc (1) year subjeot to Lhe Lams & condiliona spplicable 1o the
Froo Sorviae as sex forth honsin.

Reatrictioms Yous Wil{ uac the Service only for your henfit & for ils intunded purpose. You will not, £ will aot permit any third party fo: (n) except s exprousty aet forth in thia
Agroemant, Use. copy, modify, omate derivative works of, diswibuic, acll aubllcense, or trnpafor the Servioe; (b) remove or alier any Debix notices or mackingu, or add any ather nevioss
or taarkings Lo the Sarvice; (9) déarypt ar Miempl Lo doarypt tie Servios; (d) derive ér atampl to derive the eourne ctds of or decompile the Sarvioo; ar (o) disassemble or mverse angir
feer Lhe Service. If atutory Fghls make any part of thit section vaid, you will provide ue with detailsd information regarding any auch sotwily,

Ownetehip. This Agr ! caifers 8o 0 hip rights to you & ia nat & sslo of rights i the Service, Ownamhip of all right, litle, & intereal in or 1o (he Scrvice & all Feedback & al
intelleatunt property rights embudied (herein wre & will remain our exaluxva propeny. You will tnke all reatonsblc actiam to perfect cur ownemhip, inohiding withqut limietlan ax-
couling insirumens of atsignment, We maarve all gights in the Service & the intelicotus] property righe embadicd thersin not expreasly grantad hemby. The Sorvies containk Debix
proprickery & confidentis] information. You will hold such information in confidonce & nal 16 uae or disclase il in any way oxocpt 88 expressly pormilled horcuder, using no less than
reasanable aare. If you provide feedback, &/or gencrate data in using Lhe Servios ("Feedback”) you hereby ansign ell right, e, & intareat in it to ua, 1 such assigrvment w incflestive,
you agroe 1o wrant to U a non-exalusive, perporisl, irevoosble, royelty free, worldwide licenss 1o use, reproduce, sublisenss, disteibue, madify. & othervisc plolt such Feodback
without roslriolion.

Suppurt. In connantion with the Sacviae wo will provids the suppart speoified an the Site from time to lime.

Dischlmer of Wiurrmties. THE SERVICE 18 PROVIDED TO YOU *AS 1S," WITHOUT WARRANTY, & ALl. WARRANTIES, EXPRESSED QR IMPLIED, INCLUDING
WITHOUT LIMITATION THE WARRANTIRS OF MERCHANTABILITY, FITNESS FOR A PURFOSE. NON-INTERFERENCE, ACCURACY. & NON-INFRINGEMENT ARE
DISCLAIMED, WE. DO NOT WARRANT THAT THE SERVICE WILL OPERATE WITHOUT INTERRUPTION, BE ERROR-TREE, OR ACHIEVE SPECIFIC RESULTS. THE
SERVICE 15 NOT a CREDIT COUNSELINC SERVICE. WE DO NOT PROMISE TO HELP YOU IMPROVE YOUR CREDIT RECORD, HISTORY, OR RATING.

. Autharization. You authorize Dibix & ity service providers to obtam & menitor Your oom infonmation from orodis reperting agenaiss mnd/or other monitering serviosd & tend this

infoatiation to you for your own use. You agree that this sulhorizsio) shall conatitule wrinan inatruations 1o obtain your credit informstion in pocordange with the Fair Credit Reponing
Asl. If Debix i3 unable to prancus the oredit monitoring roquast, Debix will muks a masaable offort Lo oantadl yoo. You acriify that yon have Lhe etpecas consent of all adults tiatl you
register 1o eubnil thair inform nlion to Debix with the intant to ulilize the Serviee & to apree to this Agrecment on their behalf, You alko ccrtify that each adult thst yeal register for the
Service has read & aoocpred this Agroament, You also centify that cach adult that you rogister suthorizes Debix, & ita aerviva providen, 1o ablain & manitor his or her own aredit in-
formation fram oredit reporling agencies & sand thia information to him or hec alona for hix o het own vse, 'Y ou agroo that this authorization shall ilutc written inatractions Lo ob-
tain hin or her arcdit informmian {n 2coardance with the Fair Crodit Raporting Ast, You oertify that you am the paren|/logal guerdisn of all children that you regialer for the Servigo. In-
fortnalion that we collect from you will be brested in sccordmoc with our Privagy Policy: waww.debix,com/legal/pavacy.php

. Limtoxdan of Liabllity. WE WT1 1. NOT BE LIABLE FOR INDIRECT, SPECIAL, CONSPQUENTIAL, OR INCIDENTAL DAMAGES (INCLUDING WITHOUT LIMITATION

COST OF COVER), EVEN 1I' ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. WE SHALL NOT BE LIABLE FOR ANY JRD PARTY CLAIMS. OUR CUMULATIVE
LIABILITY WILY, BE LIMTTED TO WHAT WAS PAID BY YOU OR ON YOUR BEHALF FOR THE SERVICE IN THE 12 MONTI(4S BEFORE THE CLAIM, THIS SECTION
5 A FUNDAMENTAL PART OF THE BASIS OF OUR BARGAIN, WITHOUT WHICH WE WOULD NOT BE ABLE TO PROVIDE THE SERVICE, & WILL APPLY DESPITE
THE FAILURE OF BSSENT1AI. PURPOSE OF ANY LIMITED REMEDY. If some or s} of the limitations & excleaions in Saclions 11 & 12 ore held upenforteable, warranlica will
be disclaimed, & our linbility will he liniled 1o the greawest extent pormitted under spplicable law.

. Complince with Law. Yo warramt thet in using the Service, you will comply with all spplicsble lsw, ineluding witheut limitstion with ofl mgulolions of sgencics of the U.S Gou.

emmenl regarding expor & re-txport restrickions. You will hold harmlcw & dafimd, s our option, Debix frem any third party olnim againai ud arliing from your failuro W aomply with
this Agrecmant.

. Termunation — Genernd, Debix may require rearonable idontificetion verification bofors compldting my request 1o torminate tho Ageeement or aancel tha Sorvies,
. General any natice hereunder aill be in writing & sent by mall, reiorn recslpt requested) by o-mmll, or by roputable conrier nideemed 10 the orhér purty (1) If te Debix, tw

address set forth wbove or at aypport@debix cem, & (1) If to you, at the ddren or ¢-malt niddress you provide when yao reginter for the Service, of at iuch othmr add raw of
which yau glve nutice ln sccordance with thia provision. 1t s yeur respamibliity to lewp your cantact Ifdrmation up to da, Notice will be desmed w turve beeq glven when
detivored (as confirmed by cecalpe or sther comfirmadon) or, if dalivary 1a not secampllabed by fanN of the sddresate, when tendered. This Agreament will be governed by the
lawn of Texns, wihout rvgaed to conflict of laws. The LLN. Canvention on Contraces for cha International Sale of Goods dum nut upply. All disputes will be braght only in u
court lacated in Teavis County, TX, & you carment to the jurlulction of & watve any odjecdon fo venue of ity courme. If any provislon kerot! e held uneaforcenble, the re-
nmining providons will br wnafiected. Your rightt my nor be wnighed without our written comeent. We may seslgn thh Agreement. Fallure or delay In enforcing this
Agreenmat will not be deerred a walver, This Agreement may be shmad In courmorparm, ¢conatitutrs e endre agreement betwoen the partim & supermeden odl prior or con-
trmparanaous ugreemerits with rus pect tu it aubjert macter, This Agreesment may net b amcnded except in writing or a sulmequen( dick io acco or telaphonic method of
fared by Debis, Upon pny lermmaton or expieation of this Agrement. all tsems will corse, exoap Seolions 5, & & - 16, which nrvive.
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