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STATE OF VERMONT

WASHINGTON COUNTY

STATE OF VERMONT )
)
Plaintiff, )

) Washington Superior Court

-vs- ) Docket No. 1%} -2 -10 Wnev

)
LIFELOCK, INC,, )
a Delaware Corporation, )
)
Defendant )

COMPLAINT FOR INJUNCTIVE AND OTHER RELIEF

Plaintiff, State of Vermont, by Attorney General William H. Sorrell, brings this action
against Defendant, LIFELOCK, INC., a Delaware corporation (hereinafter referred to as

“Defendant”), and states as follows:

1. JURISDICTION AND VENUE

1. This action is brought for and on behalf of the State of Vermont, by Attorney General
William H. Sorrell, pursuant to Vermont’s Consumer Fraud Act, 9 V.S.A. §§ 2451 et seq.

2. Venue is proper pursuant to 9 V.S.A. § 2458(a), because some of the business
conducted by Defendant occurred in Washington County.

II. PARTIES

3. Plaintiff, the State of Vermont, by and through Attorney General William H. Sorrell,
is charged, inter alia, with enforcement of the Consumer Fraud Act, 9 V.S.A. §§ 2451 et seq.

4. Defendant, LIFELOCK, INC., is a Delaware corporation that is not registered as a

foreign corporation, doing business in Vermont.
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1. COMMERCE
5. Vermont’s Consumer Fraud Act prohibits ‘;unfair or deceptive acts or practices in
commerce.” 9 V.S.A. § 2453(a).
6. Defendant was at all times relevant hereto engaged in commerce affecting consumers
in the State of Vermont, inclufling advertising, soliciting, offering for sale and selling identity

theft protection services and accepting money from Vermont consumers for the same.

IV. DEFENDANT’S COURSE OF COND.UCT
A. D.efendant’s Services Offered
7. Since at least July 4, 20'05 , Defendant has engaged in trade or commerce by
advertising, soliciting, offering for sale, and selling identity theft protection services to Vermont
consumers.
8. | Defendant charges consumers $10.00 per month, or $110.00 i)er year, for its identity -
theft protection services.
9. Prior to September 2009, Defendanf took the following steps for each consumer upon
enrollment in its identity theft protection services:
A. Requested that credit reporting agenciés place a fraud alert on the consumer’s
credit record — a free service available to evefy consumer under both the
Vermont and federal Fair Credit Reporting Acts; and
B. Renewed fraud alerts that it placed with credit reporting agencies on behalf of
its consumers every 90 ciays until instructed otherwise by the consumer.
10. After September 2009, Defendant discontinued the services speéiﬁed in paragraph 9,

but continued to offer identity theft protection services to consumers.
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11. After a customer enrolls in its identity _theft protection service, Defendant orders each
customer’s free annual credit reports from each of the credit reporting agencies — a frée service
available to every consumer under both the Vermont and federal Fair Credit Reporting Acts.

12. After a customer enrolls in its identity theft protection service, Defendant sends opt-
out requests té credit reporting agencies requesting that customer’s removal from pre-approved

credit offer lists.

13. According to its website, Defendant’s eRecon™ service “SCO(uI‘S thousands of known
criminal websites for illegal selling or trading of your personal information.”

14. According to its website, Defendant’s TrueAddressTM service “proactively detect[s]
any new address information in address databases nationwide.”

15. Defendant offers identity theft protection sel;vices for children.

B. Defendant’s Representations Concerning the Effectiveness of Services

16. A full page advertisefnent in the Chicago Tribune, dated September 16, 2006, offered
a promotion for Chicago residents and stated “[oJur company makes your personal information
useless to any criminal, immediately. We guarantee it.” Ex. A.

17. A full page advertisement in The Wall Street Journal dated June 30, 2008, that
appeared to be a news article about identity theft, stated “LifeLock became the nation’s leader in
identity theft protection by taking a proactive approach to protecting consumers from identity
theft.” Ex. B. |

18. That same full page advertisement in The Wall Street Journal dated June 30, 2008,

stated “I’'m Todd Davis, CEO of LifeLock, and 457-55-5462 is my real Social Security numbef.

I give it out to show how confident I am in LifeLock’s proactive identity theft protection.” Id.
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19. A full page advertisement in the Chicago Tribune dated September 24, 20-09,
contained a picture of Todd Davis displaying his Social Security number and the caption read in
part, “Todd Davis, CEO of identity theft protection company LifeLock, demonstrates his
confidence in his company by shaﬁﬁg his Social Security number.” Ex. C.

20. As of July 24, 2008, Defendant’s website stated “LifeLock, the industry leader in

proactive identity theft protection, offers a proven solution that prevents your identity from being
stolen before it happens.” |

21. As of July 23, 2008, Defendant’s website stated, with respect to identity theft
protection for minor children, that “[w]e were the first company in the éountry that makes sure
that kids are protected from Identity thieves.” |

22. The Wall Street Journal advertisement dated June 30, 2008, quotes Defendant’s CEO
Todd Davis describing Defendant’s service that searched for infonnétion in criminal chat rooms:
“We’re working around the clock monitoring criminal web sites for the illegal selling and trading
of our member’s information....” Ex. B.

237. Defendant does not remove information found on criminal websites, but rathér
notifies customers that such information has been compromised.

C. Defendant’s Representations about Fraud Alerts

24. As of July 7, 2008, Defendant’s website stated that after a fraud alert was placed, “[i]f
someone is trying to use your personal information, you will be coﬁtécted by the creditor that is
issuing the line of credit. If you receive a call and you are not the one applying for credit, the

transaction should be stopped immediately.”

25. As of July 7, 2008, Defendant’s website further stated that when a fraud alert is in

place, “[e]very time you apply for new credit or someone tries to do something with your credit:
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You should receive a phone call from the bank asking if you are actually the person applying for
credit in your name. If you are, great. If not, the transaction stops.”

26. As of June 11, 2009, Defendant’s website stated, “LifeLock places fraud alert
requests at the three credit bureaus and automatically renews tile requests every 90 days. It does
not freeze your credit, rather; it safeguards your credit from unauthorized use.”

D. Defendant’s Representatibns Concerning Risk of Identity Theft

27. In February 2009, Defendant caused to be mailed to consumers a direct mérketing
solicitation that stated: “You're receiving this because you may be at risk of identity theft,” when
in fact Defendant could not substantiate that any particular consumer was at risk for ideﬁtity
theft.

28. The February 2009 direct mail solicitati.onralso stated: “WARNING: If you have used
a credit or‘ debit card before January 2009 YQU MAY BE AT RISK.”

E. Representations Concerning Defendant’s Service Guarantee

29. Defendant offers a $1 million total service guaranteé: for its services.

30. The September 16, 2006 advertisement in the Chicago Tribune stafes, “We a:fe S0
rsure that our service works, we are backing it up with a $1 'Million Guarantee. If your identity is
eVer stolen while you are our client, we will fix the problem, repair your credit, and replace every
dime you lost from the theft up to $1,000,QOO.” Ex A.

31. Defendant’s website states “[w]e will do whatever it takes to help you recover your
good name and we will spend up to $1,000,000 to do it.”

32. As of July 7, 2008, Defendant’s website claimed, “[i]f you lose money as a resulf of

the theft, we’re going to give it back to you...”
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33. In fact, Defendant’s $1 million total service guarantee does not replace out-of-pocket
expenses, but covers the cost of lawyers, investigators, and case managers for customers who
become victims of identity theft due tora failure of Defendant’s service.

F. Defendant’s Térms and Conditions

34. As of November 17, 2009, Defendant’s terms and conditions contained a clause
requiring each customer to “agree that ;cmy dispute, controversy or claim arising out of, or ,
relating to, this Agreement or the Servicgs shall be settled by confidential arbitration in Maricopa
County, Arizona, in accordancé with the American Arbitration Association’s (“AAA”)
Commercial Arbitration Rules (inéluding without limitation the Supplementary Procedures.for

Consumer-Related Disputes) then in effect.”
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V. APPLICABLE STATUTE

35. Vermont’s Consumer Fraud Act prohibits “unfair or deceptive acts or practices in

commerce.” 9 V.S.A. § 2453(a).

VI. COUNT1

VIOLATIONS OF THE VERMONT CONSUMER FRAUD ACT

36. Defendant has engaged in a course of trade or commerce which constitutes unfair

and/or deceptive acts and practices contrary to Vermont’s Consumer Fraud Act in that

Defendant:

. represented to consumefs, expressly or by implication, that Defendant’s

services protect against all types of identity theft, including criminal and

employment identity theft, when in fact Defendant’s services did not protect

against all types of identity theft;

. represented to consumers, expressly or by implication, that Defendant’s

services fully protect children from identity theft, when in fact Defendant’s

services do not fully protect children from identity theft;

. represented to consumers by implication that Defendant removes its

customer’s personal information from websites where criminals post
fraudulently obtained personal information, when in fact Defendant only

notifies consumers when their information appears on such websites;

. represented to consumers, expressly or by implication, that customers with

fraud alerts will always receive a phone call prior to new credit being issued,
when in fact a phone call is not required by either the Vermont-or federal Fair

Credit Reporting Acts and many times is not placed by the potential creditor;
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E. represented to consumers by implication that a security freeze or a credit
freeze provide weaker proactive protection againstvunauthorized use of credit
than a 90-day fraud alert, when in facf they can be even more effective;

F. represeﬁted to consumers, through direct mail marketing, that those consumers
were at high risk for identity theft, when Defendant had no knowledge or facts
to substantiate such a warning to those consumers;

G. represented to consumers expressly that it Wﬂl reimburse customers for losses
incurred, when in fact it only covers Josses resulting from a failure or defect in
Defendant’s éervices;

H. represented to consumers, expressly or by implication, that Defendant will pay
customers back for expenses incurred as a result of identity theft, when in fact
Defendant will pay a professional to restore losses ﬁnd expenses only where
the loss is due to a failure or defect in Defendant’s services; and

I. failed in print, television, radio advertisements and on its website to disclose
that fraud alerts are not meant to act as a proactive measure for all consumers.

VIL STATUTORY REMEDIES

37. Vermont’s Consumer Fraud Act provides, inter alia, for civil penalties of up to
$10,000.00 per violation, restitution to consumers, and reimbursement to the State of Vermont
for the reasonable value of its services and its expenses in inveStigating and prosecuting the

action. 9 V.S.A. § 2458.




VIII. PRAYER FOR RELIEF

WHEREFORE, Plaintiff, the State of Vermont, prays that this Court enter an Order:

A. Finding that Deferida_nf violated Vermont"s Consumer Fraud Act, 9 V.S.A. § 2453(a),
including, but not limited to, the uﬁlawful acts and practices alleged herein;

B. Temporarily, preliminarily, and permanently enjoining Defendant from engaging in the
deceptive practices alleged herein,

C. Declaring that all contracts entered into between Defendant and Vermont consumers by
the use of methods and practices declared ﬁnlawful are rescinded and requiring that full
restitution be made to said consumers;

D. Assessing a civil penalty in the amount of Ten Thousand Dollars ($10,000) per violation
of the Act. |

E. Requiring Defendant to reimburse the State of Vermont fbr the reasonable value of its
services and expenses in investigating and prosecuting this action;

F. Pfoviding such other and further equitable relief as justice and equity may require.

DATED at Montpeher Vermont, this é day of M 2010

STATE OF VERMONT
WILLIAM H. SORRELL
ATTORNEY GENERAL
By:
S
Assistant Attorney General
Office of the Public Protection Division
ATTORNEY Vermont Attorney General’s Office
GENERAL : ' ' . 109 State Street
Montpelier, , Montpelier, Vermont 05609- 1001
Vermont 05609 802-828-5479
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ADVERTISEMENT

IDENTITY THEFT REPORT:

Nation’s leading identity theft protection
service can help protect you from one
of America’s fastest growing crimes

TEMPE, AZ - ldentity
thelt remains one of the
fastest growing crimes in
America, and has topped
the FTC's list of consumner
complaints {or eight con-
secutive years. In o fact,
another ideniily is stolen
every three 1o four sece
onds. So why is LileLock
CEO Todd Davis still giv-
ing out his real Social
Seecurity number to any-
one who will listen?

Yes, That’s His Real
Number

“Becmuse beiween Life-
Lock's proactive approach
and our $1 million service
guarantee, 'm more cos-
fident than ever befe in
LifeLock’s abilty 10 con-
tinue keepmg my identity
safe,” Davis said

“Of course, you should
never share your Social
Security number unless
campletely necessary,” he
added, “bul for the record,
mine is 457-55-5462.”

lifeLock became the
nalion's leader in idenlity
thelt protection by lak-
ing a proaclive approach
1o protecting consumers
from identity theft, Why is
that so imporiam?

tn the past, many prople
lvaked to credit monitor-
ingrafter hecoming victims
of identity (hefl. Accord-
ing Lo Davis, that was the
problem.

“Credil monitoring
does nothing to stop idea-
tity thefl. ttonly tells you
after there's been suss-
picious - activity on your
account,”  Davis  said,
“LifeLock works to belp
slop identily theft belore
il happens by taking pro-
active steps {o reduce the
risk of identity thieves
ruining your credil and
good game ~ even if your
information gels in the
wrong hands.”

Moare importantly, what

- LifeLock  doesn’l  stop,
we fix at our expense up
to $1,000,000. That’s our
$1 Million Total Service
Guarantee,

Does it work? Look
ut the facts,

“With over a willion
LifeLock members, statis-
tically you would expect
to see over 30,000 identity
thefts  annually, costing
our members  hundreds
of hours and thousiuds of
dollars,” Davis sald.

“Now, lhose are thelts
that would come under the
protection of our $1 Million
Total Service Guaranlee,
st our members would be
out nathing, but we haven’l
secnanywhere near 30,000
vietims. We haven't even
seen 3,000,

The fact iz, only 105
out of over one million
LifeLuck members have
ever reported their wen-
lities stolen, aud because
of LifeLock's guaranlee,
none of them were ever oul
the lime or money experi-
enced by other |(Ieul|ly
theft victims.

And Davis is quick Lo add
that he's one of the 105,

“Isnt  thal anazing?
1 have the most lanwus
Soviul Scewrily munber in
the world and l.|ft.Lmk\
only had 1o help me o

The incident nuuru.(l
a yenr ago when Davis
identity was used to el
a $500 payday advance
Toan Navis points ot thal
check  cashing and  pay
day advance companies
are not required o check
for fraud slerls to verify

identities. It's o faw in the .

Taw that he believes would
have stopped the theft
calil, hat adds that's not
the most important part of
the story.

*Whal's importanl is the
whole incident proves that
LifeLock works, beeause |
was never oud adime ol my
own money ot hours of my
own lime. LifeLock proe
tecled e and the other
104 members exaclly .h
they prmmaed.
is clearly passion-
atle abmd his company and
all it has accomplished.

“No one can stop alliden-
tity theft but our proactive

S oy

approach  has  resulted
in  successfully protect-
tnge over 99 percent of our
members. That's unprece-
dented. And the less than
ane-tenth of one percent
that fell victim lo identity
(hell wei e completely pro-
teeted by our guarantee.”

So haw big of a prob-
lem is identity theft?

Financial costs aside,
identify theft victims can
spend hundreds of frus-
trating hours talking (o
credit caid companies,
hanks, police and credit
burcaus  repairing  the
damage. Now, when you
faclor in that thieves may
hold onto informalion for
six months belore using
it, and that a single stolen”
identity may he used up to
30 times, the full weight of
the erime readly begins to
take shape.

$1 Million Scrvice
Guarantee

The fact is you could
alveady be a victim many
times over and not kKnow it
for months.

Before becoming a mem- .

bet of LifeLock, one victim
had two homes purchased
and furpishied using her
name and personal infur
malivn. Then, to add insult
to injury, the thieves tonk
oul secand morlgages on
hoth homes as well.
Another had his iden-
tity stolen at age 7, but
didn’t find out uatil ten
years laler when he was
denied a student Joan and
a job due to pour credit.
He was 17-years-old and
$40,000 in deht because
someone had purchased
a houseboal in his name.
He strugyled for 10 years
to clear his name,
“Children and young
peuple are popular targets
hecause nu one regularly
checks theic credit his-
Davis suid, That's
why LifeLock was one of
the first companies (o olfers
full protection 1o minues,
including the §1 million

service guaranlee,

But it’s not always about
finances, Other types of
identily theft have nothing
o do directly with money.

One viclin had his iden-
tity stolent by a man who
went o Lo cornuib pape and
murders asing (he victim's
e, Anuther was luried

Thing

have already taken grem
strides toward  guarding
CORSUINETS,

Decter, Detect, Defend
“The FTCs site (www.
fle.gov/idiheft) dues a great
jub of educauling consmers
with their “Deler, Detect,
Defend”™ campaign,” Davis

1. Place Fraud Alerts On Your Credit Report.

Fraud alerts make it extremely difficult for thieven
1o apen new Tines of credfil in'ynue name. Fraud alerts
have proven B2% effective in stopping unauthorized
use of personal information. You can place fraud aleris
wxlh all three major credil reporting agencies (Equifax,
pruu.m TrunsUnion), but alerts last only 90 days and
nust be tenewed cuntinuously W be elfective;

2, Order ALL THREE Free Credit Reports.
Whether or nul you are a victim of identity theft, take
advantzge of your free annual credit reports. Visit www,

annaalcreditreport,cont.

3. Opt Out Of Unsolicited Credit Card Offers,

Opt out of pre-approved offers. of credil at’ www,
oploutprescreen.com. You may choose a five-year opt-
oul period or permanent opt-out status. This reduces
the possilily of someene rifling through your mail and
opening credit under your nume.

4. Become Acquainted With A Shredder.

Al tead mail should go through the shredder before
it gots t-the trash. Though identity theft is steadily
transferring Lo online foryms, mostidentity theftis still
dunte by trash digsiog. Using a shredder on all of your
‘puiional documents, makes the job for any would-be
wlently thief inhaitely more difficult,

5. Let Experts' Protect You, = — ~

- e .

‘While preventative meastires can be done by anyone,
.muay companics exist to provide consumers with
expelise when il comes to Lhe confusing 1D theftissues.

. -When selecting one of these companies, make sure that
' they pmvule ‘the’ Lnnve.mLm:e. knowledge, stipport and
protection found in LifeLock's proactive approach and

S1 million setviee guarantee,

duwn fn public assistanee
ht‘ClIHSL’ sumeane (‘.‘l.\\.‘ Wils
using the Social Sceurity
oumber  of her  0-year
ol sunand earning mure
maoney than her.

Pravis i ciunpagning
for cven stronger federal
protections from idenlily
theft, il says the FTC
and  federal government

said, And Congress pagsed
laws  several years ago
alluwing consumers o gel
free ammual vredit seports
from the (hree major credit
bureaus xo you can see
exaclly what is happeting
with your eredil histary,”
The government also
allows conswiners lo pliwve
free fraud alerts on their

credil reports if they have
been viclimized or believe
they could become a vic-
tim of identity theft. Fraud
alerts can make il more
difficult for someane 1o gel
credil in sumeone else’s
ndme because i tells cred-
ilors o use “reasonable
policies and procedures”
to verifly the consumer's
identity belore issuing uew
credit in their name.

Consumers can request
their annual vredit reports
by going to www.annual-
erediltreporl.eom. The site
alse has {nformaiion on
how (o request free {raud
alerts. Fraud alerts  lasl
90 days, and then must be
renewed, LifeLack  facili-
fales requesting both the
fraud alerts and  credit
reporls on behall of their
members as parl of their
service. They also request”
renewals for lhe alerls
every 90 days.

But that's not all
Lifel.ock does.

“"We're warking around
the clock monitoring crim-
inal web sites for the illegal
selling and trading of our
members’ information. We
notify you when a change
of address is madeé in your
name Lo make sure it's nol
an identity thiel rerout-
ing your mait to them. We
also have your name taken
off of junk muail and pre-

- upproved credit card lisis

because they're just one
more avenue thieves can
use to get your informa-
tion.”

“And il anylhing gel's
past us, you have the peace
of mind knowing you're
prolected by our §$t mil-
lion service guarantee,” lie
added. “There’s a reason
we're §1."

If you'd like the samu
peace of mind and com-
forl Davis and the rest
of _LifeLock's members
enjoy, he'd Hke you to
have Lifeliock free for
30 days by calling 877 517
R293 ur visil www.lifelock.,
com/lieel0,

'm Todd Davis, CEO of LiféLock,

and 457-55-5462 is my real Social Security number.
t give It out to show how conhident | am in Lifelock’s

proactive identity theft protection,




ing oul lm real Sm.ml
Security number to any-
one wha will listen?

Yes, That's His Real
Number

“Beciuse  between Life-
Lock’s proactive approach
and our $1 million service
guaraptee, J'm more con-
fident than ever Defore in
LifcLack’s ability 1o -con-
tinue keeping my idenlity
safe,” Davis said,

“Or course, you should
never share your Social’
Security number unless
completely necessary,” he
added, *but for the record,
mine is 457-55-5462."

Lifelock became  the
nation's leader in identity |
theft protection by tuk-
ing u proactive approach
10 prolecting consumers
from identity theft. Why is
that so importani?

In the past, many people
looked 1o credit mmitor-
ing after becoming victims
“of ideniity thefll. Accord-
ing to Davis, that was the
problem.

“Credit monitoring
does nothing to stop iden-
" ity theft. It only tells you'
after there’s been sus-
picious activity on your
account,”  Davie  said.
“LifeLock works to help
stop identily theft before
it happens by inking pro-
active steps 1o reduce the
risk of idenlity thicves
ruining your credit and
gond name — even il your
infurmation gets in the
wrong hands.”

More importantly, what
Lifel.ock  doesa’t  slop,
we fix al our expense up
o $1,000,000, Thal's vur
81 Million Total St.rvu_e
Guaraniee.

that would come under the
protection of our $1 Million
Total Service Guarantee,
§0 our members would be
out nothing, but we haven't
seenanywhere near 30,000
victims, We haven't even
seen 3,000.%

The fact s, unly 100
out of over one million
LifeLock muembers have
ever reported their iden-
tities stolen, and because
of LifeLock's suaraniee,
none of them were ever oul
the lime or-money experi-
enced by, other identily
thelt viclims.

And Davis is quick toadd
that he's one of the 105,

“Isn’t  that  anuzing?
I have the most famoos
Sochl Security numbar in

‘the world and LifeLock’s

only had to help me once.”

The incident occurred
a year ago when Davis'
identity wirs usad o gt
a $500- payday  advance
loan. Davis puiats vul it
check cashing and pay
day advinee companies
are nol required to check
for frawd alerfs (o verily

identilies. It a flaw in the.

Taw that he believes would
have stopped the theft
coll, hut adds that’s not
the most importint part of
the siory.

“Whnt's imporiant is the
whale incident proves that
LifeLock works, becanse |
was never oula dime of my
own money o howrs of my
own time. Lifebock pro-
tected me and the other
104 members exactly as
they promised.”

Davis is clearly passion-
ate aboul his company and
all it has accomplished.

“No one catn stop all iden-
lity theft bui our proactive

- lory,”

lem is identity theft?
Financial costs aside,
identify thefl victims can
spend hundreds of frus-
traling hours talking 1o
credit card  companies,
binks. police and credit
bureaus  repairing  lhe
damige, Now, when you
factor in (hat thieves may
hold onto information for
six monlhs before using

it, el that a single stolen”

identity may he used up lo
30 times, the full weight of
{he crane really begins o
lake shape,

$1 Million Service
Guarantece

The fael is you could
already be a vielim many
times aver and nol know it
for months,

Before becoming a mem- .

ber of LifeLock, ane victim
had twn hemes purchased
and forpished using her
name awnd personal infor-
matiun, Then, o add insull
(o injury. the thieves tonk
aul seconrd minglgages on
both homes as well,
Anuther had his iden-
tily stolen at age 7, but
didn’t find out until ten
years laler when he was
dented a student loan and
a job due o pnor eredit,
He wus 17-ycars-old and
$40,000 jn debt because
someone had purchased
a houschoat in his name.
{1e strugyled (or 10 years
to ¢lear his name.
“Childven  and  young
peaple are popular largets
hecause no one regularly
checks (heir credit his-
Davis said. That's
why Lifel.ock was nne of

Uhe first companies to offer .

full protection lo minors,
inchding the $1 million

ou Can Do:

1. Place Froud Alerts On Your Credit Report.
Fraud alerts make it exfremely difficoll for thicves
1o open new Jines of credil in your name. Frand alerts
have proven 82% effective in stopping unauthorized
use of persanal information. You can place fraud alerts
© with all three mijor credit reporting agencies (Equifux,
Experian, TrimsUnion), bit alerts st anly 90 days and
must be renewetl continuously (o be effective.

2. Order ALL THREE Free Credit Reports,
Whelher or not you are a viclin of idenlity theft, take
advantage of your free annual eredit reports, Visit www,

annu.llcrcchlrcpnrl com.

3. Opt Out Of Unsoticited Credit Card Offers.
Opt out of pre-approved olfers of credit at www,

opteulprescreen.con. You mny choose a five-year opt-

oul perivt o pérmanent oplant statis Thix raduees

the passibilily of someont rifling through your mai

and

opening credit under your name,

4. Become Acquainted With A Shredder.

" Allread mail stiould go through ihe shredder before
it gous to-the trash, Though idemity thefl is steadily
trunsfereing 10 aihine forums, most idenuly theft s sull

~ dune by trash diggung. Using a shredder on alt of your
peisunal ducuments, makes the job for any would-be
dentity thicf infinitely more difficolt,

5. Let Experts Protect You.

While preventative measures can be done by anyone,
.many companics cxist io provide consumers with
experlise when itcomes (o the confusing 1D (hefiissues.
When :.elcq.hng one of these companies, make sure that
|l|v.-y provide the LDHVLIIII:IILL. knowledye, support and
protection found in LifeLock's proactive upproach and

51 million service guaruntee,

down for public assistance
because someone else was
using the Social Securily
number of her  10-year
old son and carning more
maoncy than her.

Pavis is campaigning
for even stronger federal
profections from identity
thefl, but says the .FTC
and federal govermment

soid, And Congiress passed
faws  scveral  years  ago
silowing consuniers 1o got
free annual credit reports
from the three major credit
bureaus so you can see
exactly what is happening
with your credit history,”
The governmeal  also
allaws consumers 1o plice
free frand alerts on their

identily before issuing new

credit in thelr nnme.

Consumers can request
their anoual eredit reports
by going o wwwanoualk
credilreporteom. The wite
ale has information on
how 1o request free fraud
alerts, Fraud alerts  Tast
90 days, and then must he
renewed, LifeLock  facili-
Llates requesting both (e
fraud  alerts and  credit
reports on hehall of their
members as- part of their
servive, They also segoest
renewals  for the alerts
every 90 days,

But that’s not all
LifeLock does.

“We're working arouml
the clock moniloring erim-
inad web sites for (he illegal
selling and teading of our
members' infornation, We
nutify you when o change
of address is made in your
mnne o make sore it’s nol
an identity thiel rerout-
ing your mail to them, We
alsn have your name taken
off of junk mail and pre-
approved credit card lists
beeause they're just one
more avenue (hieves -can
use {0 gel your informa-
fion,”

“And il anylhing poet's
past us, you have the peace
of mind knowing you're
pmlu.led by owr $1_nil
lion service guarantee,” he
added. *There’s 2 reason
we're #1117
I you'd ke the same
peace of mind and com-
fort Davis and the rest
of Lifelock's members
enjoy, he'd like you to
have Lifelock free for
30 days by calling 877 517
248 or visit www.lifelock,
cumi/freedi),

I'm Todd Davis, CEO of LifeLock,
and 457-55-5462 is my real Social Security number.

| gve 1t out to show how confident | am in LifeLock's
proactive identity theft protection.

Credit monitoning doesn'y,stop identity theft, it only alerts
you after something has already happened. That's why

LifeLock works to help stop identity theft before it happens
by taking proactive steps to reduce your risk - even if

your information gets in the wrong hands. And what we
don't stop, we'll fix at our expense, up to $1 mithon,

I'm so confident in LifeLock's ability to protect my identity
| publish my real Social Security number. To give you
that same leve! of confidence and peace of mind, I'd

like to give you LifeLock for 30 days, absolutely free.

TRY FOR 30 DAYS

RISK FREE :

e 877-517-8293

orcoTo LIFELOCK.COM/FREE30

_ No paymanl, no obligauan for 30 days, Aftor 30 doys your credil card
wilt automatically bo billed. You can cancal ol any lime without penpity.

OLifeLock.

#1In Identity Theft Protettion’

L

Tk Derls,
CEC o LifeLok
SSN-457-85-5462
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IDENTITY THEFT UP 22%, HITS 5-YEAR HIGH

Leader in Identity Theft Protection Strikes Back with Protectlon Offer for Al

Identity theﬂ has topped the Federal
Trade Commission's list of consumer
- complaints for the past eight years.
Naow, a stunning new survey shows
a record 9.9 milion Amencans were
victims of identity thelt last year - a
shocking 22% increase over the prior
year — according to Javelin Strategy
& Research. This news mirrors a just-
released report from the Federal Trade
Comnussion that cites a 21% increase
in identity thefl complaints during the
same period”.

Thesé studies send a clear message: -

in the wake of the global ecanomic cri-

.sis, identity theft 1s a big business.
It's up to consumers to take proactive
steps to help protect themselves.

That's why for a limited time, Lile-
Lock, the industry leader in identity
theft protection, is offering consurers
who have a good faith suspicion that
they have been a victim, or are about
to become a victim of identity theft, a
discount on their identity theft protec-
tion service.

“To take advantage of this spe-
cial offer, all you have to do 1s call
1-800-871-8603 for an individual mem-
bership, or 1-800-616-0485 if you are
enrolling more than one member,” said
Todd Davis, CEO of LifeLock. “It's that
simple,”

Consumers seeking identity theft
protection can also receive the special
discount by visiting www.ifelock.com
and using the promo code: TRIBUNEL.

Immediately upon enrollment, all
LifeLock members are protected by
LifeLock's $1 Milion Totat Service
Guarantee. (Restrictions apply. See
lifelock.com for details.)

Why would you want to protect your
identity? Consider some of the Javelin
survey's specific tindings:

“Friendly Frauds” Are
Rising, and Costlier.

According to the survey, more than
one in every ten victims knew the per-
son who stole their idenhity. To make

. matters worse, these "friendly frauds”
went undetected: longer, had longer
periods of misuse and cost consum-
ers who knew the perpetrator more
than double the expenses gxperienced
by victms who didn't-know thew 1den-
tity thief,

Identity Thieves Are Working
Faster to Exploijt Victims,
It also appearsdentity thieves are mov-
ing dramatically faster than they used

our LifeLack members.

$1 MILLION TOTAL SERVICE GUARANTEE

If you become a victim of identity thelt while 2 member of Lifel.ock due to a fail-
ure in our service, we will spend up to $1 milhon to cover the cost for lawyers,
investigators, case managers but not any direct losses as a result of the theft.
Our $1 Million Total Service Guarantee does not cover: lost wages or business
profits, loss of bustness or lost opportunities and direct out-of-pocket expenses
like postage stamps, gas or mileage to go to focal authorities, or any notary
public fees, etc. Under the Terms and Condnmns NO money passes directly to

to when it comes to
actually using stolen
information.

In the past, thieves
might hold on to pur-
loined wformation
for a longer period
of time before using
It. However, the Jav-
elin survey revealed
that mcidents of
thieves using stolen
information  within
just a week of the
theft more than dou-
bled from 33% to
71% over the past.’
three years.

Unfortunately,
that doesn't mean
I.D. thieves are not

Never share your Social Security nsmber unnecessanty.

stackpiling  victims'  Todd Dawis, CEQ of identity theft protection company qfeLock demonstrates his confidence i his

information: the
report also showed
that ncidents of
thieves using nfor-
mation stored for a
year or more rose more than 50%.

Who is at Risk?

In this information age, many con-
sumers cotild potentially be at risk,
however, the Javeln survey revealed
that women are 26% more likely to be
victims than men, It also took women
almost twice as long to detect 1.0, theft
than men, with womnen learning of the
theft in 83 days on average, compared
to 45 days for men.

The survey also named higher income
consumers (households with cambined

" incomes of $75,000 or niore) to be at

higher risk,

Latinos were named the most likely
demographic group to become victims
of new account theft. Latinos are 47%
more likely to become victims, versus
32% of ali victims. New accourit theft,
cited by the survey as the most difficult
to detect, occurs when thieves open
new accounts and lines of credit using
stolen identities.

“At LifeLock we take proactive steps
specifically to help reduce your risk
of becoming a victim of new account

You Miay Need Protection If:

You have a good faith suspicion
that you have been, or are about to
become, a victim of identity theft.

thett,” Davis said. “We are also deter-
mined to protect another high-risk
group: young people and children.”

Minors are a ripe target for identity
predators, who know that it can take
years before a child’s LD. theft is dis-
covered. By then the damage is long
done and can often ruin young peo-
ple's lives and credit histories for years
to comie.

“That's why | feel it's so important
for everyone who needs it to have pro-

. tection available to them, and why |

hope everyone will take advantage of
this speu;l discount,” Davis added._

How Does LifeLock Work?

It's important to point out that no
one can stop all identity theft. “But if
you have a good faith suspicion that

" you are at risk of Identity theft, what"

we can do 15 work to reduce the nsk
of identity thieves being able to cause
LifeLock members harm, even if their
information falls into the wrong hands,”
Davis said. "It's a service we back with
our $1 Million Total Service Guaran-

company by sharing lis Social Security number. You should never give out your Social Security
number unnecessarily. To take advantage of this special offer, simply call one of the numbers below
or visit www.lifelock.com and use promotion code TRIBUNEL,

tee.” (Restrictions apply. See lifelock.
com for details.)

Lifetock combines a proactive
approach designed to help detect and
avoid identity theft, with- 24/7 cus-
tomer care that works to remove the
siress, anxuety and countless hours of
trying to repair the damage that usu-
ally accompanies identity theft.

“At the end of the day, what LifeLock
is really working to provide is protec-
tion and-peace, of mind,” Davis said.
“And | think we do it better than any-
one else.”

To gel LifeLock free for 30 days .

during this special offer, call 1-800-
871-8603 for individual memberships,
1-800-616-0485 tfor multiple enroll-
ments, or go to wwwi.lifelock.com and
use promo code TRIBUNEI. At the end
of the 30'day free perlad your credit
card will be billed automatically (510

monthly plan/$110 annual plan) unless .

you cancel within the 30-day period.
You can cancel anytime without pen-
alty by caling 1-800-LifeLock.’ Offer
good for new members only.

otect Your Identity Now

Don't put your identity and good name at risk when you can have
LifeLock's proacbve protection, You can have peace of mind that comes with
knowing you're covered by LifeLock. During this special offer, call one of the
enroliment numbers below, or go online to www.lifelock. com, to help protect
yourself and your family from one of America's fastest growing crimes FREE
for 30 days. (At the end of the 30-day free penod your credit card will be bulled
automatically (510 monthly plan/S110 annual plan) unless you cancel within the
30-day penod. You can cancel anytime without penalty by calling 1-800-LifeLock.)
Representatives are available 24 hours a day. But hurry - this exclusive offer
is limited only to those who call the numbers below and use the promotion
code TRIBUNEL. Offer good for new members only.

PLEASE NOTE: If the line is busy, hang up andtry the number again.

SINGLE
TEL: 1-800-871-8603

" PROMO CODE: TRIBUNEI

MULTIPLE
TEL: 1-800-616-0485

Real Pe@pﬂe Reaﬂ Stories. Real ldentuty Theft Protection

.\




sis, identity theft is a big business.
it's up to consumers to take proactive
steps to help protect themselves.

That's why for a limited time, Lic-
Lock, the industry leader in identity
theft protection, is offering consumers
who have a good faith suspicion that
they have been a victim, or are about

* to become a vichim of identity theft, a
discount on their identity theft protec-
tion service.

“To take advantage of this spe-
cial offer, all you have to do is call
1-800-871-8603 for an mdividual mem-
bership, or 1-800-616-0485 If you are
enrolling more than one member,” said
Todd Dawis, CEO of LiteLock. "It's. that
simple.”

Consumers seeking identity theft
protection can also receive the special
discount by visiting www.lifelock.com
and using the promo code: TRIBUNEL.

Immediately upon enroliment, all
LifeLock members are protected by
LifeLock’s $1 Milion Total Service
Guarantee. (Restrictions apply. See
lifelock.com for details,)

Why would you want to protect your
identity? Consider some of the Javelin
survey's specific findings:

“Friendly Frauds” Are
Rising, and Costlier.

According to the survey, more than
one In every ten victims knew the per-
son who stole their ydentity. To make
matters worse, these “friendly- frauds”
went undetected longer, had longer
periods of misuse and cost consum-
ers who knew the perpetrator more
than double the expenses experrenced
by victims who didn't know ther iden-
tity thief.  ~

Identity Thieves Are Working -
Faster to Exploit Victims.
It also appears identity thieves are mov-
ing dramahcally faster than they used

our LifeLock members.

'$1 MILLION TOTAL SERVICE GUARANTEE

If you become a victim of identity thett while a member of LifeLock due to a fail-
ure In our service, we will spend up to $1 million to cover the cost for lawyers,
investigators, case managers but not any direct losses as a result of the theft.
Our $1 Million Total Service Guarantee does not cover: lost wages or business
profits, loss of business or lost opportunities and direct out-of-pocket expenses
like postage stamps, gas or mileage 1o go to local autharities, or any notary
public fees, etc. Under the Terms and Condrtrons NO money passes drrectly io

bled from 33% to
71% over the pasl
three years.
Unfortunately,
that doesn't mean
1.D. thieves are not
stockpiling wictims’
information: the
report also showed
that incidents = of
thieves using infor-
mation stored for a
year or more rose more than 50%.

Who Is at Risk?

In this information age, many con-
sumers -could potentially be at risk,
however, the Javelin survey revealed
that women are 26% more likely to be
victims than men. It also took women
almost twice as long to detect |.D. thett
than men, with women learning of the
theft in 83 days on average, compared
to 45 days for men.

The survey also named ligher income
consumers (households with combined
incomes of $75,000 or more) to be at
higher nsk.

Latinos were named the most likely
demographic group to become victims
of new account theft. Latinos are 47%
more likely to become victims, versus
32% of all victims. New account their,
cited by the survey as the most difficult
to detect, occurs when thieves open
new accounts and fines of credit using
stolen identities.

“At LifeLock we take proactive steps
specifically to help reduce your nsk
of becoming a victim of new account

You May Need Protection If:

You have a good faith suspicion
that you have been, or are about to
become, a victim of identity theft.

.A-AML‘:L o R

--‘ *
Never share your Socral Security number unnecessarily. .

theft,” Davis said. “We are also deter
mined to protect another lugh-nsk
group: young people and children.”

Minors are a ripe target for identity
predators, who know that it can take
years. before' a child'’s 1.D. theft is dis-
covered. By then the damage is long
done and can often run young peo-
ple's lives and credit histories for years
to come.

“That's why | feel it's so important

-for everyone who needs it to have pro-
_tection avallable to them, and why |

hope everyone will take advantage of
this special discount,” Davis added.,

How Does LifeLock Worl?

. It's important to pont out that no
one can stop all identity theft. “But i
you have a good faith suspicion that
you are at nisk of identity thett, what
we can do is work to reduce the nsk
of identity thieves being able to cause
LifeLock members harm, even if therr
information falls into the wrong hands,”
Davis said. “It's a service we back with

<our $1 Milion Total Service Guaran-

Todd Dawis, CEQ of identity theft protection company LifeLock, demonstrates his confidence in his
company by sharing his Social Secunty number. You should never give out your Social Security
number unnecessarily. To take advantage of this special offer, simply call one of the numbers below
or visit www.lifelock.com and use promotion code TRIBUNEL.

tee." (Restrictions apply. See lifelock.
com for details.}

LfeLock combines a proactive
approach designed to help detect and
avoid identity theft, with 24/7 cus-
tomer care that works to remove the
stress, anxiety and countless hours of
trying to repair the damage that usu-
ally accompanies identity theft.

“At the end of the day, what LifeLock
15 really working to provide I1s protec-
tion and peace of mind,” Dawvis said,
“And | think we do it better than any-
one else.”

To get LifeLock free for 30 days
during this special offer, call 1-800-
871-B603 for indwvidual memberships,
1-800-616-0485 for multiple enroll-
ments, or go to www.hfelock.com and
use promo code TRIBUNEL. At the end
of the 30-day free period your credit
card will be billed automatically {510

monthly plan/$110 annual plan) unless .

you cancel within the 30-day period.
You can cancel anytime without pen-
alty by cafling 1-800-Lifel.ock.” Offer
good for new members only.

Don't put your identity and good name at risk when you can have
LifeLock's proactlve protection.. You can have peace of mind that comes with
knowing you're covered by LifeLock. During this special offer, cali one of the
enroliment numbers below, or go online to www.lifelock.com, to help protect
yaurself and your family from one of America's fastest growng crimes FREE
for 30 days. (At the end of the 30-day free penod your credit card will be billed
automatically (510 monthly plar/5110 annual plan) unless you cancel within the
30-day period. You can cancel anytime without penalty by calling 1-800-LifeLock.}
Representatives are available 24 hours a day. But hurry - this exclusive offer
15 imited only to those who call the numbers below and use the promotion
code TRIBUNEL. Offer good for new members only.

PLEASE NOTE: If the fine is busy, hang up and try the number again.

SINGLE
TEL 1-800-871-8603

MULTIPLE |
TEL: 1-800-616-0485

PROMO CcODE: TRIBUNE1

Real Peopﬁ-?e. Real Stories. "Real identity Theft-Protection.

& “When | first learned about a company called
LifeLock that protects families from identity theft,
my husband was skeptical. | signed us up anyway
and forgot about it. A couple of months later, on
a family vacation, my husband received a phone
call asking if he was applying for a new credit card.
Someone was trying to steal his identity. LifeLock
had stopped the thief cold.” Kim Barnes

Earl Laurie

“| had seen a news report about LifeLock, The
reporter tried lo use the CEQ's Social Security num-
ber to open new accounts and couldn't. That's when
| signed up. Later, | heard from the Navy and the
VA that they had lost my private mformation. Then
someone tried to open two credit card accounts
under my name. They tried to steal my identity,
but LifeLock worked exactly like they said it would.”

&= “Thieves brokeinto my hore and got everything
~ my passport, birth certihcate, Social Security
card. They could have ruined me financially. So | put
LifeLock to the test. A few days later, | started get-
ting phone calls that the thieves were trying to open
new credit accounts, LifeLock's system worked just
liké they said it would and stopped'the thieves cold.”

Aaron Freeman

Source: Javelin Strategy & Research, 2009 Identity Fraud Survey Report.” February 2009. 'Source Federal Trade Commission. “Consumer Sentrnel Network
Data Book for January - December 2008". 26 February 2009.
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