PO Box 483
Chanhassen MN, 55317

August 31, 2012

ustomers dnd respect the pfivacy bf'you'r‘l‘n'forr'nétlon,' which Is wb:y we are writing to-inform you of an
intrusion into the:computer recards:of TwinSpiresicarm that:oeduread on Aygust 3,202 hat exposed some of your
personalinformiation. immedlately-upoiriearning.of thigintrusion; aithirdspartyforansgitihvestigation wisnitlated to
containand-assass-the situation: Accordingteindependentforensic experts; the resordidthatweraateessad: were .
limited to your-name as well- asthe cryptagraphically-hashed soolalsecurity-numier, date ofihirth. andiemall addrass that
you provided to us during the reg}stration process.

' Because we take thisincident and vauruprlvacv very seriously, we have takerithe: faﬂewmé aghons:”
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. We have retained |ndependent experts who, atong with our technology team, have remediated the issue and
helpad us further strengthen our computer security systems,

. We are working with Independent experts t& monitor our origolhg o’#eratidhs to ensure that our secljrlty
pragtices ara as effective a5 possible,

. We have set-up a privacy hotline (toll free at 1-888—451—6559) that s staffed with represenfatlves specally
tralned to assiat you with ahy questions you ray have, B

J We have arranged with Experian 1o provide you with identity protectlon servites that include credlt monitorlng
of all thrge craditbureaus for 2 yest at no-coist to ybu.

EXPERIAN SECURITY PACKAGE
Your free 12-month ProtectMylD Alert membership from Experion Inciudes

o Credit Report: A free copy of your Experlan credit report.

¢ Dully Credit Manitoring: Alerts you of suspiclous actlvity including new inguirles, newly opened accounts,
delinquencies, or medical collections.

* ldentity Theft Resolution: If you have been a victim of identity theft, you will be assigned a dedicated Experia
Identfty Theft Resolution Agent who will assist you through the fraud resolution process, from start to finish.

o $1Million Identity Theft Insurance:; As a ProtectMylD Alert member, you are Immediately covered by @ $1
milfion insurance policy that can help you cover certain costs ingluding lost wages, notary fees, reasonable maoll
charges, lang distance phone charges, private investigator fees, and unauthorized electronic fund transfers.



To activate ProtectMyiD Alert please follow these steps:
1. WSIT the ProtectidyiD website: www.protectmyid-dorifredeem
2. PROVIDE your Activation Cade%% 1r:nmd ﬁn”éw the online Instruct:ons
3. ACT to enroll by November 30, 2012

If you.do not have interniet aecess or have diffieulty aft:vat{ng your membershlp through the website, please contact the
experts at our privacy hotline, toll-free at 1-888.451-6559..". ph

We encourage you to remaln vigllant, to review your financialactgunt statementé énd to monitor Your, credit reports
Under U.S, law, you are entitled to one free credit report annually fremyeash of the three majer credtt hureaus To
arder your free eredit regort, visit www.annualcreditrepart.com at-6all: tali«f;ee 1*8"?7 33%*&128
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Your state Aftorney General and the FTC may have advice on prevent’mg fﬂ?nﬂty tltiﬁ!ft and'vpu shauld repor_t_mstances
aof known or suspected idantity theft ta law enforcemert, vour. ﬂ”ﬂe A&orn V“adﬁ sal, 8 _bﬂh Carolina
fesldetits, the Attorney General can be contacted st DODL Miall Sarvice Ceriter, Rala&sh \ %2@39 . :
1-919-716-6400; or www.ncrloj.gov. Fer Maryland residepts, the Attorney General cait be, cantamdfatzoo-s'c. Paul
Place, 16th Floor, Baltlmore MD 21202, telephane 1~888~743-0023, or www oas".state md US.

As i pracautlohary measure and at no chargs, You can glsoiliave these: eredlt Buisaus-plate.a: "fraud alert” ‘on-your file
that alertscred|tars to take additional:steps teverify ol idintity wrior toyrahmngceallitinyour niide. ‘As sootvasone
credit bureau confirms your fravid alert, the othens ,arimwvt‘l}fléaswpl'aﬁ% frabid-alonta-dn youir fils: SHouldyou wish to
place a fraud alert, or should you have any-questions regatding your oredit report; pleasé ebntact any.one of the
agencles listed below,

Equifax Expetlan TransUnion

P.O. Box 740241 P.0. Box 2104 P.0. Box 2000
Atlanta; GA 30348 Allen, X' 75013 CHestér, FA 19822
B00-685-1111 888-397-3742 800'888-421%
www.equlifax.com www.axperian.com \gww:;ragsuqtpp.com

To further educate yourself regarding identity theft and the steﬁs you can také ¥ avold identity theft, you may contact
the Federal Trade Commission. They can be reached at: Fede.ral Tt‘?de cammlssign, a(m Pepnsylvanla Avenue, NW,
Washington, DC 20580, or at www.ftc. gov/bcp/edu/mlcrbsltas/ldtheft/ 1-877- lD-THEFT (1- ~877- -438-4338); TTY

1-866-653-9261,

We sincerely apologize for any inconvenlence this matter may cause you. Plesse do-not hesitate to contact our privacy
line with any questions,

Sincerely,

Bumi- C 4.

Benjamin C. Murr
Chief Technology Officer




