
 

<Return Name> 
c/o Cyberscout 
<Return Address> 
<City> <State> <Zip> 
 

 
 
 
 
 
<FirstName> <middle name> <LastName> 
<Address1> 
<Address2> 
<City><State><Zip>   

December __, 2024 
 

Dear <<first name>> <<middle name>> <<last name>: 

American Addiction Centers, Inc., and its affiliated providers, including AdCare, the Greenhouse, Desert Hope 
Center, Oxford Treatment Center, Recovery First, Sunrise House, River Oaks Treatment Center, and Laguna 
Treatment Hospital, (“AAC” or “we”) believe that the privacy and security of your health information is important 
and are committed to protecting it. We are writing to notify you that a cybersecurity incident at AAC may have 
involved some of your personal information. This notice explains the incident, the measures we have taken in 
response and the steps individuals can take for further protection.   

What Happened:  On or around September 26, 2024, AAC learned that it was experiencing a cybersecurity 
incident. AAC immediately launched an investigation and engaged leading third-party cybersecurity experts to 
assist. AAC also notified law enforcement and swiftly contained the incident. On October 3, 2024, the investigation 
determined that an unauthorized party had taken some data from AAC’s systems between September 23 and 
September 26, 2024. A thorough review of the impacted data was conducted to identify what information was 
involved and the individuals to whom the data related. At this time, we are not aware of any identity theft or fraud 
related to the use of any affected individual’s information, including yours. 

What Information Was Involved:  The impacted data may have included the following information about you: 
<exposed data elements> 

What We Are Doing:  After becoming aware of the incident, AAC immediately took additional protective 
measures to safeguard its systems and worked with leading cybersecurity experts to conduct a comprehensive 
investigation of the incident. AAC notified law enforcement and is cooperating with their investigation. To help 
prevent similar incidents from happening in the future, AAC implemented and is continuing to implement 
additional security protocols designed to enhance the security of its IT system environments. 

We want you to feel confident that your data is secure. To help protect your identity, we are offering you Single 
Bureau Credit Monitoring, Single Bureau Credit Report, and Single Bureau Credit Score services at no charge. 
These services provide you with alerts for <service length> months from the date of enrollment when changes 
occur to your credit file. Alerts will be sent to you the same day that the change or update takes place with the 
bureau. Finally, we are providing you with proactive fraud assistance to help with any questions that you might 
have or in the event that you become a victim of fraud. These services will be provided by Cyberscout, a 
TransUnion company specializing in fraud assistance and remediation services.   

To enroll in Cyberscout credit monitoring services at no charge, please log on to 
 and follow the instructions provided. When prompted please provide the 

following unique code to receive services: <<Unique Code>>. 



In order for you to receive the monitoring services described above, you must enroll by <Enrollment Date>. The 
enrollment requires an internet connection and email account and may not be available to minors under the age of 
18. Please note that when signing up for monitoring services, you may be asked to verify personal information for 
your own protection to confirm your identity. 

What You Can Do:  Although we have no evidence that any of your information has been subject to identity theft 
or fraud, you should always remain alert by regularly reviewing your account statements and monitoring free credit 
reports, and immediately reporting to your banks and other financial institutions any suspicious activity involving 
your accounts. The enclosed “General Information about Identity Theft Protection” page provides further 
information about ways to do this. We also encourage you to enroll in the identity monitoring services that we have 
offered to you. 

For More Information:  If you have questions, please call our dedicated, toll-free call center at   
and supply the specialist with your unique code listed above. The hotline operating hours are Monday through 
Friday between 8:00 a.m. and 8:00 p.m. Eastern Time, excluding major U.S. holidays. 

We regret that this incident occurred and any concern it may cause. We take the confidentiality and security of 
personal information very seriously and will continue to take steps to prevent a similar incident from occurring in 
the future. 

Sincerely, 

American Addiction Centers, Inc. 

 





 

If you are a New York resident, you can contact the New York Office of the Attorney General at www.ag.ny.gov, 1- 800-
771-7755; the New York Department of State, www.dos.ny.gov, 1-800-697-1220; and the New York Division of State Police, 
www.ny.gov/agencies/division-state-police, (914) 834-9111. 

If you are a North Carolina resident, you can contact the North Carolina Office of the Attorney General, Consumer 
Protection Division at: 9001 Mail Service Center, Raleigh, NC 27699-9001,  https://ncdoj.gov, 1-877-566-7226. 

If you are an Oregon resident, state law advises you to report any suspected identity theft to law enforcement or to the FTC. 

If you are a Rhode Island resident, you have the right to obtain a police report. You also have the right to request a security 
freeze, as described above. You can also contact the Office of the Attorney General at: Rhode Island Office of the Attorney 
General, 150 South Main Street, Providence, RI 02903, http://www.riag.ri.gov, (401) 274-4400 or file a police report by 
contacting (401) 444-1000. 

If you are a West Virginia resident, you have the right to ask that nationwide consumer reporting agencies place “fraud 
alerts” in your file to let potential creditors and others know that you may be a victim of identity theft, as described above. 
You also have a right to place a security freeze on your credit report, as described above. 




