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NOTICE OF SECU ITY INCIDENT
ear

Jefferson County Health Center (JCHC) is writing to inform you of a recent event that may impact the privacy of
some of your personal information. While there is no evidence of actual or attempted misuse of your information, in
an abundance of caution, we are providing you with information about this event, our response, and the steps you
may take to firrther protect your information against identity theft and fraud, should you feel it necessary to do so.

What Happened? n May 30, 2023, JCHC discovered suspicious activity on our network. We moved quickly to
secure the systems and launched an investigation to determine the nature and scope of the activity. Through the
investigation, we determined that an unknown actor gained access to certain systems between pril 24, 2023 and
May 30, 2023. s a result, the unknown actor may have had access to certain files within these systems and
information may have been accessed or acquired. JCHC then undertook a thorough review of the impacted systems to
determine what data may have been impacted and to whom it relates. n July 20, 2023, the investigation determined
that some of your information was present on the affected systems.

What Information Was Involved? The information related to you that may be impacted includes your name and
Health Insurance Information, Medical History, Medical Treatment Information and iagnosis. We have no evidence
that this information has been subject to actual or attempted misuse.

What We Are Doing. The privacy and security of your information is among our highest priorities. Upon
discovering the event, JCHC moved quickly to respond and investigate the event, assess the security of our systems,
and notify potentially impacted individuals. dditionally, JCHC reported this event to federal law enforcement and
are assisting in their investigation. s part of our ongoing commitment to information security, we are currently
reviewing our protocols, policies, and procedures to reduce the likelihood of a similar event from occurring in the
future. We are also notifying appropriate regulators, as required.

s an added precaution, we are also offering you twelve (12) months of complimentary credit monitoring through
onti¢, nrollment instructions can be found in the attached Steps You Can Tuke to Further Protect Your
Information. Please note, you must enroll in credit monitoring yourself as JCHC is unable to do so on your behalf,

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud by reviewing
your account statements and monitoring your free credit reports for suspicious activity and to detect errors. Please
review the enclosed Stews You Can Take to Further Protect Your Information, which includes additional information
on what you can do to better protect your information against misuse, should you feel it necessary to do so.
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Equifax Experian TransUnion
https:/'www.equifax.com personal/ https:‘'www.experian.com help/ https:/ ' www. transunion.com credit-
credit-report-services, help
1-888-298-0045 1-888-397-3742 1-800-916-8800
quifax Fraud lert, P. . Box xperian Fraud lert, P. . Box TransUnion Fraud lert, P. . Box
105069 tlanta, G 30348-5069 9554, llen, TX 75013 2000, Chester, P 19016
quifax Credit Freeze, P. . Box xperian Credit Freeze, P. . Box TransUnion Credit Freeze, P. . Box
105788 tlanta, G 30348-5788 9554, llen, TX 75013 160, Woodlyn, P 19094

Additional Information

Consumers may further educate themselves regarding identity thefl, fraud alerts, credit fireezes, and the steps they can
take to protect your personal information by contacting the consumer reporting bureaus, the Federal Trade
Commuission, or their state  ttorney General. The TFederal Trade Commission may be reached at: 600 Pennsylvania
venue W, Washington, .C. 20580; www.identitvtheft.pov; [-877- -TH FT (1-877-438-4338); and TT
[-866-653-4261. The Federal Trade Commission also encourages those who discover that their information has been
misused to file a complaint with them. Consumers can obtain further information on how to file such a complaint by
way of the contact information listed above. Consumers have the right to file a police report if they ever experience
identity theft or fraud. Please note that in order to file a report with law enforcement for identity theft, consumers will
likely need to provide some proof that they have been a victim. Instances of known or suspected identity theft should
also be reported to law enforcement and the relevant state  ttorney General. This notice has not been delayed by law
enforcement.

For District of Columbia residents, the istrict of Columbia ttorney General may be contacted at: 400 6th treet,
W, Washington, .C. 20001; 202-727-3400, and oag.de.gov.

For Mamvland residents, the Maryland ttorney General may be contacted at: 200 t. Paul Place, [6th Floor,
Baltimore, M 21202; 1-410-576-6300 or 1-888-743-0023; and https:/www.marvlandattorneveeneral.cov/.

For New Mexico residents, consumers have rights pursuant to the Fair Credit eporting  ct, such as the right to be
told if information in their credit file has been used against them, the right to know what is in their credit file, the right
to ask for their credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair
Credit eporting  ct, the consumer reporting bureaus must correct or delete inaccurate, incomplete, or unverifiable
information; consumer reporting agencies may not report outdated negative information; access to consumers’ files is
limited; consumers must give consent for credit reports to be provided to employers; consumers may limit
“prescreened” offers of credit and insurance based on information in their credit report; and consumers may seck
damages from violators. Consumers may have additional rights under the Fair Credit eporting ¢t not summarized
here. Identity theft victims and active-duty military personnel have specific additional rights pursuant to the Fair Credit

eporting  ct. We encourage consumers to review their rights pursuant to the Fair Credit eporting ¢t by visiting
www.consumerfinance.gov/f1201504_cfpb_summary_your-rights-under-fera.pdf, or by writing Consumer — esponse
Center, oom 130- , Federal Trade Commission, 600 Pennsylvania ve. .W., Washington, .C. 20580.

For New York residents, the ew ork ttorney General may be contacted at:  ffice of the ttorney General, The
Capitol, Ibany, 12224-0341; 1-800-771-7755; or https:/ag.ny.oov.

For North Carolina residents, the  orth Carolina  ttorney General may be contacted at: 9001 Mail ervice Center,
aleigh, C 27699-9001; 1-877-566-7226 or 1-919-716-6000; and www.ncdoj.cov.

For Rhode Island residents, the hode Island  ttorney General may be reached at: 150 outh Main treet, Providence,
[ 02903; www.riag.ri.gov; and 1-401-274-4400. Under hode Island law, individuals have the

right to obtain any police report filed in regard to this event. There are approximately two  hode Island

residents that may be impacted by this event.





