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RE: 707917 

NOTICE OF DATA BREACH 
 
Dear <insert member first name>; 

 

We are writing to notify you, a valued patient, of a recent incident involving some of your personal information. 

 
What Happened? 

On December 4, 2023, it was determined by CenterWell’s Privacy Office that a programming issue within the 
CenterWell Pharmacy mobile application allowed another member to view an order notification belonging to 
you. We deeply apologize for this unfortunate situation. Here’s what we are doing to address this incident and 
protect you. 

 
What Information Was Involved? 

• First and last name 

• RX number 

• Medication name 

• Full address 

• Last 4 digits of credit card 

What Are We Doing? 
CenterWell Pharmacy has policies and procedures in place to maintain the security of your information and 
we are taking additional steps. Upon discovery of the incident, CenterWell Pharmacy immediately initiated 
updates to the mobile application. The updates were completed on December 6, 2023 and the mobile 
application is now working as intended.  
 
What You Can Do 
We do not think your personal information will be used inappropriately because of the incident that took place. 
However, we ask you to remain vigilant. There are steps you can take to protect yourself. Review the following 
for suspicious activity: 

• explanation of benefit (EOB) letters 

• SmartSummary statements 

• medical records  

• account statements and credit reports 
Watch for services you did not receive or accounts you did not open. If you find unfamiliar activity on the statements 
you receive from CenterWell Specialty Pharmacy, please notify us immediately. Keep a copy of this notice in 
case of future problems with your medical records.  
 

CENTERWELL PHARMACY INC. 
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Cincinnati, OH 45274-5099 
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[STREET ADDRESS] 
[CITY STATE  ZIP] 

December 21, 2023 



 

 

If you see suspicious activity on your credit report, call your local police office to file a report for identity theft.  
Get a copy of the report. Details are enclosed to obtain additional information from the Federal Trade 
Commission (FTC) and consumer reporting agencies. You can learn to place a fraud alert and/or security 
freeze on your account.  

 
For More Information 
Do you have any questions or need help with anything mentioned in this letter? Please contact us by email at 
pharmacyprivacysupport@humana.com at 800-379-0092 (TTY: 711). We’re available Monday – Friday, 
8 a.m. – 11 p.m. and Saturday, 8 a.m. – 6:30 p.m., Eastern time.   
 
Again, please accept our sincere apology for this incident. We value your membership and work hard to 
protect your information. 

 
Sincerely, 

 
CenterWell Pharmacy 
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