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Cornell-Brown, Rowan

From: Haney, Rachel (Perkins Coie) <RHaney@perkinscoie.com>
Sent: Monday, September 24, 2018 4:36 PM
To: Kriger, Ryan
Cc: Elizabeth Blackston; Matt Van Hise (MVanHise@atg.state.il.us); Engrav, Rebecca S. (Perkins Coie); 

Spear, Ryan M. (Perkins Coie)
Subject: Vermont Uber Consent Judgment: Final Documents
Attachments: UDB – VERMONT Judgment – FINAL.DOCX; UDB –  VERMONT – FINAL Signatures.PDF

Good afternoon. Attached are Word copies of the final documents for your state, as agreed by the parties. The 
necessary signature pages are also attached.  
 
Important note: The documents should match everything previously shared and discussed with you, but we would 
appreciate your help to make sure that is the case. Please review them carefully to confirm that they incorporate all 
changes from both sides and that you confirm this is the final version. If there is an issue, please bring that to our 
attention as quickly as possible. 
 
Hard copies: If you are one of the following states, we are also sending you hard copies of the ink signature pages by 
overnight mail. (In a few instances, local counsel’s signature will come in a separate packet tomorrow directly from local 
counsel.) You should receive them tomorrow; please let us know if you do not. If you are not on this list but want hard 
copy signature pages, please reply immediately to let us know. States receiving hard copy signature pages: Alabama, 
Alaska, Arkansas, California, Colorado, Georgia, Hawaii, Illinois, Indiana, Kentucky, Louisiana, Maine, Massachusetts, 
Michigan, Mississippi, Montana, Nebraska, New Hampshire, New Jersey, North Carolina, North Dakota, Oregon, 
Pennsylvania, Rhode Island, South Carolina, Tennessee, Utah, Vermont, Virginia, Washington, West Virginia, Wyoming. 
 
Filing fees, now: If you are one of the following states, we have processed and are sending you a check for filing fees by 
overnight mail. You should receive it tomorrow; please let us know if you do not. States receiving filing fees now: 
Arkansas, California, Indiana (*wire transfer not check), Mississippi, South Carolina, Tennessee, Wyoming. 
 
Filing fees, later: If you are one of the following states, we have you on our list for filing fee reimbursement after filing. 
We’ll be in touch with you to confirm details at a later date. States receiving filing fees later: Georgia, Iowa, Louisiana, 
Nebraska, New York, North Carolina, Ohio, Oregon, Pennsylvania, Texas, Utah, West Virginia. 
 
Thank you very much for your hard work and professionalism on this matter. It has been a pleasure working with you. 
We are excited to see it go over the finish line.  
 
Warm regards, 
 
Rachel Haney | Perkins Coie LLP 
ASSOCIATE 
1201 Third Avenue Suite 4900 
Seattle, WA 98101-3099 
D. +1.206.359.8544 
F. +1.206.359.9544 
E. RHaney@perkinscoie.com 

 

 
NOTICE: This communication may contain privileged or other confidential information. If you have received it in error, please advise the sender by reply email and 
immediately delete the message and any attachments without copying or disclosing the contents. Thank you. 
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Cornell-Brown, Rowan

From: Kriger, Ryan
Sent: Thursday, September 27, 2018 10:18 AM
To: REngrav@perkinscoie.com; RHaney@perkinscoie.com; RSpear@perkinscoie.com
Cc: MVanHise@atg.state.il.us; EBlackston@atg.state.il.us
Subject: Vermont -- Uber Filing
Attachments: Uber  Consent Decree FILED.pdf; Uber Complaint FILED.pdf

Attached please find Vermont’s file‐stamped copy of the Uber Complaint and Consent Decree.  We will forward the 
court‐approved document when we receive it. 
 
‐Ryan 
 
Ryan G. Kriger 
Assistant Attorney General 
Vermont Office of the Attorney General 
Public Protection Division 
109 State Street 
Montpelier, VT 05609‐1001 
ph: (802) 828‐3170 
ryan.kriger@vermont.gov 
 









































































1

Cornell-Brown, Rowan

From: Haney, Rachel (Perkins Coie) <RHaney@perkinscoie.com>
Sent: Thursday, September 27, 2018 11:54 AM
To: Kriger, Ryan; Engrav, Rebecca S. (Perkins Coie); Spear, Ryan M. (Perkins Coie)
Cc: MVanHise@atg.state.il.us; EBlackston@atg.state.il.us
Subject: RE: Vermont -- Uber Filing

Ryan, 
 
Confirming receipt. Thanks very much for sending. 
 
Warm regards,  
 
Rachel Haney | Perkins Coie LLP 
ASSOCIATE 
1201 Third Avenue Suite 4900 
Seattle, WA 98101-3099 
D. +1.206.359.8544 
F. +1.206.359.9544 
E. RHaney@perkinscoie.com 

 

From: Kriger, Ryan [mailto:ryan.kriger@vermont.gov]  
Sent: Thursday, September 27, 2018 7:18 AM 
To: Engrav, Rebecca S. (SEA) <REngrav@perkinscoie.com>; Haney, Rachel A.S. (SEA) <RHaney@perkinscoie.com>; Spear, 
Ryan M. (SEA) <RSpear@perkinscoie.com> 
Cc: MVanHise@atg.state.il.us; EBlackston@atg.state.il.us 
Subject: Vermont ‐‐ Uber Filing 
 
Attached please find Vermont’s file‐stamped copy of the Uber Complaint and Consent Decree.  We will forward the 
court‐approved document when we receive it. 
 
‐Ryan 
 
Ryan G. Kriger 
Assistant Attorney General 
Vermont Office of the Attorney General 
Public Protection Division 
109 State Street 
Montpelier, VT 05609‐1001 
ph: (802) 828‐3170 
ryan.kriger@vermont.gov 
 
 

 
NOTICE: This communication may contain privileged or other confidential information. If you have received it in error, please advise the sender by reply email and 
immediately delete the message and any attachments without copying or disclosing the contents. Thank you. 
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Cornell-Brown, Rowan

From: Kriger, Ryan
Sent: Wednesday, October 3, 2018 5:27 PM
To: Engrav, Rebecca S. (Perkins Coie); Haney, Rachel (Perkins Coie); RSpear@perkinscoie.com
Cc: 'Van Hise, Matthew'; Blackston, Elizabeth
Subject: Fw: Docket No. 540-9-18 Wncv, State of Vermont vs. Uber Technologies, Inc., ORDER
Attachments: State of VT v. Uber Technologies; 540-9-18 Wncv.pdf

Counsel, 
 
Attached please find the signed Order in the Vermont Uber matter. 
 
Thank you for all of your work on this. 
 
‐Ryan 
 
Ryan G. Kriger 
Assistant Attorney General 
Vermont Office of the Attorney General 
Public Protection Division 
109 State Street 
Montpelier, VT 05609‐1001 
ph: (802) 828‐3170 
ryan.kriger@vermont.gov 

 

From: JUD ‐ Washington Unit 
Sent: Wednesday, October 3, 2018 4:31 PM 
To: Kriger, Ryan 
Cc: AGO ‐ Consumer Info 
Subject: Docket No. 540‐9‐18 Wncv, State of Vermont vs. Uber Technologies, Inc., ORDER  
  
Please see the attached document:  ORDER  
Donna Waters  
Washington Civil Division, Vermont Superior Court  
65 State Street, Montpelier, Vermont  05602  
Civil (802)828‐2091^Small Claims (802)828‐5551  
www.vermontjudiciary.org  
***** DO NOT REPLY *****  This email account is not monitored for responses.  Please contact the court in 
person, by phone, or by U.S. mail if you need assistance. 
***** CONFIDENTIAL *****  This email message and related attachments may contain personal and/or 
privileged information.  If you are not the intended recipient, do not disseminate, distribute or copy this email 
message or any attachments.  Please immediately notify JUD.Helpdesk@vermont.gov and permanently delete 
this email message and any attachments from your computer.  For all other assistance, please contact the 
court. 
EMAIL RECIPIENT INFORMATION:  
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RYAN G KRIGER (ryan.kriger@vermont.gov; ago.consumerinfo@vermont.gov)  
  Phone:  (802)828‐3170,  ERN 4740  
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Cornell-Brown, Rowan

From: Haney, Rachel (Perkins Coie) <RHaney@perkinscoie.com>
Sent: Wednesday, October 3, 2018 5:33 PM
To: Kriger, Ryan; Engrav, Rebecca S. (Perkins Coie); Spear, Ryan M. (Perkins Coie)
Cc: 'Van Hise, Matthew'; Blackston, Elizabeth
Subject: RE: Docket No. 540-9-18 Wncv, State of Vermont vs. Uber Technologies, Inc., ORDER

Ryan, 
 
Confirming receipt, thanks very much for sending. 
 
Warm regards, 
 
Rachel Haney | Perkins Coie LLP 
ASSOCIATE 
1201 Third Avenue Suite 4900 
Seattle, WA 98101-3099 
D. +1.206.359.8544 
F. +1.206.359.9544 
E. RHaney@perkinscoie.com 

 

From: Kriger, Ryan [mailto:ryan.kriger@vermont.gov]  
Sent: Wednesday, October 3, 2018 2:27 PM 
To: Engrav, Rebecca S. (SEA) <REngrav@perkinscoie.com>; Haney, Rachel A.S. (SEA) <RHaney@perkinscoie.com>; Spear, 
Ryan M. (SEA) <RSpear@perkinscoie.com> 
Cc: 'Van Hise, Matthew' <MVanHise@atg.state.il.us>; Blackston, Elizabeth <EBlackston@atg.state.il.us> 
Subject: Fw: Docket No. 540‐9‐18 Wncv, State of Vermont vs. Uber Technologies, Inc., ORDER 
 

Counsel, 

 

Attached please find the signed Order in the Vermont Uber matter. 

 

Thank you for all of your work on this. 

 

‐Ryan 

 

Ryan G. Kriger 
Assistant Attorney General 
Vermont Office of the Attorney General 
Public Protection Division 
109 State Street 
Montpelier, VT 05609‐1001 
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ph: (802) 828‐3170 
ryan.kriger@vermont.gov 

 

From: JUD ‐ Washington Unit 
Sent: Wednesday, October 3, 2018 4:31 PM 
To: Kriger, Ryan 
Cc: AGO ‐ Consumer Info 
Subject: Docket No. 540‐9‐18 Wncv, State of Vermont vs. Uber Technologies, Inc., ORDER  
  

Please see the attached document:  ORDER  

Donna Waters  

Washington Civil Division, Vermont Superior Court  
65 State Street, Montpelier, Vermont  05602  
Civil (802)828‐2091^Small Claims (802)828‐5551  
www.vermontjudiciary.org  

***** DO NOT REPLY *****  This email account is not monitored for responses.  Please contact the court in 
person, by phone, or by U.S. mail if you need assistance. 

***** CONFIDENTIAL *****  This email message and related attachments may contain personal and/or 
privileged information.  If you are not the intended recipient, do not disseminate, distribute or copy this email 
message or any attachments.  Please immediately notify JUD.Helpdesk@vermont.gov and permanently delete 
this email message and any attachments from your computer.  For all other assistance, please contact the 
court. 

EMAIL RECIPIENT INFORMATION:  

RYAN G KRIGER (ryan.kriger@vermont.gov; ago.consumerinfo@vermont.gov)  
  Phone:  (802)828‐3170,  ERN 4740  

  
 

 
NOTICE: This communication may contain privileged or other confidential information. If you have received it in error, please advise the sender by reply email and 
immediately delete the message and any attachments without copying or disclosing the contents. Thank you. 
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Amelia M. Gerlicher
AGerlicher@perkinscoie.com

D. +1.206.359.3445
F. +1.206.359.4445

June 16, 2016

VIA E-MAIL

Ryan Kriger, Assistant Attorney General
AJ Van Tassel, Investigator 
Vermont Attorney General’s Office
ago.securitybreach@state.vt.us

RE: Updated Information Regarding Previous Notification of Security Breach

Dear Mr. Kriger:

I write on behalf of Uber Technologies, Inc. (“Uber”), to update our February 26, 2015 
notification regarding unauthorized access to electronic files in a proprietary database by a party 
unaffiliated with Uber. I specifically write to advise you that Uber has learned that the database 
contains the name and driver’s license number of one additional resident of your state. 

The database in question is highly complex from a technical standpoint.  A forensic firm 
analyzing the database in connection with a lawsuit discovered additional information.  As a 
result of this analysis, Uber learned that the database contains the driver’s license numbers of 
additional drivers. We are sending the enclosed notification of the incident to all such individuals
starting on June 16.

To date, Uber has not received any reports of actual misuse of any information as a result of this 
incident, including with respect to any of the individuals whose information was recently 
discovered in the database.

Please contact me at the above address with any questions or concerns regarding this incident.

Very truly yours,

Amelia M. Gerlicher

Enclosure



PO BOX 510390
LIVONIA MI 48151-6267
RETURN SERVICE REQUESTED

1455 Market Street
San Francisco, CA 94103
UBER.com

June , 2016
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MOUSE1 MICKEY1
307 CALIFORNIA ST
SUISUN CITY CA 94585

RE: Notice of Data Breach. Please read this entire letter.

Dear MOUSE1 MICKEY1 :

I'm writing to let you know that an Uber database was accessed by an unauthorized third party, and that as an Uber driver
partner, your information may have been affected.

What Happened?
Uber discovered in September 2014 that information allowing access to the database had been available without intended
access restrictions. We immediately ensured that the database was no longer accessible using that information, and have
taken additional safety measures to protect your information. We also determined that the database was accessed only once
by a third party, on May 13, 2014.

What Information Was involved?
Your name and driver’s license number were contained in the database. Your information was not initially identified as
part of the database; however, after extensive analysis and investigation, it was determined in May 2016 that your personal
information was within the database. We have not received any reports of actual misuse of information as a result of this
incident, but Uber recommends that you monitor your credit reports for fraudulent transactions or accounts.

What Are We Doing?
In addition to restricting access to the database as described above, Uber has continued to investigate the incident, resulting
in this notice to you.

To help protect your identity, we are offering a complimentary one-year enrollment in My TransUnion Monitoring, a credit
monitoring service provided by a subsidiary of TransUnion®, one of the three nationwide credit reporting agencies. This
service helps detect possible misuse of your personal information, provides you with superior identity protection support
focused on immediate identification and resolution of identity theft, and up to $1,000,000 in identity theft insurance with no
deductible. More information on My TransUnion Monitoring is below.

What You Can Do
We recommend enrolling in the My TransUnion Monitoring service, and reviewing the additional steps described below.

If you have any questions about this incident, please contact us at notice@uber.com or call us at (800) 870-8534.

On behalf of Uber, I apologize for this inconvenience and thank you for your partnership.

Sincerely,

Legal Director - Privacy
Derek Care
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Activate My TransUnion Monitoring in Three Easy Steps

To enroll in this service, go to www.transunionmonitoring.com and enter the following unique 12-letter Activation Code
and follow the three steps to receive your credit monitoring service online within minutes.

You may alternatively enroll in a similar offline credit monitoring service that is delivered via U.S. Mail. To enroll, call
the TransUnion Fraud Response Services toll-free hotline at 1-855-288-5422. When prompted, enter the following 6-digit
telephone pass code 690137 and follow the additional steps provided to complete enrollment.

You can sign up for the online or offline credit monitoring service anytime between now and September 30, 2016.
Enrolling in this service will not affect your credit score.

Additional Steps You Can Take

You may obtain a free copy of your credit report from each of the three credit reporting agencies by visiting
www.annualcreditreport.com or by calling toll-free (877) 322-8228. Please review the reports carefully, and if you find
anything you do not understand or that is incorrect, contact the appropriate credit-reporting agency for assistance. If you
suspect fraud, you can also contact your local police, the attorney general of your state, or the Federal Trade Commission.

You may also contact the credit reporting agencies directly to put in place a fraud alert or a security freeze. A fraud alert
will notify any merchant checking your credit history that you may be the victim of identity theft and that the merchant
should verify the application. Contacting any one of the three agencies will place an alert on your file at all three. A
security freeze restricts all creditor access to your account, but might also delay any requests you might make for new
accounts. Ask the credit reporting agencies for their specific procedures regarding security freezes.

Equifax
1-800-525-6285

https://www.alerts.equifax.com
https://www.freeze.equifax.com

P.O. Box 740241
Atlanta, GA 30374-0241

Experian
1-888-397-3742

www.experian.com/fraud
www.experian.com/freeze

P.O. Box 9554
Allen, TX 75013

TransUnion
1-800-680-7289

www.transunion.com/fraud
www.transunion.com/freeze

P.O. Box 2000
Chester, PA 19016-2000

The Federal Trade Commission also provides information about how to avoid identity theft and what to do if you suspect
your identity has been stolen. They can be contacted at FTC Identity Theft Clearinghouse, 600 Pennsylvania Avenue,
NW, Washington, D.C. 20580, 1-877-ID-THEFT (877-438-4338) or consumer.ftc.gov.

Additional information for residents of North Carolina:
You can also contact your state attorney general for information on preventing identity theft: Office of the Attorney
General of North Carolina, 9001 Mail Service Center, Raleigh, NC 27699-9001, www.ncdoj.com/, Telephone:
1-919-716-6400.

Additional information for residents of Maryland:
You can also contact your state attorney general for information on preventing identity theft: Office of the Attorney
General of Maryland, Consumer Protection Division 200 St. Paul Place Baltimore, MD 21202,
www.oag.state.md.us/Consumer, Telephone: 1-888-743-0023.

U001



Rebecca S. Engrav
REngrav@perkinscoie.com

D. +1.206.359.6168
F. +1.206.359.7168

November 21, 2017

Ryan Kriger, Assistant Attorney General
AJ Van Tassel Sweet, Investigator
Consumer Protection Unit
Vermont Attorney General’s Office 
109 State Street
Montpelier, VT 05609-1001

Email Address: ago.securitybreach@vermont.gov

Re: Notification of Security Breach

To Whom It May Concern:

On behalf of our client Uber Technologies, Inc. (“Uber”), we are writing to notify you of a data 
security incident.

In November 2016, Uber was contacted by an individual who claimed he had accessed Uber user 
information.  Uber investigated and determined that the individual and another person working 
with him had obtained access to certain stored copies of Uber databases and files located on 
Uber’s private cloud data storage environment on Amazon Web Services.  Uber determined the 
means of access, shut down a compromised credential, and took other steps intended to confirm 
that the actors had destroyed and would not use or further disseminate the information.  Uber 
also implemented additional measures to improve its security posture.  To the best of Uber’s 
knowledge, the unauthorized actor’s access to this data began on October 13, 2016, and there 
was no further access by the actor to Uber’s data after November 15, 2016.

As determined by Uber and outside forensic experts, the accessed files contained user 
information that Uber used to operate the Uber service.  Most of this information does not trigger 
data breach notifications under state law. However, the files did include, for a subset of users in 
the files, the names and driver’s license numbers of about 600,000 Uber drivers in the United 
States, including at least 176 drivers in Vermont (we will update this number in the next few 
days after the mailing count is finalized).1 Beginning on November 22, 2017, Uber is providing 
notice to the individuals whose driver’s license information was downloaded in this incident.  
Uber will offer 12 months of credit monitoring and identity theft protection services to these 
individuals free of charge, and the notice will provide information on how to use such services.  
A copy of the notice is enclosed.

1 The files also included other types of data and salted and hashed user passwords, but they do not trigger 
notification.



November 21, 2017
Page 2

As it has publicly announced today, Uber now thinks it was wrong not to provide notice to 
affected users at the time.  Accordingly, Uber is now providing notice.  In order to treat its driver 
partners consistently throughout the United States, Uber is providing notice to affected drivers in 
all states without regard to whether the facts and circumstances of this incident (or the number of 
affected individuals) trigger notification in each particular state.

Uber is taking personnel actions with respect to some of those involved in the handling of the 
incident.  In addition, Uber has implemented and will implement further technical security 
measures, including improvements related to both access controls and encryption.

Uber sincerely regrets that this incident occurred.  It is committed to working with your office to 
address this matter.  Please do not hesitate to contact me with any questions or for more 
information.  My contact information is above.

Very truly yours,

Rebecca S. Engrav

Attachment
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