<<Date>> (Format: Month Day, Year)
)LUVW1DPH!!0LGGOH1DPH!!/DVW1DPH!!1DPH6Xႈ[!!
<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>

Dear )LUVW1DPH!!0LGGOH1DPH!!/DVW1DPH!!1DPH6Xႈ[!!,
7KH1DWLRQDO:LOGOLIH)HGHUDWLRQ ³1:)´ LVZULWLQJWRLQIRUP\RXDERXWDQLQFLGHQWWKDWPD\DႇHFWWKHVHFXULW\RIFHUWDLQ
payment card information. NWF recently discovered that customer credit and debit card data that was entered into our
Ranger Rick Zoobooks e-commerce website may have been captured by unauthorized actors. We take this incident very
seriously and are providing you with information on what happened, what we are doing and what steps you can take,
should you feel it is appropriate to do so.
What Happened?2QRUDERXW$SULO1:)LGHQWL¿HGVLJQVWKDWDEDFNHQGGDWDEDVHKRVWHGE\DWKLUGSDUW\
vendor that contained Ranger Rick Zoobooks customer information was accessed without authorization. NWF worked
with third party investigators to determine what happened, what information was involved, and to prevent further access.
Through this investigation NWF learned that the back-end database was accessed without authorization on or around
January 3, 2019. The database involved was used to maintain customer information to assist with processing of payments
DQGIXO¿OPHQWRIFXVWRPHURUGHUV7KHLQYHVWLJDWLRQLQFOXGHGDUHYLHZRIWKHLQIRUPDWLRQDFFHVVLEOHZLWKLQWKHGDWDEDVH
to identify the types of information accessible and to whom this information may relate.
What Information Was Involved?:KLOHWKHLQYHVWLJDWLRQZDVXQDEOHWRGH¿QLWLYHO\FRQ¿UPZKHWKHU\RXUFDUGGDWD
ZDVDFFHVVHGRUWDNHQ1:)LVQRWLI\LQJ\RXLQDQDEXQGDQFHRIFDXWLRQEHFDXVHZHKDYHFRQ¿UPHGWKDW\RXUFUHGLW
or debit card was used for a Ranger Rick Zoobooks transaction and was present within the database at the time of this
HYHQW7KHLQIRUPDWLRQSRWHQWLDOO\DႇHFWHGLQFOXGHV\RXUQDPHDQGDGGUHVVFUHGLWRUGHELWFDUGQXPEHUH[SLUDWLRQGDWH
and card security code number or CVV.
What We Are Doing. We take the security of personal information in our care very seriously. We have security measures
in place to help protect the data on our systems and are working with our third party vendor to implement additional
safeguards and training to further protect the privacy and security of information in our care. We immediately took steps
to secure the website and are working with law enforcement to investigate the incident. This incident has been reported
to your credit card company, and we will be reporting this incident to certain state regulators and Attorneys General.
What You Can Do. Please review the enclosed “Steps You Can Take to Prevent Identity Theft and Fraud.” We advise you
to monitor your payment card account statements and report any suspicious charges to the issuer of your payment card.
For More Information. We regret any concern this situation has caused you and understand that you may have questions
about this incident that are not addressed in this letter. If you have additional questions, or need assistance please call our
dedicated assistance line at 1-800-490-9047, Monday through Friday from 8:00 a.m. to 5:30 p.m. Central Time.
Sincerely,

Robert Harper
([HFXWLYH3XEOLVKHU
Ranger Rick and National Wildlife Outreach
The National Wildlife Federation

9303HC-0519

Steps You Can Take to Protect Against Identity Theft and Fraud
We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements,
and to monitor your credit reports for suspicious activity. If you see any suspicious charges on your credit card account
statements, we encourage you to promptly report the suspicious charges to the issuer of your credit card. Under U.S. law
you are entitled to one free credit report annually from each of the three major credit reporting bureaus. To order your free
credit report, visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major
credit bureaus directly to request a free copy of your credit report.
You have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency from
UHOHDVLQJLQIRUPDWLRQLQ\RXUFUHGLWUHSRUWZLWKRXW\RXUH[SUHVVDXWKRUL]DWLRQ7KHVHFXULW\IUHH]HLVGHVLJQHGWRSUHYHQW
credit, loans, and services from being approved in your name without your consent. However, you should be aware that
XVLQJDVHFXULW\IUHH]HWRWDNHFRQWURORYHUZKRJHWVDFFHVVWRWKHSHUVRQDODQG¿QDQFLDOLQIRUPDWLRQLQ\RXUFUHGLWUHSRUW
may delay, interfere with, or prohibit the timely approval of any subsequent request or application you make regarding a
QHZORDQFUHGLWPRUWJDJHRUDQ\RWKHUDFFRXQWLQYROYLQJWKHH[WHQVLRQRIFUHGLW3XUVXDQWWRIHGHUDOODZ\RXFDQQRWEH
charged to place or lift a security freeze on your credit report. Should you wish to place a security freeze, please contact
the major consumer reporting agencies listed below:
Experian
32%R[
Allen, TX 75013
1-888-397-3742
ZZZH[SHULDQFRPIUHH]HFHQWHUKWPO

TransUnion
32%R[
Chester, PA 19016
1-888-909-8872
ZZZWUDQVXQLRQFRPFUHGLWIUHH]H

Equifax
32%R[
Atlanta, GA 30348-5788
1-800-685-1111
ZZZHTXLID[FRPSHUVRQDO
credit-report-services

In order to request a security freeze, you will need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.);
2. Social Security number;
3. Date of birth;
4. ,I\RXKDYHPRYHGLQWKHSDVW¿YH  \HDUVSURYLGHWKHDGGUHVVHVZKHUH\RXKDYHOLYHGRYHUWKHSULRU¿YH\HDUV
5. Proof of current address, such as a current utility bill or telephone bill;
6. $OHJLEOHSKRWRFRS\RIDJRYHUQPHQWLVVXHGLGHQWL¿FDWLRQFDUG VWDWHGULYHU¶VOLFHQVHRU,'FDUGPLOLWDU\LGHQWL¿FDWLRQ
etc.);
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft.
$VDQDOWHUQDWLYHWRDVHFXULW\IUHH]H\RXKDYHWKHULJKWWRSODFHDQLQLWLDORUH[WHQGHG³IUDXGDOHUW´RQ\RXU¿OHDWQRFRVW
$QLQLWLDOIUDXGDOHUWLVD\HDUDOHUWWKDWLVSODFHGRQDFRQVXPHU¶VFUHGLW¿OH8SRQVHHLQJDIUDXGDOHUWGLVSOD\RQD
FRQVXPHU¶VFUHGLW¿OHDEXVLQHVVLVUHTXLUHGWRWDNHVWHSVWRYHULI\WKHFRQVXPHU¶VLGHQWLW\EHIRUHH[WHQGLQJQHZFUHGLW
,I\RXDUHDYLFWLPRILGHQWLW\WKHIW\RXDUHHQWLWOHGWRDQH[WHQGHGIUDXGDOHUWZKLFKLVDIUDXGDOHUWODVWLQJVHYHQ\HDUV
Should you wish to place a fraud alert, please contact any one of the agencies listed below:
Experian
32%R[
Allen, TX 75013
1-888-397-3742
ZZZH[SHULDQFRPIUDXGFHQWHUKWPO


TransUnion
32%R[
Chester, PA 19016
1-800-680-7289
ZZZWUDQVXQLRQFRPIUDXGYLFWLP
UHVRXUFHSODFHIUDXGDOHUW

Equifax
32%R[
Atlanta, GA 30348
1-888-766-0008
ZZZHTXLID[FRPSHUVRQDO
FUHGLWUHSRUWVHUYLFHV


You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to protect
yourself, by contacting the consumer reporting agencies, the Federal Trade Commission, or your state Attorney General.
The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC 20580,
www.identitytheft.gov, 1-877-ID-THEFT (1-877-438-4338); TTY: 1-866-653-4261. The Federal Trade Commission also
HQFRXUDJHVWKRVHZKRGLVFRYHUWKDWWKHLULQIRUPDWLRQKDVEHHQPLVXVHGWR¿OHDFRPSODLQWZLWKWKHP<RXFDQREWDLQ
IXUWKHULQIRUPDWLRQRQKRZWR¿OHVXFKDFRPSODLQWE\ZD\RIWKHFRQWDFWLQIRUPDWLRQOLVWHGDERYH<RXKDYHWKHULJKWWR¿OH
DSROLFHUHSRUWLI\RXHYHUH[SHULHQFHLGHQWLW\WKHIWRUIUDXG3OHDVHQRWHWKDWLQRUGHUWR¿OHDUHSRUWZLWKODZHQIRUFHPHQW
for identity theft, you will likely need to provide some proof that you have been a victim. Instances of known or suspected
identity theft should also be reported to law enforcement and your state Attorney General. This notice has not been
delayed by law enforcement.

For North Carolina residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 276999001, 1-877-566-7226 or 1-919-716-6400, www.ncdoj.gov.
For Maryland residents, the Attorney General can be contacted at 200 St. Paul Place, 16th Floor, Baltimore, MD 21202,
1-888-743-0023, www.oag.state.md.us.
For New Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if
LQIRUPDWLRQLQ\RXUFUHGLW¿OHKDVEHHQXVHGDJDLQVW\RXWKHULJKWWRNQRZZKDWLVLQ\RXUFUHGLW¿OHWKHULJKWWRDVN
for your credit score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit
5HSRUWLQJ$FWWKHFRQVXPHUUHSRUWLQJDJHQFLHVPXVWFRUUHFWRUGHOHWHLQDFFXUDWHLQFRPSOHWHRUXQYHUL¿DEOHLQIRUPDWLRQ
FRQVXPHUUHSRUWLQJDJHQFLHVPD\QRWUHSRUWRXWGDWHGQHJDWLYHLQIRUPDWLRQDFFHVVWR\RXU¿OHLVOLPLWHG\RXPXVWJLYH
\RXUFRQVHQWIRUFUHGLWUHSRUWVWREHSURYLGHGWRHPSOR\HUV\RXPD\OLPLW³SUHVFUHHQHG´RႇHUVRIFUHGLWDQGLQVXUDQFH
you get based on information in your credit report; and you may seek damages from violators. You may have additional
rights under the Fair Credit Reporting Act not summarized here. Identity theft victims and active duty military personnel
KDYHVSHFL¿FDGGLWLRQDOULJKWVSXUVXDQWWRWKH)DLU&UHGLW5HSRUWLQJ$FW:HHQFRXUDJH\RXWRUHYLHZ\RXUULJKWVSXUVXDQW
WRWKH)DLU&UHGLW5HSRUWLQJ$FWE\YLVLWLQJZZZFRQVXPHU¿QDQFHJRYIBFISEBVXPPDU\B\RXUULJKWVXQGHUIFUD
pdf, or by writing Consumer Response Center, Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W.,
Washington, D.C. 20580.
For Rhode Island Residents: The Rhode Island Attorney General can be reached at: 150 South Main Street, Providence,
Rhode Island 02903, www.riag.ri.gov, 1-401-274-4400. Under Rhode Island law, you have the right to obtain any police
UHSRUW¿OHGLQUHJDUGWRWKLVLQFLGHQW7KHUHDUHDSSUR[LPDWHO\5KRGH,VODQGUHVLGHQWVLPSDFWHGE\WKLVLQFLGHQW

