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Dear <<Name 1>>: 

Adirondacks ACO, LLC (“Adirondacks ACO”) is an accountable care organization (“ACO”) whose 
participating providers includes your current or former health care provider, <<Provider Name Long>>. ACO 
providers coordinate amongst themselves, and with each individual, to improve the individual’s quality of care. 
Adirondacks ACO works with information from your provider in connection with the services it performs as an ACO. 
Regrettably, we write to inform you of an incident involving some of your information. This notice describes the 
incident, outlines the measures we have taken in response, and sets forth steps you can take.

access an email account assigned to a joint employee of Adirondacks and Champlain Valley Physician’s Hospital 
(“CVPH”), one of the ACO’s partner hospitals. CVPH discovered the incident on March 4, 2019, and immediately 
took action to secure the employee’s email account to prevent any further access, and began an investigation. 
The investigation determined that the unauthorized access to the email account occurred between March 2 and 
March 4, 2019. CVPH performed a comprehensive review of the information contained in the email 

 
<<Provider Name Long>>, which may have included your name, date of birth, Social Security or Medicare ID 
number, and limited treatment and/or clinical information. 

To date, there is no evidence that any of your information contained in the email account has been misused. 

IdentityWorksSM Credit 3B. This product helps detect possible misuse of your personal information and provides you 

Credit 3B is completely free to you and enrolling in this program will not hurt your credit score. For more 
information on identity theft prevention and IdentityWorks Credit 3B, including instructions on how to activate your 

we also recommend that you review statements you receive from your health insurer or healthcare provider. If you 
see services you did not receive, please contact your insurer or provider immediately. 

We regret any concern or inconvenience this incident may cause you. To help prevent something like this 
from happening in the future, Adirondacks and CVPH continue to assess systems and implement safeguards to 
address risks. We are also reinforcing employee training on how to detect and avoid phishing emails. If you have 

Sincerely,

Gregory Daniels

Adirondacks ACO, LLC

<<Mail ID>>
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
<<Address 3>>
<<Address 4>> <<Date>>
<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>

Return Mail Processing Center
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Activate IdentityWorks Credit 3B Now in Three Easy Steps

1.  by: <<Enrollment Deadline>> (Your code will not work after this date.)
2. VISIT the Experian IdentityWorks website to enroll: https://www.experianidworks.com/3bcredit 
3. the Activation Code: <<Enrollment Code>> 

If you have questions about the product, need assistance with identity restoration or would like an alternative to 
877-890-9332. Be 

prepared to provide engagement number <<Engagement Number>> as proof of eligibility for the identity restoration 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN 
IDENTITYWORKS CREDIT 3B MEMBERSHIP:

A credit card is not required for enrollment 

immediately without needing to enroll in the product regarding any fraud issues. Identity 

Experian credit report at signup: 
reports are available for online members only.*

Credit Monitoring

Experian IdentityWorks ExtendCARETM

$1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic 
fund transfers.

Activate your membership today at https://www.experianidworks.com/3bcredit
or call 877-890-9332 to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce the 

this information.  If you have any questions about IdentityWorks, need help understanding something on your credit 

jurisdictions.
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ADDITIONAL STEPS YOU CAN TAKE

Regardless of whether you choose to take advantage of this complimentary credit monitoring, we recommend that 
you remain vigilant for incidents of fraud or identity theft by reviewing your account statements and free credit 
reports for any unauthorized activity. You may obtain a copy of your credit report, free of charge, once every 12 
months from each of the three nationwide credit reporting companies. To order your annual free credit report, please 
visit www.annualcreditreport.com 
credit reporting companies is as follows: 

Equifax
Experian
TransUnion www.transunion.com

If you believe you are the victim of identity theft or have reason to believe your personal information has been 

state. You can obtain information from these sources about steps an individual can take to avoid identity theft as well 
as information about fraud alerts and security freezes. You should also contact your local law enforcement authorities 

correct your records.  Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 
www.ftc.gov/idtheft

Residents of Maryland, North Carolina, or Rhode Island, may contact and obtain information from your state 
attorney general at:

 
www.oag.state.md.us

www.ncdoj.gov

www.riag.ri.gov

If you are a resident of Rhode Island
a copy of a police report. You also have the right to request a security freeze.

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting agencies place 

described below. You also have a right to place a security freeze on your credit report, as described below.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice 

placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud 

on your credit report for seven years. You can place a fraud alert on your credit report by contacting any of the three 
national credit reporting agencies.

Credit Freezes:
charge, so that no new credit can be opened in your name without the use of a PIN that is issued to you when you 
initiate a freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit report 
without your consent. If you place a security freeze, potential creditors and other third parties will not be able to get 
access to your credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay your 
ability to obtain credit.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security freeze on 

each of the credit reporting agencies at the addresses below:
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Experian Security Freeze
TransUnion Security Freeze www.transunion.com
Equifax Security Freeze

To request a security freeze, you will need to provide the following information:

1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
2. Social Security number
3. Date of birth

5. Proof of current address such as a current utility bill or telephone bill

a law enforcement agency concerning identity theft

electronic means, or three business days after receiving your request by mail, to place a security freeze on your credit 

or lifting of the security freeze.

number) and the PIN or password provided to you when you placed the security freeze as well as the identity of 

telephone or secure electronic means, or three business days after receiving your request by mail, to lift the security 

and the PIN number or password provided to you when you placed the security freeze. The credit bureaus have one 

after receiving your request by mail, to remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the 

list of the primary rights created by the FCRA ( ), 
and that article refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s list of FCRA 
rights includes:

You have the right to receive a copy of your credit report. The copy of your report must contain all the 

provide you with a free copy of your credit report, at your request, once every 12 months.
You are also entitled to a free report if a company takes adverse action against you, like denying your 

notice of the action. The notice will give you the name, address, and phone number of the credit reporting 
company. You are also entitled to one free report a year if you’re unemployed and plan to look for a job within 

You have the right to ask for a credit score.
You have the right to dispute incomplete or inaccurate information.

Consumer reporting agencies may not report outdated negative information.

report.
You may seek damages from violators.
Identity theft victims and active duty military personnel have additional rights.


