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NOTICE OF DATA BREACH

We are writing to notify you about a data pdvacy incident involving Retrieval-Masters Creditors Buresy, Ine, (d/b/a American
Medical Collection Agency) (the “company™). You are receiving this letter becanse we processed certain of vour data in connection with &
debt collection. This letter is not for collection of a debt.

What Happened?

On March 20, 2019, the compeny received notice of a possible security compromise of our web payments page from en
independent third-party compliance firm that works with credit card companies. We have recently learned, afier an external forensics
review, that an unmuthorized user had access % our system between August 1, 2018 and March 30, 2019, and cannat rule out the possibility
that the personal information on our system was at rigk during the attack.

What Information Was Iovelved?

The information on our systern that was compromised may have inchuded your: first and last name, credit card number used in
connection with paying a debt identified by us, name of lab or medical service provider, date of medical service, referning doctor, certain
other medicsl information, but not test results,

What We Are Dolog?

Upon receiving the March 20 notice described above, we took down our web payroenss page on March 22, 2019, and migrated it to
& third party vendor, end retained a computer security consulting firm to advise on, and implement, steps % inorease our gystema’ security.
We have also advised law enforcement of this incident.

We have also grranged fo éyrovn'cig you with 24 months of complimentary eredit monitoring and {dentity thefl mitigation services.
You have until September 30, 2019 to activate this complimentary product, To sotivate this service or 0 underStand what 18 provided,

b where indicated, and
* features,

lease pO to sk i crvices ey wifoa comy/stiver and enter the following Activation Code (code: §
ollow the exrollment directions, Unce enrolied, please click the *View My Product” button o act

‘What You Can Do,

Monitoring. Given the nature of the information potentially exposed, as a precautionary measure, we recommend that you remain
vigilant for fraud and identity theft by revicwing snd monitoring your account statements and credit reports closely, If you deect any
suspicious activity on an account, you should promptly notify the financial institution or sompany with which the sccount is maintained,
You are slso entitled fo a free credit report every twelve months from each of the agencies listed below by visiting
www.annualereditreport. com/requestReport/landingPage.action or calling the following toll free number: 1-877-322-8228, A prinmble,
mailed version of the request form s available here:
https:/Awww.consumer. fic. gov/files/articles/pdf/pdf-0093-annual-report-request-formupdf, Or, you can elect to purchase a copy of your
credit report by contacting one of the three national credit reporting agencies. Contact information for the three nationa] eredit reporting
agencies i8 provided below:




Equifax ~ Experlan é TransUnion

Bquifax Information Services LLC § P.O. Box 4500 Fraud Viotim Assistance Division
P.O. Box 740241 Allen, TX 75013 P.0. Box 2000
Atlants, GA 30374 § 1-888-397-3742 Cheater, PA 19016
1-800-685-1111 |
i

! www.experian.com/help | 1-800-916-8800
| waw s comepersana] aredit-report-gervices f www.transunion com/eredit-helpn

Identity Theft. Contact information for the Federal Trade Commission (“FTC”) is included in this letter, If you believe you are the
victim of identity theft or have reason to believe your personal informetion has been misused, you should immediately contact the FTC, the
Attornsy General's office in your state and/or local law enforcement — they can provide information about preventing identity theft. You
also have the right to obtain a police report regarding this breach. You should obtain & copy of the police report in case you're asked to
provide copies to creditors to correct your records. You can contact the FTC and the threo credit reporting agencies mentioned above to
learn more sbout frand alerts and scourity freozes,

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, Washington, DC 20580; 1-877-IDTHEFT
{438-4338); www.fRe.gov/idthef,

If you are a resident of Maryland, North Caroling, Iows, Oregon or Vermont, you may contact and obtuin information regarding identity
theft from your state attomey genersl at:
* Maryland Attornay General's Qjffice, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.rad us
= North Carolina Attorney General's Office, 3001 Mail Service Center, Raleigh, NC 27699, 1-919-716-6400 / 1-877-566-7226,
www.nedoj.gov;
*  Iowa Attorney 's General Gffice, Hoover State Office Building, 1305 E. Walnut Street, Des Moines, 1A 50319, 1-515-281-5164,
www.{owaattorneygeneral. gov
Oregon Attorney (Glaneral’s Office, contact the Oregon Department of Justice, 1162 Court Stroet, NB, Salem, OR 97301,
1-877-877-9392, www,doj.state.or.us;
+  Vermont Attorney General’s Qffice, 109 State Street, Montpelier, VT 05609, 1-802-828-3171, btips:/ago, vermont.gov/

Fraud Alerts. Further, you may contact anry one of the three credit bureaus listed above (Equifex, Experian, or TransUnion) and
place a fraud alert on your credit report file. A fraud alert tells creditors that you may be the victim of identity thef, so creditors may take
extra steps to validate your identity before opening a new account or changing your existing accounts (for that reason, it may delay
obtaining eredit). There are two types of fraud alerts you can placs on your aredit report to put your creditors on potice that you may be a
viotim of fraud—an initlal alert and an extended alert. An initie] fraud alert is free and atays on your credit report for at lesst one year, You
may have an extended alert placed on your credit report if you have slready been 2 victim of identity theft with the appropriate documentary
proof, An extended fraud alert stays on your oredit report for seven years,

Security Freezes. You have the right to put & eredit freeze, also known as a security freeze, on your credit file, free of charge.
Security freezes restrict access to your eredit report, making it harder for identity thieves to open new aceounts in your name. If you place &
seourity froeze, potential creditors and other third parties will oot be able to acesss your eredit report uniess you ternporacily Hft the freeze.
Thersfors, using a security freeze may delay your ability to obtain credit. Unlike a fraud slert, you must separately place a scourity freeze
on your credit file at each of the thres credit reporting agencies (Bquifax, Experian, and TransUnion). For further information and to place
a seeurity froeze, contsct esch of the eredit reporting sgenciss below:

+  Bauifax Security Freeze, P.O, Box 105788, Atlanta, GA 30348, 1-800-685-1111 www equifay.com/personal/cradit-report-services
o Bxperian Security Freeze, P.O. Box 9554, Allen, TX 75013, 1-800-397-3742, www cxperian.com/help
+  TrangUnion, PO, Box 160, Woodlyn, PA 19094, 1-888-909-8872, www.transunion.com/eredit-frecie

If you request a security freeze online or by phone, the agency must place the freeze within one business day. A security freeze remains in
place until you ask the credit burcaus to teraporarily HRt it (so that a specific entity or individual can access your credit report) or remove it
altogether, If you request a tamporary Hfl or removal of the security freeze online or by phone, the agency must Jift it within one hour, If
you make your request to place, HR, or remove the freexe by mail, the agenoy must place, Lift, or remove the frecze within three business
days after it gets your request,

For More Informetion,

We remain commitied to syzs.;":::ms seourity, dats privacy, and the protection of personsl information, If you have any questions or
concerns, please call 1-B44-624-5583, or write s at Retrieval-Masters Creditors Buresu, Inc., 4 Westchester Plaze, Suite 110 (Overnight
Mail), PO Box 160 (Regulsr Mail) Blmsford, NY 10523 for further information, including the type of persopal information we maintain
and whether we have maintained information about you.

This letter is not for collection of & debt

 Sincerely,

Retrigval-Mastery Creditors Bureay, Ine.
American Medical Collection Agency



