
Dear ,

your personal information. We take this incident very seriously and are providing you with information and access to 
resources so that you can better protect your information, should you feel it is appropriate to do so.

What Happened? We recently became aware of unusual activity on a Woodstream server. We immediately launched 

and folders housed on a Woodstream server. We then reviewed these folders to determine if they held any sensitive 

reviewed but we don’t know whether the tab with your information was accessed by the unauthorized actor.

What Information Was Involved?
number and salary information. 

What We Are Doing.
We have security measures in place to help protect the information in our possession. Upon learning of this incident, 
we quickly took steps to prevent further unauthorized access to the network by resetting account login credentials. 

as their investigation continues. 

As an added precaution, we arranged to have Kroll provide identity monitoring services for two years at no cost to you. 
Please review the instructions contained in the attached “Steps You Can Take to Protect Your Information” to activate 
these services. The cost of this service will be paid for by Woodstream. It is incumbent upon you to activate these 
services, as we are not able to act on your behalf to activate the identity monitoring services.

What You Can Do. Please review the enclosed “Steps You Can Take to Protect Your Information” to learn more about 
ways to protect personal information. You can also enroll to receive the free credit monitoring and identity restoration 

For More Information. We understand that you may have questions about this incident that are not addressed in 
this letter. If you have additional questions, please contact the call center we set up to help respond to this incident 

number ready.

Woodstream takes the privacy and security of the personal information in our care seriously. We sincerely regret any 
inconvenience or concern this incident has caused you.

Sincerely,

Miguel Nistal

Woodstream Corporation 

<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>



Steps You Can Take to Protect Your Information

Activate Monitoring Services      

Your identity monitoring services include Credit Monitoring, Fraud Consultation, and Identity Theft Restoration.

Visit krollbreach.idMonitoringService.com to activate and take advantage of your identity monitoring services.
You have until October 16, 2019 to activate your identity monitoring services.

 <<Member ID>>

Additional information describing your services is included with this letter.

Monitor Your Accounts 

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and 
to monitor your credit reports for suspicious activity. Under U.S. law you are entitled to one free credit report annually 

your credit report.

You have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency 

to prevent credit, loans, and services from being approved in your name without your consent. However, you should 

in your credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or application 

federal law, you cannot be charged to place or lift a security freeze on your credit report. 
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You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take to protect 
yourself, by contacting the consumer reporting agencies, the Federal Trade Commission, or your state Attorney General. 

 



 
law enforcement for identity theft, you will likely need to provide some proof that you have been a victim. Instances  
of known or suspected identity theft should also be reported to law enforcement. This notice has not been delayed  
by law enforcement.

For North Carolina residents, the Attorney General can be contacted at 9001 Mail Service Center, Raleigh, NC 

For Maryland residents



TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You’ve been provided with access to the following services1 from Kroll:

Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied 
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who can help 
you determine if it’s an indicator of identity theft.

Fraud Consultation

and interpreting how personal information is accessed and used, including investigating suspicious activity that could 
be tied to an identity theft event.

Identity Theft Restoration

related issues. You will have access to a dedicated investigator who understands your issues and can do most of the 
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.

1  


