
Dear ,

We are writing to follow-up on a letter that you may have received from either American Medical Collection Agency (“AMCA”) 
or Quest Diagnostics/Optum360 (“Quest”) regarding an incident involving an unauthorized person’s access to AMCA’s 
system between August 1, 2018 and March 30, 2019. AMCA provided billing collection services for CompuNet Clinical 
Laboratories (“CompuNet”) through CompuNet’s former joint venture partner, Quest. Some of the information on AMCA’s 
system relates to services that you received from CompuNet. We understand from AMCA that this information may have 
included your name, date of birth, date of medical service, name of lab or medical service provider, referring doctors, health 
insurance information, credit card information, and other medical information related to services you received at CompuNet. 
AMCA has advised us that your laboratory test results were not impacted by this incident. AMCA has also reported that they 
are actively working with law enforcement to investigate this incident. CompuNet and Quest have ceased doing business 
with AMCA, and are taking steps to retrieve and secure all CompuNet information contained in AMCA’s systems. 

Please note that CompuNet’s own systems and databases were not impacted by this incident.

CompuNet learned of the incident on June 5, 2019. Because of the business relationships between AMCA, Quest, and 
CompuNet, AMCA and Quest took responsibility for notifying you of the incident. However, as a CompuNet patient, we want 
to make sure that you received a letter from AMCA or Quest, and are taking the steps recommended by AMCA or Quest 

unauthorized charges. You should immediately report any such charges to the bank that issued your card. If reported timely, 
payment card network rules generally provide that cardholders are not responsible for unauthorized charges. 

More information on the credit monitoring product, including instructions on how to enroll, can be found in the letter you 
received from AMCA. We take this incident very seriously and hope that you will, too.

We also recommend that you review the statements that you receive from your health care providers and health insurers. If 
you see services you did not receive, please contact the provider or insurer immediately.

We apologize for any concern or risk this incident may have caused you. CompuNet is committed to protecting the privacy 

Quest, please call 1-833-963-0523, Monday through Friday, 9:00 a.m. to 6:30 p.m. Eastern Time. 

Sincerely,

 
Teresa M. Williams 

<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>

<<Date>> (Format: Month Day, Year)

9743SA-0719-Ad CC



ADDITIONAL STEPS YOU CAN TAKE

You may obtain a copy of your credit report, free of charge, once every 12 months from each of the three nationwide 
credit reporting companies. To order your annual free credit report, please visit www.annualcreditreport.com or call toll 
free at 1-877-322-8228. Contact information for the three nationwide credit reporting companies is as follows:

• Equifax
• Experian
• TransUnion

If you believe you are the victim of identity theft or have reason to believe your personal information has been misused, 

can obtain information from these sources about steps an individual can take to avoid identity theft as well as information 

report. Obtain a copy of the police report in case you are asked to provide copies to creditors to correct your records. 
Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Centre, 600 Pennsylvania Avenue NW, Washington, DC 20580, 
1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhode Island, you may contact 
and obtain information from your state attorney general at:

• , 55 Elm Street, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag
• , 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 / 1-410-576-

6300, www.oag.state.md.us
• , One Ashburton Place, Boston, MA 02108, 1-617-727-8400, www.

mass.gov/ago/contact-us.html
• , 9001 Mail Service Centre, Raleigh, NC 27699, 1-919-716-6400 / 1-877-

566-7226, www.ncdoj.gov
• , 150 South Main Street, Providence, RI 02903, 1-401-274-4400,  

www.riag.ri.gov

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or Rhode Island law, 

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice that 

credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your 

years. You can place a fraud alert on your credit report by contacting any of the three national credit reporting agencies.

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting agencies place 

below. You also have a right to place a security freeze on your credit report, as described below.

Credit Freezes:
charge, so that no new credit can be opened in your name without the use of a PIN that is issued to you when you initiate 
a freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit report without your 
consent. If you place a security freeze, potential creditors and other third parties will not be able to get access to your 
credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay your ability to obtain credit.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security freeze on your 

the credit reporting agencies at the addresses below:

• Experian Security Freeze
• TransUnion Security Freeze
• Equifax Security Freeze



1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
2. Social Security number
3. Date of birth
4. 
5. Proof of current address such as a current utility bill or telephone bill
6. 

7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a law 
enforcement agency concerning identity theft

lifting of the security freeze.

or password provided to you when you placed the security freeze as well as the identity of those entities or individuals 

PIN number or password provided to you when you placed the security freeze. The credit bureaus have one business 

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the accuracy, 

primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf), and 
that article refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s list of FCRA rights includes:

• You have the right to receive a copy of your credit report. The copy of your report must contain all the information 

• 

• You are also entitled to a free report if a company takes adverse action against you, like denying your application 
for credit, insurance, or employment, and you ask for your report within 60 days of receiving notice of the action. 
The notice will give you the name, address, and phone number of the credit reporting company. You are also 
entitled to one free report a year if you’re unemployed and plan to look for a job within 60 days; if you are on 
welfare; or if your report is inaccurate because of fraud, including identity theft.

• You have the right to ask for a credit score.
• You have the right to dispute incomplete or inaccurate information.
• 
• Consumer reporting agencies may not report outdated negative information.
• 
• 
• You may seek damages from violators.
• Identity theft victims and active duty military personnel have additional rights.



Dear ,

We are writing to follow-up on a letter that you may have received from either American Medical Collection Agency (“AMCA”) 
or Quest Diagnostics/Optum360 (“Quest”) regarding an incident involving an unauthorized person’s access to AMCA’s 
system between August 1, 2018 and March 30, 2019. AMCA provided billing collection services for CompuNet Clinical 
Laboratories (“CompuNet”) through CompuNet’s former joint venture partner, Quest. Some of the information on AMCA’s 
system relates to services that you received from CompuNet. We understand from AMCA that this information may have 
included your name, date of birth, date of medical service, name of lab or medical service provider, referring doctors, health 
insurance information, credit card information, Social Security number, and other medical information related to services 
you received at CompuNet. AMCA has advised us that your laboratory test results were not impacted by this incident. 
AMCA has also reported that they are actively working with law enforcement to investigate this incident. CompuNet and 
Quest have ceased doing business with AMCA, and are taking steps to retrieve and secure all CompuNet information 
contained in AMCA’s systems.

Please note that CompuNet’s own systems and databases were not impacted by this incident.

CompuNet learned of the incident on June 5, 2019. Because of the business relationships between AMCA, Quest, and 
CompuNet, AMCA and Quest took responsibility for notifying you of the incident. However, as a CompuNet patient, we want 
to make sure that you received a letter from AMCA or Quest, and are taking the steps recommended by AMCA or Quest 

unauthorized charges. You should immediately report any such charges to the bank that issued your card. If reported timely, 
payment card network rules generally provide that cardholders are not responsible for unauthorized charges.

More information on the credit monitoring product, including instructions on how to enroll, can be found in the letter you 
received from AMCA. We take this incident very seriously and hope that you will, too.

We also recommend that you review the statements that you receive from your health care providers and health insurers. If 
you see services you did not receive, please contact the provider or insurer immediately.

We apologize for any concern or risk this incident may have caused you. CompuNet is committed to protecting the privacy 

Quest, please call 1-833-963-0523, Monday through Friday, 9:00 a.m. to 6:30 p.m. Eastern Time. 

Sincerely,

 
Teresa M. Williams 

<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>

<<Date>> (Format: Month Day, Year)

9743R9-0719-Ad SSN



ADDITIONAL STEPS YOU CAN TAKE

You may obtain a copy of your credit report, free of charge, once every 12 months from each of the three nationwide 
credit reporting companies. To order your annual free credit report, please visit www.annualcreditreport.com or call toll 
free at 1-877-322-8228. Contact information for the three nationwide credit reporting companies is as follows:

• Equifax
• Experian
• TransUnion

If you believe you are the victim of identity theft or have reason to believe your personal information has been misused, 

can obtain information from these sources about steps an individual can take to avoid identity theft as well as information 

report. Obtain a copy of the police report in case you are asked to provide copies to creditors to correct your records. 
Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Centre, 600 Pennsylvania Avenue NW, Washington, DC 20580, 
1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

If you are a resident of Connecticut, Maryland, Massachusetts, North Carolina, or Rhode Island, you may contact 
and obtain information from your state attorney general at:

• , 55 Elm Street, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag
• , 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 / 1-410-576-

6300, www.oag.state.md.us
• , One Ashburton Place, Boston, MA 02108, 1-617-727-8400, www.

mass.gov/ago/contact-us.html
• , 9001 Mail Service Centre, Raleigh, NC 27699, 1-919-716-6400 / 1-877-

566-7226, www.ncdoj.gov
• , 150 South Main Street, Providence, RI 02903, 1-401-274-4400,  

www.riag.ri.gov

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or Rhode Island law, 

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice that 

credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your 

years. You can place a fraud alert on your credit report by contacting any of the three national credit reporting agencies.

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting agencies place 

below. You also have a right to place a security freeze on your credit report, as described below.

Credit Freezes:
charge, so that no new credit can be opened in your name without the use of a PIN that is issued to you when you initiate 
a freeze. A security freeze is designed to prevent potential credit grantors from accessing your credit report without your 
consent. If you place a security freeze, potential creditors and other third parties will not be able to get access to your 
credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay your ability to obtain credit.

There is no fee to place or lift a security freeze. Unlike a fraud alert, you must separately place a security freeze on your 

the credit reporting agencies at the addresses below:

• Experian Security Freeze
• TransUnion Security Freeze
• Equifax Security Freeze



1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
2. Social Security number
3. Date of birth
4. 
5. Proof of current address such as a current utility bill or telephone bill
6. 

7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to a law 
enforcement agency concerning identity theft

lifting of the security freeze.

or password provided to you when you placed the security freeze as well as the identity of those entities or individuals 

PIN number or password provided to you when you placed the security freeze. The credit bureaus have one business 

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act, which promotes the accuracy, 

primary rights created by the FCRA (https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf), and 
that article refers individuals seeking more information to visit www.ftc.gov/credit. The FTC’s list of FCRA rights includes:

• You have the right to receive a copy of your credit report. The copy of your report must contain all the information 

• 

• You are also entitled to a free report if a company takes adverse action against you, like denying your application 
for credit, insurance, or employment, and you ask for your report within 60 days of receiving notice of the action. 
The notice will give you the name, address, and phone number of the credit reporting company. You are also 
entitled to one free report a year if you’re unemployed and plan to look for a job within 60 days; if you are on 
welfare; or if your report is inaccurate because of fraud, including identity theft.

• You have the right to ask for a credit score.
• You have the right to dispute incomplete or inaccurate information.
• 
• Consumer reporting agencies may not report outdated negative information.
• 
• 
• You may seek damages from violators.
• Identity theft victims and active duty military personnel have additional rights.


