<<Date>> (Format: Month Day, Year)
)LUVW1DPH!!0LGGOH1DPH!!/DVW1DPH!!1DPH6Xႈ[!!
<<Address1>>
<<Address2>>
<<City>>, <<State>> <<Zip>>

Dear )LUVW1DPH!!0LGGOH1DPH!!/DVW1DPH!!1DPH6Xႈ[!!,
The National Baseball Hall of Fame (“Hall of Fame”) values and respects the privacy of your information, which is
why we are writing to advise you of a recent incident that may have involved some of your personal information. On
June 18, 2019, we learned that some of your information could have been obtained by an unauthorized third-party
that placed malicious computer code on the Hall of Fame web store (shop.baseballhall.org) e-commerce system. The
code may have targeted certain personal information of customers who made a credit card purchase via the web store
between November 15, 2018 and May 14, 2019.
We are notifying you about the incident because we determined that you entered some personal information on the
checkout page during the time the malicious code was active on our web store. This information included your name,
address and your credit or debit card information, including your CVV code. The incident did not impact your Social
Security Number or driver’s license information.
8SRQOHDUQLQJRIWKHLQFLGHQWZHSURPSWO\UHWDLQHGDIRUHQVLFVHFXULW\¿UPWRLQYHVWLJDWHWKHLQFLGHQWDQGKDYHQRWL¿HG
law enforcement. We also removed the malicious code from our web store. Additionally, we have taken steps to alert the
credit card brands of the incident so they can monitor your account for potential fraudulent activity. Finally, we have taken
additional technical steps to further secure our web store and prevent this type of incident from occurring in the future.
We value the trust you place in us to protect your privacy, take our responsibility to safeguard personal information
seriously, and apologize for any inconvenience or concern this incident might cause. For further information and
assistance, please call 1-???-???-???? from 9:00 a.m. to 6:30 p.m. ET, Monday through Friday.
Sincerely,

Sean J. Gahagan
Vice President, Retail Merchandising and Licensing
National Baseball Hall of Fame and Museum

??????-????

Additional Important Information
As a precautionary measure, we recommend that you remain vigilant to protect against potential fraud and/or identity
theft by, among other things, reviewing your account statements and monitoring credit reports closely. If you detect
DQ\VXVSLFLRXVDFWLYLW\RQDQDFFRXQW\RXVKRXOGSURPSWO\QRWLI\WKH¿QDQFLDOLQVWLWXWLRQRUFRPSDQ\ZLWKZKLFKWKH
account is maintained. You should also promptly report any fraudulent activity or any suspected incidents of identity
theft to proper law enforcement authorities, including the police and your state’s attorney general, as well as the
Federal Trade Commission (“FTC”).
You may wish to review the tips provided by the FTC on fraud alerts, security/credit freezes and steps to you can take to
avoid identity theft. For more information and to contact the FTC, please visit www.ftc.gov/idtheft or call 1-877-ID-THEFT
(1-877-438-4338). You may also contact the FTC at: Federal Trade Commission, 600 Pennsylvania Avenue, NW,
Washington, DC 20580.
Credit Reports: You may obtain a free copy of your credit report once every 12 months from each of the three national
credit reporting agencies by visiting http://www.annualcreditreport.com, by calling toll free 1-877-322-8228, or by completing
DQ$QQXDO&UHGLW5HSRUW5HTXHVW)RUPDQGPDLOLQJLWWR$QQXDO&UHGLW5HSRUW5HTXHVW6HUYLFH32%R[$WODQWD
*$<RXFDQSULQWDFRS\RIWKHUHTXHVWIRUPDWKWWSVZZZDQQXDOFUHGLWUHSRUWFRPFUDUHTXHVWIRUP¿QDOSGI
Alternatively, you may elect to purchase a copy of your credit report by contacting one of the three national credit
reporting agencies. Contact information for the three national credit reporting agencies for the purpose of requesting
a copy of your credit report or for general inquiries, including obtaining information about fraud alerts and placing a
VHFXULW\IUHH]HRQ\RXUFUHGLW¿OHVLVDVIROORZV
(TXLID[
1-800-349-9960
ZZZHTXLID[FRP
32%R[
Atlanta, GA 30348

([SHULDQ
1-888-397-3742
ZZZH[SHULDQFRP
32%R[
Allen, TX 75013

TransUnion
1-888-909-8872
www.transunion.com
32%R[
Chester, PA 19022

Fraud Alerts: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
VWD\RQ\RXUFUHGLW¿OHIRUDWOHDVW\HDU7KHDOHUWLQIRUPVFUHGLWRUVRISRVVLEOHIUDXGXOHQWDFWLYLW\ZLWKLQ\RXUUHSRUW
and requests that the creditor contact you prior to establishing any new accounts in your name. To place a fraud alert
on your credit report, contact any of the three national credit reporting agencies using the contact information listed
above. Additional information is available at http://www.annualcreditreport.com.
Credit and Security Freezes: You may have the right to place a credit freeze, also known as a security freeze, on
\RXUFUHGLW¿OHVRWKDWQRQHZFUHGLWFDQEHRSHQHGLQ\RXUQDPHZLWKRXWWKHXVHRID3,1QXPEHUWKDWLVLVVXHGWR\RX
when you initiate the freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit
report without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to
get access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
DELOLW\WRREWDLQFUHGLW8QOLNHDIUDXGDOHUW\RXPXVWVHSDUDWHO\SODFHDFUHGLWIUHH]HRQ\RXUFUHGLW¿OHDWHDFKFUHGLW
UHSRUWLQJFRPSDQ\6LQFHWKHLQVWUXFWLRQVIRUKRZWRHVWDEOLVKDFUHGLWIUHH]HGLႇHUIURPVWDWHWRVWDWHSOHDVHFRQWDFW
the three major credit reporting companies using the contact information above.
In order to request a security freeze, you may need to provide the following information:
1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.);
2. Social Security number;
3. Date of birth;
,I\RXKDYHPRYHGLQWKHSDVW¿YH  \HDUVSURYLGHWKHDGGUHVVHVZKHUH\RXKDYHOLYHGRYHUWKHSULRU¿YH\HDUV
5. Proof of current address such as a current utility bill or telephone bill;
$OHJLEOHSKRWRFRS\RIDJRYHUQPHQWLVVXHGLGHQWL¿FDWLRQFDUG VWDWHGULYHU¶VOLFHQVHRU,'FDUGPLOLWDU\
LGHQWL¿FDWLRQHWF 
7. If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a
law enforcement agency concerning identity theft;
The credit reporting agencies have three (3) business days after receiving your request to place a security freeze
RQ\RXUFUHGLWUHSRUW7KHFUHGLWEXUHDXVPXVWDOVRVHQGZULWWHQFRQ¿UPDWLRQWR\RXZLWKLQ¿YH  EXVLQHVVGD\V
DQGSURYLGH\RXZLWKDXQLTXHSHUVRQDOLGHQWL¿FDWLRQQXPEHU 3,1 RUSDVVZRUGRUERWKWKDWFDQEHXVHGE\\RXWR
authorize the removal or lifting of the security freeze.

7RUHPRYHWKHVHFXULW\IUHH]HRUOLIWWKHIUHH]HLQRUGHUWRDOORZDVSHFL¿FHQWLW\RULQGLYLGXDODFFHVVWR\RXUFUHGLWUHSRUW
\RXPXVWFDOORUVHQGDZULWWHQUHTXHVWWRWKHFUHGLWUHSRUWLQJDJHQFLHVE\PDLODQGLQFOXGHSURSHULGHQWL¿FDWLRQ QDPH
address, and social security number) and the PIN number or password provided to you when you placed the security
IUHH]HDVZHOODVWKHLGHQWLWLHVRIWKRVHHQWLWLHVRULQGLYLGXDOV\RXZRXOGOLNHWRUHFHLYH\RXUFUHGLWUHSRUWRUWKHVSHFL¿F
period of time you want the credit report available. The credit reporting agencies have three (3) business days after
UHFHLYLQJ\RXUUHTXHVWWRUHPRYHRUOLIWWKHVHFXULW\IUHH]HIRUWKRVHLGHQWL¿HGHQWLWLHVRUIRUWKHVSHFL¿HGSHULRGRIWLPH
Individuals interacting with credit reporting agencies have rights under the Fair Credit Reporting Act. We encourage
\RXWRUHYLHZ\RXUULJKWVXQGHUWKH)DLU&UHGLW5HSRUWLQJ$FWE\YLVLWLQJZZZFRQVXPHU¿QDQFHJRYIBFISEB
VXPPDU\B\RXUULJKWVXQGHUIFUDSGIRUE\UHTXHVWLQJLQIRUPDWLRQLQZULWLQJIURPWKH&RQVXPHU5HVSRQVH&HQWHU
Room 130-A, Federal Trade Commission, 600 Pennsylvania Ave. NW, Washington, DC 20580.
For residents of Iowa:,RZDUHVLGHQWVFDQFRQWDFWWKH2ႈFHRIWKH$WWRUQH\JHQHUDOWRREWDLQLQIRUPDWLRQDERXWVWHSV
WRWDNHWRDYRLGLGHQWLW\WKHIWIURPWKH,RZD$WWRUQH\*HQHUDO¶VRႈFHDW2ႈFHRIWKH$WWRUQH\*HQHUDORI,RZD+RRYHU
6WDWH2ႈFH%XLOGLQJ(:DOQXW6WUHHW'HV0RLQHV,$
For residents of Maryland:0DU\ODQGUHVLGHQWVFDQFRQWDFWWKH2ႈFHRIWKH$WWRUQH\*HQHUDOWRREWDLQLQIRUPDWLRQ
DERXWVWHSVRQHFDQWDNHWRDYRLGLGHQWLW\WKHIWIURPWKH0DU\ODQG$WWRUQH\*HQHUDO¶VRႈFHDW2ႈFHRIWKH$WWRUQH\
General, 200 St. Paul Place, Baltimore, MD 21202, (888) 743-0023, www.oag.state.md.us
For residents of Rhode Island::HEHOLHYHWKDWWKLVLQFLGHQWDႇHFWHGIRUW\WZR  5KRGH,VODQGUHVLGHQWV5KRGH,VODQG
UHVLGHQWVFDQFRQWDFWWKH2ႈFHRIWKH$WWRUQH\JHQHUDODW5KRGH,VODQG2ႈFHRIWKH$WWRUQH\*HQHUDO6RXWK0DLQ
6WUHHW3URYLGHQFH5,  ZZZULDJULJRY$QLQGLYLGXDOKDVWKHULJKWWRREWDLQDQ\SROLFHUHSRUW¿OHG
LQUHJDUGWRWKLVLQFLGHQW,IRQHLVWKHYLFWLPRILGHQWLW\WKHIWWKH\DOVRKDYHWKHULJKWWR¿OHDSROLFHUHSRUWDQGREWDLQD
copy of it.
For residents of North Carolina: North Carolina residents can obtain information about preventing identity theft from
WKH1RUWK&DUROLQD$WWRUQH\*HQHUDO¶V2ႈFHDW1RUWK&DUROLQD$WWRUQH\*HQHUDO¶V2ႈFH&RQVXPHU3URWHFWLRQ'LYLVLRQ
9001 Mail Service Center, Raleigh, NC 27699-9001; 877-5-NO-SCAM (Toll-free within North Carolina); 919-716-6000;
www.ncdoj.gov.

