
Dear <<MemberFirstName>> <<MemberLastName>>,

We are writing to inform you of a data security incident involving Weichert Financial Services, the Weichert Title Group 
and Weichert Realtors (“Weichert Companies”) that may have resulted in unauthorized access to some of your personal 
information, including your name and Social Security number. We take the privacy and protection of your personal 
information very seriously. Your trust is a top priority at Weichert and we deeply regret any inconvenience this may cause. 
This letter contains information about what happened, steps we have taken and resources we are making available to 
you to help protect your identity.

Weichert Companies provides services in support of the purchase and sale of real estate. In some states, a name search 
for any legal action must be conducted in conjunction with home sales. These searches retrieve records for individuals 
on both sides of a real estate transaction, as well as individuals whose names are the same or similar to the names of 
the buyers and sellers in a real estate transaction involving Weichert. If you did not participate in a real estate transaction 
involving Weichert, it is possible that your name and driver license number may have been retrieved in a records search 
as part of our research for one of these transactions. 

During a data security risk assessment review, we discovered that several Weichert employee email accounts may have 
been accessed by unauthorized unknown individuals. We immediately took action, to secure the email accounts, and 

real estate transaction records containing your name, address, Social Security number, credit card number and/or driver 

have no evidence of misuse of anyone’s information as a consequence of this incident and have reported this incident 
to law enforcement.

In an abundance of caution, we have secured the services of Kroll to provide identity monitoring, at no cost to you, for 
one year. Kroll is a global leader in risk mitigation and response, and their team has extensive experience helping people 

Consultation, and Identity Theft Restoration.

Visit krollbreach.idMonitoringService.com to activate and take advantage of your identity monitoring services.
You have until October 15, 2019 to activate your identity monitoring services.
Membership Number: <<Member ID>>

services is included with this letter.

We take the security of all information in our systems very seriously and want to assure you that we are taking steps 
to prevent a similar event from occurring in the future. Those steps include engaging dual-factor authentication, forced 
password changes, strengthening our IT security and data retention procedures and policies, and reporting the incident 
to government regulators. 

<<City>>, <<State>> <<ZipCode>>

<<Date>> (Format: Month Day, Year)

9743QW-0719



We sincerely regret any inconvenience that this matter may cause you and remain dedicated to protecting your 
information. Please see the addendum for additional steps you can take to protect your personal information. If you have 

Sincerely,

Weichert Companies



Additional Important Information
For residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: 
It is recommended by state law that you remain vigilant for incidents of fraud and identity theft by reviewing credit card account 
statements and monitoring your credit report for unauthorized activity.

For residents of Illinois, Iowa, Maryland, Missouri, North Carolina, Oregon, and West Virginia:
It is required by state laws to inform you that you may obtain a copy of your credit report, free of charge, whether or not you suspect 
any unauthorized activity on your account. You may obtain a free copy of your credit report from each of the three nationwide credit 

For residents of Iowa:

For residents of Oregon:

Trade Commission.

For residents of Maryland, Rhode Island, Illinois, and North Carolina:

about fraud alerts, security freezes, and steps you can take toward preventing identity theft.

Attorney General Attorney General Attorney General Consumer Response Center

www.oag.state.md.us www.riag.ri.gov www.ncdoj.com

For residents of Massachusetts: 
It is required by state law that you are informed of your right to obtain a police report if you are a victim of identity theft

For residents of all states:
Fraud Alerts: 

open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may delay 

get an extended fraud alert for seven years. The phone numbers for all three credit bureaus are at the bottom of this page.
Monitoring: You should always remain vigilant and monitor your accounts for suspicious or unusual activity.
Security Freeze:
credit, loans, and services from being approved in your name without your consent. To place a security freeze on your credit report, 

regular stamped mail, or by following the instructions found at the websites listed below. The following information must be included 

complaint with a law enforcement agency or the Registry of Motor Vehicles. The request must also include a copy of a government-

contacting any one or more of the following national consumer reporting agencies:

www.freeze.equifax.com www.experian.com/freeze freeze.transunion.com 

More information can also be obtained by contacting the Federal Trade Commission listed above.



TAKE ADVANTAGE OF YOUR IDENTITY MONITORING SERVICES
You’ve been provided with access to the following services1 from Kroll:

Single Bureau Credit Monitoring
You will receive alerts when there are changes to your credit data—for instance, when a new line of credit is applied 
for in your name. If you do not recognize the activity, you’ll have the option to call a Kroll fraud specialist, who can help 
you determine if it’s an indicator of identity theft. 

Web Watcher
Web Watcher monitors internet sites where criminals may buy, sell, and trade personal identity information. An alert will 
be generated if evidence of your personal identity information is found.

Public Persona

number. If information is found, you’ll receive an alert.

Quick Cash Scan

and you can call a Kroll fraud specialist for more information.

$1 Million Identity Fraud Loss Reimbursement

Fraud Consultation

and interpreting how personal information is accessed and used, including investigating suspicious activity that could 
be tied to an identity theft event.

Identity Theft Restoration

related issues. You will have access to a dedicated investigator who understands your issues and can do most of the 
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.

1  


