STATE OF VERMONT
SUPERIOR COURT
WASHINGTON UNIT

STATE OF VERMONT,

CIVIL DIVISION

Plaintiff, Docket No.

V.

BOEHRINGER INGELHEIM
PHARMACEUTICALS, INC,,
Defendant.

FINAL CONSENT JUDGMENT

Plaintiff the State of Vermont has filed a Complaint for a permanent injunction and other
relief in this matter pursuant to 9 V.S.A. § 2451, et seq. of the ‘Vermont Consumer Protection Act
(“CPA”), and Plaintiff, by its counsel, and Defendant Boehringer Ingelheim Pharmaceuticals,
Inc. (BIPT), by its counsel, héwe agreed to the entry of this Final Consent Judgment by the Court
without trial or adjudication of any issue of fact or law, and without finding or admission of
wrongdoing or liability of any kind of any violation of the CPA as alleged by Plaintiff.

IT IS HEREBY ORDERED THAT:
1. PARTIES

1.1 Plaintiff, the State of Vermont is charged with the enforcement of the CPA.,
1.2 Defendant, Boehringer Ingelheim Pharmaceuticals, Inc., is a Delaware

" corporation with its principal place of business at 900 Ridgebury Road in Ridgefield,



Connecticut. At all relevant times, BIPI did business in Vermont by marketing, selling, and
Promoting the drugs Aggrenox, Atrovent, Combivent, and Micardis (hereinafter the “Covered
Products™).

2. PREAMBLE

2.1 BIPI represents it voluntarily established a compliance program that is applicable
to all BIPI employees prior to the execution of this Judgment.

2.2 BIPI further represents its compliance program includes a Compliance Officer; a
Code of. Conduct; written policies and procedures; education and training initiatives; a disclosure
program that allows for confidential disclosure and investigation of potential compliance
violations and appropriate disciplinary procedures; and regular internal auditing procedures.

3. FINDINGS

3.1 This Court has jurisdiction over the subject matter of this lawsuit and over all
parties.

3.2 The terms of this Judgment shall be governed by the laws of the State of Vermont.

33 Entry of this Judgment is in the public interest and reflects a negotiated agreement
among the parties.

3.4 The parties have agreed to resolve the issues resulting from the Covered Conduct
by entering into this Judgment.

3.5  BIPlis willing to enter into this Judgment regarding the Covered Conduct in
order to resolve the Signatory Attorney General’s concerns under the State Consumer Protection
Laws as to the matters addressed in this Judgment and thereby avoid significant expense,
inconvenience, and uncertainty.

3.6 BIP1 is entering into this Judgment solely for the purpose of settlement, and

nothing contained herein may be taken as or construed to be an admission or concession of any



violation of law, or regulation, or of any other matter of fact or law, or of any liability or
wrongdoing, including allegations in the Complaint, all of which BIPI expressly denies. BIPI
does not admit any violation of law, and does not admit any wrongdoing that was or could have
been alleged by the Signatory Attorney Generaj before the date of the J udgment. No part of this
Judgment, including its statements and commitments, shall constitute evidence of any liability,
fault, or wrongdoing by BIPI.

3.7 This Judgment shall not be construed or used as a waiver or limitation of any
defense otherwise available to BIPI in any action, or of BIPI’s right to defend itself from, or
make any arguments in, any private individual, regulatory, governmental, or class claims or suits
relating to the subject matter or terms of this Judgment. Nothing in this Judgment shall waive,
release, or otherwise affect any claims, defenses, or positions BIPI may have in connection with
any investigations, claims, or other matters the State/Commonwealth is not releasing hereunder.
This Judgment is made without trial or adjudication of any issue of fact or law or finding of
liability of any kind. It is the intent of the parties that this Judgment shall not be binding or
admissible in any other matter, including, but not limited to, any investigation or litigation, other
than in connection with the enforcement of this Judgment. Unless otherwise provided under
state law, no part of this Judgment shall create a private cause of action or confer any right to
any third party for violation of any federal or state statute except that a State may file an action to
enforce the terms of this Judgment. Notwithstanding the foregoing, the State of Vermont may
file an action to enforce the terms of this Judgment.

3.8 This Judgment (or any portion thereof) shall in no way be construed to prohibit,
limit, or restrict BIPI from making representations with respect to the Covered Products that are

permitted or authorized under federal law, the Federal Food, Drug & Cosmetic Act (“FDCA”),



. 21 US.C. § 301 et seq., U.S. Food and Drug Administration (“FDA™) regulations, or FDA
Gudances for Industry, currently issued or as revised. Further, the J udgment shall in no way
prohibit, limit, or restrict BIPI from making representations with respect to the Covered Products
that are required or authorized by, or consistent with the FDA-approved Labeling or prescribing
information, or by any Investigational New Drug Application, New Drug Application,
Supplemental New Drug Application, or Abbreviated New Drug Application filed with the FDA
so long as the representation, taken in its entirety, is not false, misleading or deceptive,
3.9 Nothing in this Judgment shall require BIPI to:
(a) take any action that is prohibited by the Food, Drug and Cosmetic Act, 21
U.S.C. § 301 et seq. (“FDCA”) or any regulation promulgated thereunder, or
by the FDA; or
(b) fail to take any action that is required by the FDCA or any regulation
promulgated thereunder, or by the FDA.
4. DEFINITIONS
The following definitions shall be used in construing this Judgment:
4.1 “BIPI” means Boehringer Ingelheim Pharmaceuticals, Inc., including all of its
past and present subsidiaries, predecessors, successors, and assigns.
42 “BIPT Marketing” shall mean BIPI personnel responsible for marketing Covered
Products in the United States.
43 “BIPI Medical” shall mean BIPI pérsonnel who are highly trained experts with
specialized scientific or medical knowledge whose roles involve the provision of specialized
medical or scientific information, scientific analysis, and/or scientific information to HCPs but

excludes anyone performing sales, marketing, or other commercial roles.



4.4 “BIPI Sales” shall mean the BIPI sales force responsible for sales of Covered
Products in the United States, i'ncluding, but not limited to, the field force and all management
personnel such as district managers, regional managers, vice president(s) over sales, and
president over sales.

4.5 “Clear(ly) and Conspicuous(ly)” shall mean, with respect to a disclosure or
information presented, that such information meets requirements of the FDCA, the requirements
of FDA regulations, and the recommended actions in FDA Guidances for Industry, including
FDA’s “Guidance for Industry: Presenting Risk Information in Prescription Drug and Medical
Device Promotion,” or as revised.

4.6  “Covered Conduct” shall mean BIPI’s Promotional and marketing practices, and
dissemination of ir-xformation and remuneration to HCPs regarding the Covered Products through

the Effective Date of the Judgment.

47 “Covered Product” shall mean BIPI drugs: Aggrenox, Atrovent, Combivent, and

Micardis, which have all been approved by FDA.

4.8 “Effective Date” shall mean the date on which a copy of this Judgment, duly
executed by BIPI and by the Signatory Attorney General, is approved by, and becomes a

Judgment of the Court.

4.9 “FDA Guidances for Industry” shall mean documents, as currently drafted or as
revised, issued by the FDA pursuant to 21 U.S.C. §371(h) that represent the FDA’s current
thinking on a topic.

4.10  “HCP” shall mean any physician or other health care practitioner, who is licensed

to provide health care services or to prescribe pharmaceutical products.



4.11  “Labeling” shall mean all labels and other written, printed, or graphic matter (a)
upon any article or any of its containers or wrappers, or (b) accompanying such article. -

4.12  “Medical Information Response(s)” shall mean a non-Promotional, scientific
communication to address an Unsolicited Request for medical information from a HCP.

4.13 “Multistate Executive Committee” éhal] mean the Attorneys General and their
staffs representing Arizona, the District of Columbia, Illinois, Indiana, Kansas, Nevada,
Pennsylvania, Tennessee, and Texas.

4.14  “Multistate Working Group” shall mean the Attorneys General and their staffs
representing Alabama, Alaska, Arizona, Arkansas, California, Colorado, Connecticut, Delaware,
the District of Columbia, Florida, Georgia, Hawaii', Idaho, Illinois, Indiana, Iowa, Kansas,
Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota, Mississippi,
Missouri, Montana, Nebraska, Nevada, New Hampshire, New J ersey, New Mexico, New York,
North Carolina, North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island, South
Carolina, South Dakota, Tennessee, Texas, Utah?, Vermont, Virginia, Washington, West
Virginia, Wisconsin, and Wyoming,.

4.15  “Off-Label” shall mean a use, including indication, dosage, population, and/or
method of administration, not consistent with the use approved by the FDA in the Labeling for a

Covered Product at the time information regarding such use was communicated, or at the time

the conduct occurred.

! Hawaii is being represented on this matter by its Office of Consumer Protection, an agency which is not part of the
state Attorney General’s Office, but which is statutorily authorized to undertake consumer protection functions,
including legal representation of the State of Hawaii. For simplicity, the entire group will be referred to as the
“Attorneys General,” and such designation, as it includes Hawaii, refers to the Executive Director of the State of
Hawaii Office of Consumer Protection.

? The Utah Attorney General’s Office represents the Utah Division of Consumer Protection (Division), the state
agency charged with enforcement of the Consumer Sales Practices Act, in this action, but is not a party itself. Asto
Utah, the definition of “Attorneys General” means the Utah Attorney General as counsel to the Division.



4.16  “Promotional,” “Promoting,” or “Promote” shall mean representations made to
HCPs, patients, consumers, payors, and other customers, about a Covered Product and other
practices intended to increase sales in the United States or that attempt to influence prescribing
practices of HCPs in the United States, including direct-to-consumer.

4.17  “Promotional Materials” shall mean any item used to Promote a Covered Product.

4.18 “Promotional Speaker(s)” shall mean a HCP speaker engaged by or on behalf of
BIPI to Promote a Covered Product in the United States.

4.19  “Reprints Containing Off-Label Information” shall mean articles or reprints from
a scientific or medical journal, as cieﬁned in 21 C.F.R. 99.3(j), or reference publication, as
defined in 21 C.F.R. 99.3(i), describing an Off-Label use of a Covered Product.

4.20  “Signatory Attorney General” shall mean the Attorney General of Vermont, or his
authorized designee, who has agreed to this Judgment.

4.21  “State Consumer Protection Laws” shall mean the CPA.

4.22  “Unsolicited Request™ shall mean a request for information communicated to an
agent of BIPI that has not been prompted by or on behalf of BIPI.

423 Any reference to a written document shall mean a physical paper copy of the

document, an electronic version of the document, or electronic access to such document.



5. COMPLIANCE PROVISIONS
The following Compliance Provisions, Paragraphs 5.3 through 5.24, shall apply for five
(5) years from the Effective Date of this Judgment.

Promotional Activities

5.1 BIPT shall not make, or cause to be made, any written or oral claim that is false,
misleading, or deceptive regarding any Covered Product.

5.2 BIPI shall not represent that any Covered Product has any sponsorship, approval,
characteristics, ingredients, uses, benefits, quantities, or qualities that it does not have.

53 BIPI shall not promote any Covered Product for any Off-Label use.

5.4 In Promotional Materials for Covered Products, BIPI shall Clearly and
Conspicuously disclose the risks associated with the Covered Products as set forth in the
products’ Labeling and shall present information about effectiveness and risk in a balanced
manner,

5.5 BIPI shall require that all Promotional Speakers for any Covered Product comply
with BIPI’s obligations contained in this Judgment,

5.6 BIPI shall notify BIPI Sales promptly of any warning letter received from the
FDA that affects the conduct of any sales representative in Promoting the relevant Covered
Product and shall promptly disseminate a description of the concerns described in the warning
letter.

5.7 BIPI shall not Promote a Covexl'ed Product by misrepresenting any clinical
treatment guideline in a manner that suggests a Covered Product is approved for uses not

consistent with the FDA-approved prescribing information.



Product Sampling

5.8 BIPI shall provide samples of a Covered Product only to those HCPs whose
clinical practice is consistent with the product’s FDA-approved Labeling,

5.9  If a HCP whose clinical practice is inconsistent with a Covered Product’s
Labeling requests samples of that Covered Product, BIPI personnel shall refer the HCP to BIPI
Medical where the HCP can speak directly with a BIPI Medical representative who will provide
answers to the HCP’s questions about the Covered Product, and BIPI may provide him/her with
samples only if appropriate (i.e., if the HCP requests the samples for an FDA-approved [on-
label] use).

Financial Incentives to BIPI Sales and/or BIPI Marketing

5.10  BIPI’s financial incentives shall be designed to ensure that BIPI Sales and/or BIPI
Marketing are not motivated to engage in improper Promotion, sales, and marketing of Covered
Products.

5.11  BIPI’s financial incentives shall not include mechanisms to provide incentive
compensation for sales that may indicate Off-Label use of any Covered Product.

Dissemination and Exchange of Medical Information

-5.12° The content of BIPI’s communications concerning bff—Label uses of a Covered
Product shall not be false, misleading, or deceptive. BIPI shall not knowingly disseminate any
Medical Information Response, including one that describes any Off-Label use of a Covered
Product, unless such information and materials comply with the standards in applicable FDA
regulations and with recommendations in FDA Guidances for Industry.

5.13 BIPI Sales and BIPT Marketing shall not develop Medical Information Responses _

regarding a Covered Product.



5.14  Medical Information Responses to Unsolicited Requests for Off-Label
information regarding a Covered Product may be disseminated only by BIPI Medical, except in
circumstances implicating public health or safety issues.

5.15 BIPI Medical shall have ultimate responsibility for developing and approving all
Medical Information Responses regarding a Covered Product. Additional approvals may be
provided by BIPI’s legal department. BIPI shall not distribute any such materials unless:

(a) clinically relevant information is included in these materials to provide scientific

balance;

(b) data in these materials are presented in an unbiased, non-Promotional manner; and

(c) these materials are Clearly and Conspicuously distinguishable from sales aids and

other Promotional Materials.

5.16  Nothing in this subsection shall prohibit BIPI Medical from disseminating
materials that are permitted to be distributed under Federal law, Federal regulations, or FDA
published Guidance, unless false, misleading, or deceptive.

Responses to Unsolicited Requests for Off-Label Information

5.17  If BIPI elects to respond to an Unsolicited Request for Off-Label information
regarding a Covered Product, BIPI Medical shall provide specific, accurate, objective, and
scientifically balanced responses. Any such response shall not Promote a Covered Product for
any Off-Label use.

5.18  Any written BIPI response to an Unsolicited Request for Off-Label information
regarding a Covered Product shall be a Medical Information Response and shall include:

(a) a copy of the FDA-required Labeling, if any, for the Covered Product (e.g., FDA-

approved package insert and, if the response is for a consumer, F DA-approved

patient Labeling);



(b) a prominent statement notifying the recipient that the FDA has not approved or
cleared the Covered Product as safe and effective for the Off-Label use addressed
in the accompanying materials;

(©) a prominent statement disclosing the uses for which FDA has approved or cleared
the Covered Product; and

(d)  areport containing the results of a reasonable literature search using terms from
the request.

5.19  BIPI Sales and BIPI Marketing may respond orally to an Unsolicited Request for
Off-Label information regarding a Covered Product only by offering to refer the request to BIPI
Medical or by offering to put the HCP in touch with BIPI Medical.

Reprints Containing Off-Label Information

5.20  BIPI shall not disseminate information describing any Off-Label or unapproved
use of a Covered Product, unless such information and materials comply with the standards in
applicable FDA regulations and with recommendations in FDA Guidances for Industry,
including FDA’s “Guidance for Industry: Responding to Unsolicited Requests for Off-Label
Information About Prescription Drugs and Medical Devices” and FDA’s “Guidance for Industry:
Distributing Scientific and Medical Publications on Unapproved New Uses — Recommended
Practices,” or as revised.

5.21  BIP] Medical shall be responsible for the identification, selection, approval and
dissemination of Reprints Containing Off-Label Information regarding a Covered Product.

5.22  Reprints Containing Off-Label Information regarding a Covered Product:

(a) shall be accompanied by the FDA approved Labeling for the Covered Product or

a prominently displayed and Clearly and Conspicuously described hyperlink that



will provide the reader with such information;

(b) shall contain a Clear and Conspicuous disclosure in a prominent location, which
would include the first page or as a cover page where practicable, indicating that
the article discusses Off-Label information; and

(c) shall not be referred to or used in a Promotional manner.

5.23  Reprints Containing Off-Label Information regarding a Covered Product may
only be disseminated if approved by BIPI Medical to HCPS.

5.24  This section of the Judgment does not apply to reprints containing only incidental
references to Off-Label information. If reprints have an incidental reference to Off-Label
information, such reprints shall contain the disclosures required by Paragraph 5.22 (a) and
Paragraph 5.22 (b) in a prominent location, as defined above, and such incidental reference 1o
Oft-Label information shall not be referred to or used in a Promotional manner as prohibited by
Paragraph 5.22 (¢).

6. PAYMENT

6.1 No later than 30 days after the Effeqtive Date of this Judgment, BIPI shall pay a
total amount of Thirteen Million Five Hundred Thousand Dollars ($13,500,000) to be divided
and paid by BIPI directly to each Signatory Attorney General of the Multistate Working Group
in an amount to be designated by and in the sole discretion of the Multistate Executive
Committee. Of that amount, Vermont shall receive one hundred thirty thousand, eight hundred
sixty dollars and forty-one cents ($130, 860.41). Said payment shall be used by the States as
attorneys’ fees and other costs of investigation and litigation, or to be placed in, or applied to, the
consumer protection enforcement fund, including future consumer protection enforcement,
consumer education, litigation or local consumer aid fund or revolving fund, used to defray the

costs of the inquiry leading hereto, or any lawful purpose, at the sole discretion of each Signatory



Attorney General, and in Vermont, pursuant to the Constitution of the State of Vermont, Ch. II §
27 and 32 V.S.A. § 462. The parties acknowledge that the payment described herein is not a
fine, penalty, or payment in lieu thereof,

7. RELEASE

7.1 By its execution of this Judgment, the State of Vermont releases BIPI and all of
its past and present subsidiaries, predecessors, successors, assigns, parents, affiliates, each of
their current and former officers, directors, shareholders, employees, agents, contractors, and
attorneys (collectively, the Released Parties) from the following: all civil claims, parens patriae
claims, causes of action, damages, restitution, fines, attorney’s fees, costs, and penalties that the
Vermont Attorney General has asserted or could have asserted against the Released Parties under
the above-cited consumer protection statutes or any common law claims concerning unfair,
fraudulent, or deceptive trade practices other than those described in Paragraph 7.2 resulting
from the Covered Conduct up to and including the Effective Date.

7.2 Notwithstanding any term of this Judgment, specifically reserved and excluded
from the release in Paragraph 7.1 as to any entity or person, including Released Parties, are any
and all of the following:

(a) any criminal liability that any person and/or entity, including Released Parties,

has or may have to the State of Vermont;

(b)  any civil or administrative liability that any person and/or entity, including
Released Parties, has or may have to the State of Vermont not expressly covered
by the release in Paragraph 7.1 above, including, but not limited to, any and all of
the following claims:

(i) state or federal antitrust violations;



(i1) claims involving “best price,” “average wholesale price,” “wholesale
acquisition cost,” or any price-reporting practices;

(i)  Medicaid claims, including, but not limited to, federal Medicaid drug
rebate statute violations, Medicaid fraud or abuse, and/or kickback
violations related to any State’s Medicaid program:;

(iv)  state false claims violations; and

v) actions of state program payors of the State of Vermont arising from the
purchase of a Covered Product, except for the release of civil penalties
under 9 V.S.A. § 2451, et seq. of the CPA.

(c) any claims individual consumers have or may have under the CPA, and any
common law claims individual consumers may have concerning unfair, fraudulent
or deceptive trade practices, against any person and/or entity, including Released
Parties.

8. DISPUTE RESOLUTION

8.1 For the purposes of resolving disputes with respect to con;pliancc with this
Judgment, should any of the Signatory Attorneys General have a reasonable basis to believe that
BIPT has engaged in a practice that violates a provision of this Judgment subsequent to the
Effective Date of this Judgment, then such Attorney General shall notify BIPI in writing of the
specific objection, identify with particularity the provision of this Judgment that the practice
appears to violate, and give BIPI 30 days to respond to the notification; provided, however, that a
Signatory Attorney General may take any action if the Signatory Attorney General concludes
that, because of the specific practice, a threat to the health or safety of the public requires
immediate action. Upon receipt of written notice, BIPI shall provide a good-faith written

response to the Attorney General notification, containing either a statement explaining why BIPI



believes it is in compliance with the Judgment, or a detailed explanation of how the alleged
violation occurred and a statement explaining how BIPI intends to remedy the alleged breach.
Nothing in this section shall be interpreted to limit the state’s Civil Investigative Demand
(“CID”) or investigative subpoena authority, to the extent such authority exists under applicable
law, and BIPI reserves all of its rights in responding to a CID or investigative subpoena issued
pursuant to such authority.

8.2 . Upon giving BIPI 30 days to respond to the notification described above, the
Signatory Attorney General shall also be permitted reasonable access to inspect and copy
relevant, non-privileged, non-work product records and documents in the possession, custody, or
control of BIPI that relate to BIPI’s compliance with each provision of this Judgment pursuant to
that State’s CID or investigative subpoena authority. If the Signatory Attorney General makes or
requests copies of any documents during the course; of that inspection, the Signatory Attorney
General will provide a list of those documents to BIPL.

8.3 The Signatory Attorney General may assert any claim that BIPI has violated this
Judgment in a separate civil action to enforce compliance with this Judgment, or may seek any
other relief afforded by law, but only after providing BIPI an opportunity to respond to the
notification described in Paragraph 8.1 above; provided, however, that the Signatory Attorney
General may take any action if the Signatory Attorney General concludes that, because of the
specific practice, a threat to the health or safety of the public requires immediate action.

9. GENERAL PROVISIONS

9.1 BIPI shall not cause third parties, acting on its behalf, to engage in practices from
which BIPI is prohibited by this Judgment.

9.2 This Judgment does not constitute an approval by any of the Signatory Attorneys

General of BIPT’s business practices, and BIPI shall make no representation or claim to the



contrary.

9.3 Any failure by any party to this Judgment to insist upon the strict performan‘;e by
any other party of any of the provisions of this Judgment shall not be deemed a waiver of any of
the provisions of this Judgment, and such party, notwithstanding such failure, shall have the right
thereafter to insist upon the specific performance of any and all of the provisions of this
Judgment. This Judgment represents the full and complete terms of the settlement entered into
by the parties hereto. In any action undertaken by the parties, no prior versions of this Judgment
or any of its terms that were not entered by the Court in this Judgment, may be introduced for
any purpose whatsoever.

924 This Court retains jurisdiction of this Judgment and the parties hereto for the
purpose of enforcing and modifying this Judgment and for the purpose of granting such
additional relief as may be necessary and appropriate.

9.5 This Judgment may be executed in counterparts, and a facsimile or .pdf signature
shall be deemed to be, and shall have the same force and effect as, an original signature.

9.6  To the extent that any provision of this Judgment obligates BIPI to change any
policy(ies) or procedp.re(s) and to the extent not already accomplished, BIPI shall implement the
policy(ies) or procedure(s) as soon as reasonably practicable, but no later than 90 days after the
Effective Date of this Judgment.

9.7  The parties agree that neither of them shall be deemed the drafter of this Judgment
and that, in construing this Judgment,. no provision hereof shall be construed in favor of one
party on the ground that such provision was drafted by the other.

9.8 All notices under this Judgment shall be provided to the tollowing via email and

Overnight Mail:



For the State of Vermont:

Jill S. Abrams

Vermont Attorney General’s Office
109 State Street

Montpelier, VT 05609

For Boehringer Ingelheim Pharmaceuticals, Inc.:

Wick Sollers

King & Spalding LLP

1700 Pennsylvania Avenue, N.W.
Washington, DC 20006
wsollers@kslaw.com

IT IS SO ORDERED, ADJUDGED AND DECREED.

_M 26 2007

Date

M ew, YWiler Jeocdost
Pl‘eSIdl Jud €

Mary Mi eachout

JOINTLY APPROVED AND
SUBMITTED FOR ENTRY

FOR PYAINTIFF, STATE OF VERMONT
THOMAS J DObrOVAN JR.

WZ‘}L - Date:_::%éx Zd, 7\0/_/)

Jill S Abrams

Vermont i.ttorney General’s Office
109 Stdte Street

Montpelier, VT 05609




FOR BOEHRINGER INGELHEIM PHARMACEUTICALS, INC.

fo = SRR
By: OMM Date: g Z/I > ” 7

J. Sedwick Sollers, 11, Esq.
Mark Jensen, Esq.

Brandt A. Leibe. Esgq.
Dasiel C. Sake B’q;

King & Spalding LLP

Counsel for Boehringer Ingelheim Pharmaceuticals, Ine,

By: %—-——__’H__ B Date: lﬂ/(S/(;

Kevin A. Lumpkin, Esq.

SHEEHEY FURLONG & BEHM P.C.
30 Main Street, 6th Floor

P.O.Box 66

Burlington, VT 05402-0066

(802) 864-9891
klumpkin@sheeheyvt.com

Counsel for Boehringer Ingelheim Pharmaceuticals, Inc.



STATE OF VERMONT

SUPERIOR COURT
~ WASHINGTON UNIT
STATE OF VERMONT,
| Plaintiff, L O )
v. | ocketNo. ) 2] 57 (W n v
BOEHRINGER INGELHEIM
PHARMACEUTICALS, INC.,
Defendant.

FINAL CONSENT JUDGMENT'

Plaintiff the State of Vermont has filed a Complaint for a permanent injunction aﬁd other
relief in this matter pursuant to 9 V.S.A. § 2451, et seq. of the 'Vermont Consumer Protection Act
(“CPA”), and Plaintiff, by its counsel, and Defendant Boehringer Ingelheim Pharmaceuticals,
Inc. (BIPI), by its counsel, héve agreed to the entry of this Final Consent Judgment by the Court
without trial or adjudication of any issue of fact or law, and without finding or admission of
wrongdoing or liability of any kind of any violation of the CPA as alleged by Plaintiff.

1T IS HEREBY ORDERED THAT:
1. PARTIES

1.1 | Plaintiff, the State of Vermont is charged with the enforcement of the CPA.
12 Defendant, Boehringer Ingelheim Pharmaceuticals, Inc., is a Delaware

" corporation with its principal place of business at 900 Ridgebury Road in Ridgefield,



Connectiéut At all relevant times, BIPI did business in Verrﬂont by marketing, selling, and
" Promoting the drugs Aggrenox, Atrovent, Combivent, and Micardis (hereinafter the “Covered
Products™).

2. PREAMBLE

2.1 BIPI represents it voluntarily established a compliance program that is applicable
to all BIFI employees prior to the execution of this Judgment.

2.2 BIPI further represents its compliance prograﬁq includes a Compliance Officer; a
Code oi; Conduct; written policies and prqcedures; education and training initiatives; a disclosure
program that allows for confidential disclosure»and investigation of potential compliance
violations and appropriate disciplinary procedures; and regular internal auditing procedures.

3. FINDINGS

3.1 This Court has jurisdiction over the subjectvmatter of this lawsuit at_ldvover all
parties.

32  The terrﬁs of this Judgment shall be governed by theylaws of the State of Vermont.

33 Entry of this Judgment is in the public interest and reflects a negotiated agreement
among the Vparties.

3.4  The parties have agreed to resolve the issues resulting from the Covered Conduct
by entering into this Judgment.

3.5  BIPIis willing to enter into this Judgment regarding the Covered Conducf in
order to resolve the Signatory Attorney General’s concerns under the State Consumer Protection
Laws as to the matters addressed in this J udgment and thereby avoid significant expense,
inconvenience, an;l uncertainty.

3.6  BIPLis entering into this Judgment solely for the purpose of settlement, aﬁd

nothing contained herein may be taken as or construed to be an admission or concession of any



viQIation of law, or regulation, or of any other matter of fact or law, or of any liability or
wrongdoing, including allegations in the Complaint, all of which BIPI expressly denies. BIPI
does not admit’any violation of law, and does not admit any wroﬁgdoing that vlzas or could have
been alleged Ey the Signatory Attorney Generél before the date of the Judgment. No part of this
Judgment, including its statements and commitments, shall constitute evidence of any liability,
fault, or wrongdoing by BIPI.

3.7  This]J udgment shall not be construed or used as a waiver or limitation of any
defense otherwise available to BIPI in any actionf or of BIPI’s right to defend itself from, or
make any arguments in, any private individual, regulatory, governmental, or class claims 6r suits
relating to the subject matter or terms of this Judgment. Nothing in this Judgment shall waive,
release, or otherwise affect any claims, defenses, or positions BIPI may have in connection with
any investigations, claims, or other matters the State/Commonwealth is not releasing hereunder.
This Judgment is made without trial or adjudication of any iésue of fact or law or finding of
liability of any kind. It is the intent of the paﬁies that this Judgment shall not be binding or
admissible in any other matter, including, but not limited to, any‘investigation or litigation, other
than in connection with the enforcement of this Judgment. Unless otherwise provided under
state law, no part of this J udgmént shall create a private cause of action or confer any right to
any third party for violation of any federal or state statute except that a State may file an action to
enforce the terms of this Judgment. Notwithstanding the foregoing, the State of Vermont may
file an action to enforce the terms of this Judgment.

3.8 This Judgment (or any portion thereof) shall in no wéy be construed to prohibit,
limit, or restrict BIPI from making representations with respect to the Covered Products that are

permitted or authorized under federal law, the Federal Food, Drug & Cosmetic Act (“FDCA”),



- 21 U.S.C. § 301 et seq., U.S. Food and Drﬁg Administrétion (“FDA”) regulations, or FDA .
Guidances for Industry, currently issued or as revised. Further, the J udgmenf shall in no way
prohibit, limit, or restrict BIPI from making representations with respect to the Covered Products
that are required or authorized by, or consistent with the FDA-approved Labeling or prescribing
information, or by iany Investigational New Drug App.l‘ivcation, New Drug Application,
Supplemental New Drug Application, or Abbreviated New Drug Application filed ‘with the FDA
so long as the representation, taken in ifs entiréty, is not false, misleading or deceptive.
3.9  Nothing in tﬁis Judgment shall require BI?I to:
(a) take any action that is prohibited by the Food, Drug and Cosmetic Act, 21
US.C. § 301 et seq. (“FDCA”™) or any regulation promulgated thefeuhder, or
by the FDA; or
(b) fail to take any action that is required by .the FDCA or any regulatipn
promulgated thereunder, or by the FDA.

4. DEFINITIONS : -

The following deﬁnitions shall be used in construing this Judgment:

41  “BIPI rﬁeans Boehringer Ingelheim Pharmacéuticals, Inc., including all of its
past and present subsidiarieé, predecessors, successoré, and assigns. !

42  “BIPI Marketing” shall mean BIPI persanél responsible for marketing Covered
Products in the United States. | |

4.3 “BIPI Medical” shall mean BIPI personnel who are highly trained experts with
specialized scientific or medical knOV\;ledge whose roles involve the provision of specialized

medical or scientific information, scientific analysis, and/or scientific information to HCPs but

excludes anyone performing sales, marketing, or other commercial roles.



4.4 “BIPI Sales” shall mean the BIPI sales force responsible for sales of Covered
Products in the United States, including, but not liﬁlited to,'the' field force and all management
personnel such as district managers, regional managers, vice president(s) over sales, and
president over sales.

45 “Cleér(ly) and Conspicuous(ly)” shall mean, with respect to a disclosure or
information presented, that such information meets requirements of the FDCA, the requirenients
of FDA regulations, and the recommended actions in FDA Guidances for Industry, including
FDA’S “Guidance for Industry: Presenting Risk Informaﬁon in Prescriptionv Drug and Medical
" Device Promotion,” or as revised. |

4.6 “Covered Conduct” shall mean BIPI’s Promotional and marketing practices, and
dissemination of information and remuneration to HCPs regarding the Covered Products through
the Effectiﬁe Date of the Judgment.

4.7 “Cdvered Product” shall mean BIPI drugs: Aggrenox, Atrévent, Combivent, and
Micardis, which have all been approved By FDA.

4.8 “Effective Date” shall mean the date oxi which a copy of th.is Judgment, duly
executed by‘ BIPI and by the Signatory Attorney General, is approvéd by, and becomes a

Judgment of the Court.

49 | “FDA Guidances for Industry” shall mean documents, as currently drafted or as
revised,‘ issued by the FDA pursuant to 21 U.S.C. §371(h) that represent the FDbA’s current
thinking on a topic.

4.10 “HCP” shall mean any physician or other health care ﬁractitioner, who is licensed

to provide health care services or to prescribe pharmaceutical products.



4.11 “Labeling” shall mean all labels and other written, printed, or graphic matter (a)
upon any article or any of its containers or wrappers, or (b) accompanying such aﬁicle. :

4.12  “Medical Information Response(s)” shall mean a non-Promotional, scientific
communication to address an Unsolicited Request for medi‘cal information from a HCP.

4.13  “Multistate Execgtive Committee” éhall mean the Attorneys General and their
staffs representing Arizona, the District of Columbia, Illinois, Indiana, Kansas, Nevada,
Pennsylvania, Tennessee, and Texas.

4.14 “Mulﬁstate Working Group” shall mean -the‘Attorneys General ahd their staffs
representing Alabama, Alaska, Arizona, Arkansas, California, Colorado, Connecticut, Delaware,
the District of Cblumbia, Florida, Georgia, Hawaiil, 1daho, Illinois, Indiana, lowa, Kansas,
Kentucky, Louisiana, Maine, Maryland, Massaéhusetts, Michigan, Minnesota, Mississippi,
Missouri, Montana, NeBraska, Nevada, New Hampshire, New Jersey, New Mexico, New York,
North Carolina, North Dakota,’ Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island, South
Carolina, South Dakota, Tennessee, Texas, Utéhz, Vermont, Virginia, Washington, West
Virginia, Wisconsin, and Wyoming. |

4.15 “Off-Label” shall mean a use, including iﬁdication, dosage, population, and/or
method of administration, not consistent with the use approved By the FDA in the Labeling for a

Covered Product at the time information regarding such use was communicated, or at the time

the conduct occurred.

! Hawaii is being represented on this matter by its Office of Consumer Protection, an agency which is not part of the
state Attorney General’s Office, but which is statutorily authorized to undertake consumer protection functions,
including legal representation of the State of Hawaii. For simplicity, the entire group will be referred to as the
“Attorneys General,” and such designation, as it includes Hawaii, refers to the Executive Director of the State of
Hawaii Office of Consumer Protection. i

2 The Utah Attorney General’s Office represents the Utah Division of Consumer Protection (Division), the state
agency charged with enforcement of the Consumer Sales Practices Act, in this action, but is not a party itself. Asto
Utah, the definition of “Attorneys General” means the Utah Attorney General as counsel to the Division.



4.16 “Promotional,” “Promoting,” or “Promote” shall mean repl‘esentations~made to
 HCPs, patients, coﬁsﬁmers, payors, and other customers, about a Covered Product and other
practices intended to increase sales in the United States or that attempt to influence prescribing
practices of HCPs in the United Stétes, including direct-to-consumer.

4.17 “Promotional Materials” shaﬂ mean any item used to Promote a Covered Product.

4.18 “Promotional Speaker(s)” shall mean a HCP speaker engaged by or oﬁ behalf of
BIPI to Promote a Covered Product in the United States.

4.19  “Reprints Containing Off-Label Information” shall mean articles or reprints from
a séientiﬁc orv medical journal, as deﬁned in 21 C.F.R. 99.3(j), or reference publication, as
~ defined in 21 C.F.R. 99.3(i‘), describing an Off-Label use of a Covered Product.

420 “Signatory Attorney General” shall mean the Attorney General of Vermont, or his
authorized designee, who has agreed to this Judgment.

421 “State Consumer Protection Laws” shall mean the CPA.

422  “Unsolicited Request” shall mean a request for info‘rmation communicated to an
agent of BIPI that has not been prompted by or on behalf of BIPL.

4.23  Any reference to a written document shall mean a physical paper copy of t_hey |

document, an electronic version of the document, or electronic access to such document.



5. COMPLIANCE PROVISIONS
The following Compliance Provisions, Paragraphs 5.3 through 5.24, shall apply for five
(5) years from the Effective Date of this Judgment.

Promotional Activities

5.1 BIPI shall not make, or‘cause to be made, any written or oral claim that is false,
misleading, or deceptive regarding any Covered Product.

5.2 BIPI shall not represent that any Cévevred Product has any sponsorship, approval,
characteristics, ingredients, uses, benefits, quantities, or qualities that it does not have.

5.3 | BIPI shall not promote any Covered Product for any Off-Label use.

5.4 In Promotional Materials for Covered Products, BIPI shall Clearly and
Conspicuously disclose the risks associated with the Covered Products as set forth in the
products’ Labeling and shall presént information about effectivenesvfs and risk in a balanced
manner,

5.5 BIPI shall require that all Promotional Speakers for any Covered Product comply
with BIPI’s obligations contained in this Judgment.

5.6 BIPI shall notify BIPI Sales promptly of any warning letter received from the
FDA that affects the conduct of any sales representative in Promoting the relevant Covered
Product and shall promptly disseminate a deséription of fhe concerns described in the warning
letter.

5.7. BIPI shall not Promote a Covell'ed‘Product by misrepresenting any clinical

treatment guideline in a manner that suggests a Covered Product is approved for uses not

consistent with the FDA-approved prescribing information.



Product Sampling

5.8  BIPI shall provide samples of a Cover_ed Product only to those HCPs whose
clinical practice is consistent with the product’s FDA-approved Labeling. |

5.9 If a HCP whose clinical practice is inconsistent with a Covered Product’s
Labeling requests samples of that Covered Product, BIPI personnel shall refer the HCP to BIPI |

“Medical where the HCP can speak directly with a BIPI Medicél representative who will provide

answers to fhe HCP’s questions about the Covered Product, and BIPI may provide him/her with
samples only if appropriate (i.e., if the HCP requés’cs the samples for an FDA-aﬁproved [on; |
label] use).

Financial Incentives to BIPI Sales and/or BIPI Marketing

5.10  BIPI’s financial incentives shall be designed to ensure that BIPI Sales and/or BIPI
Marketing are not motivated to engage in improper Promotion, sales, and marketing of Covered

Products.
5.11 BIPI’s financial incentives shall not include mechanisms to provide incentive
compensation for sales that may indicate Off-Label use of any Covered Product.

" Dissemination and Exchange of Medical Information

: 5.12’ The content of BIPI’s communications concerning dff-Label uses of a Covered
Product shall not be false, misleading, or deceptive. BIPI shall not knowingly disseminate any
Medical Information Response, including one that describes any Off-Label use of a Covered
Product, unless such information and materials comply with the standards in applicable FDA
regulations and with recommendations in FDA Guidances for Industry. |

5.13  BIPI Sales and BIPI Marketing shall not develop Medical Information Responses

regarding a Covered Product.



5.14 Medical Information Responses to Unsolicited Requests for )Off—'Label
information regarding a Covered Product may be disseminated only by BIPI Medical, except in
circumstances implicating public health or safety issues.

5.15 BIPI Medical shall have ultimate responsibility for developing and approving all
Medical Informaﬁon Responses regarding a Covered Product. Additional appfovéls may be
provided by BIPI’s legal department. BIPI shall not distribute any such materials unless:

(a) clinically relevant information is included in these materials to provide.scieptiﬁé

balance;

(b) data in these matérials are presented in an unbiased, non-Promotional manner; and

() these materials are Clearly and ConspicuouslyAdistinguishable from sales aids and |

other Promotional Materials. | |

5.16 Nothing in this subsection shall prohibit BIPI Medical from disseminating -
materials that are permitted to be distributed under Federal law, Federal regulations, or FDA
published Guidance, unless false, misleading, or deceptive.

- Responses to Unsolicited Requests for Off-Label Information

5.17 If BIPI elects to respond to an Unsolicited Recjuest for Off-Label information
regarding a Covered Product, BIPI Medical shall provide specific, accurate, objective, and
scientifically balanced responses. Any such response shall not Promote a Covered Product for
any Off-Label use.

5.18  Any written BIPI response to an Unsolicited Request for Off-Label information
regarding a Covered Product shall be a Medical Information Résponse and shall include:

(a) a copy of the FDA-required Labeling, if any, for the Covered Prod-uct (e.g., FDA-

approved package insert and, if the response is for a consumer, FDA-approvéd

patient Labeling);



(b) - a prominent statement notifying the recipient that the F DA has not approved or
cleared the Covered Product as safe and effective for the Off-Label use addressed
in the accompanying materials;

(c) a prominent statement disclosing the uses for which FDA has approved or cleared
the Covered Product; and

(d) a report containing the results of a reasonable literature search using terms from
the request.

5.19 BIPI Sales and BIPI Marketing may respond orally to an Unsolicited ReQuest for
Off-Label information regarding a Covered Product only by offering to refer the request to BIPI
Medical or by offering to put the HCP in touch with BIPI Medical.

Reprints Containihg Off-Label Information

5.20 BIPI shall not disseminate information describing any Off-Label or unapproved
use of a Covered Product, lyi'nl‘ess such information and materials comply with the standards in
applicable FDA regulations and with recommendations in FDA Guidances for Industry,
including FDA’s “Guidance for Industry: Responding to Unsolicited Requests for Off-Label
Information About Prescription Drugs and Medical Devices” and FDA’s Z‘Guidance for Industfy:
Distributing Scientific and Medical Publications on Unapproved New Uses — Recommended
Practices,” or as revised.

5.21  BIPI Medical shall be reSponsible for the identification, selection, approval and
dissemination of Reprints Containing Off—Labél Information regarding a Covered Product.

5.22 Reprints Containing Off-Label Information regarding a Covered Product:

(a) shall be accompanied by the FDA approved Labeling for the Covered Product or

a prominently displayed and Clearly and Conspicuously described hyperlink that



will prbvide the reader with such information;

(b) shall contain a Clear and Conspicuous disciosure ina prominent location, which
would include the first page or as a cover page where practicable, indicating that
the article discusses Off-Label information; and

(c) shall not be referred to or used in a Promotional manner.

5.23  Reprints Containing Off-Label Information regarding a Covered Product may
‘only be disseminated if approved by BIPI Medical to HCPS.

5.24  This section of the Judgmeﬁt does not apply to reprints containing only incidental
references to Off-Label information. If reprints have an incidental reference to Off-Label
inférmatiori, such reprints shall contain the disclosures required by Paragraph 5.é2 (aj and
Paragraph 5.22 (b) in a prominent location, as defined above, and such incidental reference to

"Off-Label information shall not be referred to or used in a Promotional manner as prohibited by
| Paragraph 5.22 {c). |
6. PAYMENT

| 6.1 vNo later than 30 days after the Effegtive Date of this Judgment, BIPI shall pay a
total arnouht of Thirteen iMillion Five Hundred Thousand Dollars ($1 3,500;000) to be divided
and paid by BIPI directly to each Signatory Attorney Genéral éf the Multistate Working Group
in an amount to be designated by and in the sole discretion of the Multistate Ex;ecutive
Committee. Of that amoimt,.Vermont shall receive one hundred thirty thousand, eight hundréd
sixty dollars and forty-one cents ($13A0, 860.41). Said payment shall be used by the Statés as
atforneys’ fees and other costs of investigation and litigation, or to be placed in, or applied to, the
consumer profectidn enforcement fund, including future consumer protection enforcément,
consumer education, litigation or focal consumer aid fund or revblving fund, used to defray the

costs of the inquiry leading hereto, or any lawful purpose, at the sole discretion of each Signatory



Attorney General, and in Vermont, pursuant to the Constitution of the State of Vermont, Ch. IT §
27 and 32 V.S.A. § 462. The parties acknowledge that the payment described herein is not a
- fine, penalty, or payment in lieu thereof.

7. RELEASE

7.1 - By its execution of tiliS Judgment, the State of Vermont releases BIPI and all of
its paSt and present subsidiaries, predecessors, successors, assigns, parents, affiliates, each of
their current and former officers, directors, shareholders, employees, agents, contfactors, and
attorneys (collectively, the Released Palties) from the following: all civil claims, parens patriae
claims, causes of action, damages, restitution, fines, attorney’s fees, costs, and penalties that the
Vermont Attorney General has asserted or could have asserted against the Released Parties under
the above-cAitedy consumer protection statutes or any common law claims concerning unfair,
fraudulent, or deceptive trade practices other than those described in Paragraph 7.2 resulting
from the Covered Conduct up to and including the Effective Date.

7.2  Notwithstanding any term of this Judgment, specifically reserved ﬁand,excluded
from the releése in Paragraph 7.1 as to a‘ny‘entity or person, including Released Parties, are any
and all of the following:

(a) any criminal liability that any person and/or entity, including Released Parties,

has or may have to the State of Vermont;

(b) any civil or administrative liability that any person and/or entity, including
Released Parties, has or may have to the Stafe of Vermont not expressly covered
by the release in Paragraph 7.1 abpve,,including, but not limited to, any and all of
the following claims:

(i)  state or federal antitrust violations;



L1

(i1) claims involving “best price,”‘ “average wholesale price,” “wholesale

acquisition cost,” or any price-reporting practiees;

(i)~ Medicaid claims, including, but not limited to, federal Medicaid drug
rebate statute violations, Medicaid fraud or abﬁse, and/or kickback
violations related to any State’s Medicaid program;

(iv)  state false ciaims violations; and

v) actions of state program payors of the State ef Vermont arisiné from the
purchase of a Covered Product, except for the release of civil penalties
under 9 V.S.A. § 2451, et seq. of the CPA.

(©) any claims individual consumers have or may haveiu’nder the CPA, and any
common law claims individual consumers may have concerning unfair, fraudulent
or deceptive trade practices, against any person and/or entity, including Released
Parties. |

8. DISPUTE RESOLUTION

8.1 For the purpoées of resolving dieputes with respect to con;p]iance with this
Judgment, should any of the Signatory Attorneys General have a reasonable basis to believe that
BIPI Has engaged in a practice that violates a provision of this Judgment subsequent to the
Effective Date of this Judgment, then such Attorney General shall notify BIPI in writing of the
~ specific objection, identify with particularity the prevision of this Judgmeﬁt that the practice
appears to violate, and give BIPI 30 days to respond to the notification; provided, however, fhat a
Signatory Attorney General may take any action if the SignatoryiAttorney General concludes
that, because of the specific practice, a threat to the health or safety of the public requires
‘immediate action. Upon receipt of written notice, BIPI shall‘ provide a good-faith written

response to the Attorney General notification, containing either a statement explaining why BIPI



believes it is in compliance with the Judgment, or a detailed explanation of how the alleged
violaﬁon occurred and a statement explaining how BIPI intends to remedy the alleged breach.
Nothing in this section shall be intérpreted to limit the state’s Civil Investigative Demand
: (“CIDf’) br investigative subpoena authority, to the extent such authority exists under applicable
law, and BIPI reserves all of its rights in responding to a CID or investigative subpoena issued
pursuant to such authority. |

8.2 - Upon ‘giviﬁg’ BIPI 30 days to respond to the notification described above, the
Si gﬁatoty Attorney General shall also be permitted reasonable access to inspect and copy
relevant, non-privileged, non-work product records and documents in the possession, custody, or
control of BIPI that relate to BIPI’s compliance with each provision of this Judgment pursuant to
that State’s CID or investigative subpoena authority. If the Signatory Attorney General makes or
requests copies ‘of aﬁy documents during the course; of that inspection, the Signatory Attorney
Géneral will provide a list of those documents to BIPL |

8.3 The Signatory Attorney General may assert any claim that BIPI has violated this
Judgment in a separate civil action to enforce compliance with this Judgment, or may seek any
other relief afforded by law, but only after providing BIPI an opporfunity to respond to the
notification described in Paragraph 8.1 above; provided, however, that the Signatory Attorney
General may take any action if thé Signatory Attorney General concludes that, because of the
specific practice, a th‘reat to the health or safety of the public requires immediate action.

9. GENERAL PROVISIONS

9.1 BIPi shall not cause third parties, acting on jts behalf, 0 engage in practices from
which BIPI is prohibited by this Judgment.

9.2 This Judgment does not constitute an approval by any of the Signatory Attorneys

General of BIPI’s business practices, and BIPI shall make no representation or claim to the



contrary.

9.3 Any failure by any party to this Judgment to insist upon the strict performan;e by
any other party of any of the provisions of this Judgment shall not be deemed a waiver of any of
the provisions of this Judgment, and such party; notwithstanding such failure, shall have the right

thereafter to insist upon the specific performance of any and all of the provisions of this
Judgment. This Judgment ‘represents the full and complete terms of the settlement entered into
by the parties hereto. In any action undertakeh by the parties, no prior versions of this Judgment
or any of its terms that were not entered by the Court in this Judgment, may be introduced for
any purpose whatsoever. |

| 94  This Court retains j urisdiction of this J udgment and the parties hereto for the

purpose of enforcing and modifying this Judgment and for the purpose of granting such
additioﬁal relief as may be necessary and appropriate,‘ |

9.5 This Judgment may be executed in counterparts, and a facsimile or .pdf signature

~ shall be deemed to be, and shall have the same force and effect as, ah original signature.

9.6  To the extent that any provision of this Judgment obligates BIPI to change any
policy(ies) or procedure(s) and to the extent not already accomplished, BIPI shall implement the
policy(ies) or procedure(s) as soon as reasonably practicable, but no later than 90 days after the
Effective Date of this J ﬁdgment.

9.7  The parties agree that neither of them shall be deemed the drafter of this Judgment
ahd that, in construing this Judgment,‘ no provision hereof shall be construed in favor of one
part}'l on the ground that such provision was drafted by the other. |

9.8  All notices under this Judgment shall be provided to the following via email and

Overnight Mail:



For the State of Vermont:

Jill S. Abrams

Vermont Attorney General’s Office
109 State Street

Montpelier, VT 05609

For Boehringer Ingelheim Pharmaceuticals, Inc.:

. Wick Sollers _

King & Spalding LLP

1700 Pennsylvania Avenue, N.W.
Washington, DC 20006
wsollers@kslaw.com

IT IS SO ORDERED, ADJUDGED AND DECREED.

Date

Presiding Judge

JOINTLY APPROVED AND
SUBMITTED FOR ENTRY

\

Date: %C\ Z(j/ ZLO/Q

. JJ,, '
Jill S/ Abrarhs
VermontAttorney General’s Office
109 Stdte Street

- Montpelier, VT 05609



FOR BOEHRINGER INGELHEIM PHARMACEUTICALS, INC.

vy,

, /
Date: / z/fﬁ// 7

J. Sedwick Sollers, ITI, Bsq.
Mark Jensen, Esq.
Brandt A. Leibe. Esq.
Daniel C, Sale, Esq.

King & Spalding LLP

Counsel for Bochringer Ingelheim Pharmaceuticals. Ine.

0
S l Q/ t
By: Date:

=
Y

Kevin A. Lumpkin, Esq.

SHEEHEY FURLONG & BEHM P.C.
30 Main Street, 6th Floor

P.O. Box 66

Burlington, VT 05402-0066

(802) 864-9891
klumpkin@sheeheyvt.com

Counsel for Boehringer Ingelheim Pharmaceuticals, Inc.
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STATE OF VERMONT
SUPERIOR COURT
WAMHINGTON.UNIT,

In Re; CHARLES DESAUTELS . _) CIVIL DIVISIQN
S Docket No. R5 /=4~ /7 L)yer.

ASSURANCE OF DISCONTINUANCE

The State of Vermont, by and through Vermont Attorney General Thomas J.
Donovan, Jr., and Charles Desautels (‘;Respondent”), hereby enter into this Assurance of
Discontinuance (“AOD”) pursuant to 9 V.S.A. § 2459.

Regulatory Framework

1. Lead-based paint in housing, the focus of the Vermont lead law, is a leading cause of
childhood lead poisening, which can result in adverse health effects, including
decreases in 1Q,

2. All paint in pre-1978 housing is presumed to be lead-based unless a certified
iHSpecto.r has determined that it is not lead-based. 18 V.S.A. § 1759(a).

3. All paint in rental target housing is “presumed to be lead-based unless a lead
inspector or lead risk assessor has determined that it is not lead-based.” 18 V.S.A. §
1760(a).

4. The lead law requires that essential maintenance practices (“EMPs™) specified in
18 V.S.A. § 1759 be performed at all pre-1978 rental housing.

5. EMPs include, but are not limited to, installing window well inserts, visually
inspecting properties at least annually for deteriorated paint, restoring surfaces to be

free of deteriorated paint within 30 days after such paint has been visually identified
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or reported to the owner, and posting. lead-based paint hazard information in a
prominent place. 18 V.S.A. § 1759(a) (2), (4) and (7).

6. The EMP fequirernents also mandate that an owner of rental target housing file
affidavits or compliance statements attesting to EMP performance with the Vermont-
Department of Health and with the owner’s insurance carrier. 18 V.S.A. § 1759(b).

7. A violation of the lead law requirements may result in‘a maximum cﬁvil penalty éf
$10,000.00. 18 V.S.A. § 130(b)(6). Each day that a violation continues is a separate
violation. 18 V.8.A. § 130(b)(6).

8. The Vermont Consumer Protection Act, 9 V.S.A Chapter 63, prohibits unfair and
deceptive acts and practices, which includes the offering for rent, or the renting of,
target housing that is noncompliant with the lead law.

9. Violations of the Consumer Protection Act are subject to a civil penalty of up to
$10,000.00 per violation. 9 V.S.A. § 2458(b)(1). Each day that a violation continues
is a separate violation,

Respondent’s Rental Housing and Lead Compliance Practices

10. Respondent is the owner of thirteen rental properties located in Richford and
Enosburg Falls, Vermont (see Attachment A, collectively hereafter “the Properties™).

11. The Properties were all constructed prior o 1978, and therefore, are pre-1978 “rental
target housing” within the meaning of the Vermont lead law, 18 V.S.A. § 1751(23),
and are all subject to the requirements of 18 V.S.A. Chapter 38.

12. Respondent has in the past and continues presently to rent and offer for rent units in

the Properties.
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13. On May 19, 2015 the Vermont Department of Health sent a “Notice of Non-
Compliance” indicating that Respoﬂdent had not filed an “EMP Rental Property
Compliance Statement” for the Properties. The Department allowed for 30 days for
Respondent to file the necessary statements.

14. Respondent did not file the EMP compliance statements within 30 days.

I5. As of January 2017, Respondent has not filed current EMP compliance statements
for all of the Properties.

16. Respondent admits the truth of the facts described in 9 10-15.

The State’s Allegations

17. The Vermont Attorney General’s Office alleges the following violations of the
Consumer Protection Act and Lead Law:

a. Failing to file EMP compliance statements for rental properties.

18. The State of Vermont alleges that the above behavior constitutes unfair and
deceptive acts and practices under 9 V.S.A. § 2453,

Assurances and Relief

In lieu of instituting an action or proceeding against Respondent, the Attorney General
and Respondent are willing to accept this AOD pursuant to 9 V.S.A. § 2459. Accordingly,
the parties agree as follows:

19. Respondent shall fully and timely comply with the requirements of the Vermont lead
law, 18 V.5.A., Chapter 38, as long as they maintain any ownership or property
management interest in the Properties and in any other pre- 1'978‘ rental housing in
which they currently have, or later acquire, an ownership or property management

interest.




20. By May 15, 2017, Respondent shall complete all EMP inspections and work of the
Properties (as specified in 18 V.5.A. § 1759), giviﬁg priority to the Properties where
a child age 6 or under is residing. Pursuant to 18 V.S.A. § 1759(a)(3), exterior work
of the properties may be postponed until May 31, 2017, so long as access to exterior
surfaces and comﬁonents of thé Properties with lead hazards and areas directly below
the deteriorated surfaces are clearly restricted. All interior work must be completed
by the May 15, 2017 deadline.. If Respondent requires additional time to complete
the work, Respondent will contact the Attorney General’s Office befor.e the
expiration of the above deadlines and provide a detailed justification for any
extension.

21. Within one week of completion of the EMP wérk at the Properties described in the
paragraph above, Respondent will file with the Vermont Department of Health,
Respondent’s insurance carrier and with the Office of the Attorney General, a
completed EMP compliance statement for all Properties, and will give a copy of the
compliance statement to an adult in each rented unit of all Properties. The copy for-
the Office of the Attorney General shall be sent to: Justin Kolber, Assistant Attorney
General, Office of the Attorney General, 109 State Street, Montpelier, Vermont
05609,

22. In the event Respondent wishes to rent a unit which becomes vacant in any of

Office of the | Respondent’s pre-1978 rental housing before such housing is made EMP compliant,
ATTORNEY '
GENERAL Respondent shall provide advance written notice of the intent to rent to the Office of
109 State Street -
Monfg;l:g, vr the Attorney General at the address listed above. Respondent’s advance written

notice shall also: (1) verify that the interior of the specific unit to be rented is EMP
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23,

24.

25.

compliant; (2) provide an update as to any remaining EMP work to be performed at
the property, including the date by which the entire property will be EMP compliant.
Otherwise, Respondent shall not rent, of offer for rent, any unit which becomes
vacant in any of property owned or managed by Respondent that is not EMP
compliant until such time as the EMP work is complete and the EMP compliance
statement is distributed as described above.
Respondent -shaii pay the sum of $15,000 in civil penalties and costs for the failure to
file EMP compliance statements, as follows:
a.Respondent shall pay three thousand dollars by May 31, 2017 and two
thousand dollars by September 30, 2017. 'All payments shall be a single check
payable to the c"\State of Vermont™ and sent to the Office of the Attorney
General at the address listed in paragraph 21; and
b. Respondent shall expend at least ten thousand déllars ($10,000), including the
actual cost of materials and the actual cost of labor, on lead haza:rd reduction
improvements at any or all of the Properties described herein.
Respondent shall pay the costs of any follow-up compliance inspections as
determined by the Attorney General’s Office.
Other Terms
This AOD is binding on Respondent, however, sale of any pre-1978 rental property
may not occur unless Respondent has complied with all obligations under this AOD,
or this AOD is amended in writing to transfer to the buyer or other transferee all

remaining obligations.
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26. Transfer of ownership of any of Respondent’s pre-1978 rental propertics sha;ll be
consistent with Vermont law, includiﬁg the provisions of 18 V.S.A. § 1767
specifically relating to the transfer of ownership of pre-1978 rental housing.

27. This AOD shall not affect marketability of title.

28. Nothing in this AOD in any way affects RéSpondent’s other obligations under state,
local, or federal law.

29. In addition to any other penalties or relief which might be appropriate under
Vermont law, any future failure by Respondent to comply with the terms of this
AOD shall be subject to a liquidated civil penalty paid to the State of Vermont in the

amount of at least 5,000 and not more than $10,000.

***SIGNATURES APPEAR ON NEXT PAGE**#*
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DATED at Mantpelicr, Vermont this { duy of April, 2017.
STATE OF VERMONT

THOMAS ). DONOVAN, JR. -
ATTORNEY GENERAL

By: m Z"‘*‘v
Austin Kolber - .
Assistant Attomey General -
Office of the Attomey General
105 State Street
Montpelier, VT 0560%
(802) 828-3620

. Justin lolber@vermont.gov

DATED at ﬁ 7'2"4*74" ’ Vermont this / Z day of April, 2017.
CHARLES DESAUTELS

By:

Charles Desautels

Claude J Desautols
PO Box 334
Richford VT 0gq76
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Attachment A w—IList of Respondent’s Rental Properties in Richford and Enosburg Falls, VT

oy

512 East Richford Slide Road
14 Elm Avenue
278 Golf Course Road
215 Main Street
145 Province Street
5 River Street
11 River Street
50 River Street
60 River Street
. 13 Troy Street

e AL e B

— =
—_ O

. 49 Troy Street
. 487 Main Street, Enosburg Falls
13. 123 Elm Street, Enosburg Falls

—
[y ]

Total: 13 properties




Office of the
ATTORNEY
GENERAL
109 State Street
Montpelier, VT
05600

“Piscontinuance (“AOD”) pursuant to 9 V.S.A. § 2459.

STATE OF VERMONT -
SUPERIOR COURT v
WASHINGTON UNIT 7

g
AR LmL

In Re: CHRISTOPHER WILK

) CIVIL DIVISION
) Docket No.

ag Ol v

ASSURANCE OF DISCONTINUANCE

The State of Vermont, by and through Vermont Attorney General Thomas J.

Donovan, Jr., and Christopher Wilk (“Respondent”), hereby enter into this Assurance of

Regulatory Framework

1 Lead—baéed paint in housing, the focus of the Vermont lead law, is a leading cause of
childhood lead poisoning, which can result in adverse health effects, including
decreases in 1Q.

2. All paint in pre-1978 housing is presumed to be ieédubased unless a certified
inspector has determined that it is not Iead-based'. 18 V.S.A.§ 175 9(a).

3. All paint in rental target housing is “presumed to be lead-based unless a lead
inspector or lead risk assessor has determined that it is not lead-based.” 18 V.S.A. §

1760(a).

4. The lead law requires that essential maintenance practices (“EMPs”) specified in

18 V.S.A. § 1759 be performed at all pre-1978 rental housing.
5. EMPs include, but are not limited to, installing window well inserts, visually

inspecting properties at least annually for deteriorated paint, restoring surfaces to be

" free of deteriorated paint within 30 days after such paint has been visually identified
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or reported to the owner, and posting lead-based paint hazard information in a

prominent place. 18 V.S.A. § 1759(a) (2), (4) and (7).

- The EMP réquirements also mandate that an owner of rental target housing file

affidavits or compliance statements attesting to EMP performance with the Vermont
Department of Health a;nd with the owner’s insurance carrier. 18 V.S.A, § 1759(b).
A violation of the lead law requirements may result in a maximum civil penalty of
$10,000.00. 18 V.S.A. § 130(b)(6). Each day that a violation continues is a separate

violation. 18 V.S.A. § 130(b)(6).

. The Vermont Consumer Protection Act, 9 V.S.A Chapter 63, prdhibits unfair and

deceptive acts and practices, which includes the offering for rent, or the renting of,

target housing that is noricompiiant with the lead law.

. Violations of the Consumer Protection Act are subject to a civil penalty of up to

$10,000.00 per violation. 9 V.S.A. § 2458(b)(1). Each day that a violation continues

is a separate violation.

Respondent’s Rental Housing and Lead Compliance Practices

10. Respondent is the owner of at least one rental property, containing 7 renta) units,

located at 51 West Street located in Rutland, Vermont (“the Propeﬁy”).

11. The Property was constructed prior to 1978, and therefore, is pre-1978 “rental target

housing” within the meaning of the Vermont lead law, 18 V.S.A. § 1751(23),1 and 1s

all subject to the requirements of 18 V.S.A. Chapter 38.

12. Respondent has in the past and continues presently to rent and offer for rent units in

the Property.
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13. On January 9, 2017, Respondent filed with the Vérmont Department of Health an
“EMP Rental Property Compliance Statement” for 51 West Street.

14. The EMP Statement represented that Respondent performed EMPs at 51 West Street
on September 12, 2016.

15. The EMP Statement specifically certified that Respondent:

a. visually inspected exterior surfaces and outbuildings;

b. stabilized exterior paint; and

¢. did not identify deteriorated paint exceeding 1 square foot on exterior surfaces
of the buildings. |

16. The EMP Statement was signed by Christopher Wilk and certified .that “all
information provided on this form is true and accurate” and acknowledged that
“providing false, incomplete or inaccurate information on this form is unlawful and
is punishable by civil and criminal penalties pursﬁant to Vermontllaw.”

17. On January 17, 2017, Vermont Department of Health staff inspected the exterior of
51 West Street and documented (via photographs) deteriorated paint exceeding more
than 1 square foot on the property’s exterior surface.

1.8. Respondent admits the truth of the facts described in 9§ 10-17.

The State’s Allegations

19. The Vermont Attorney General’s Office alleges the following violétions of the
Consumer Protection Act and Lead Law:

a. Submitting a false EMP complianpe'statement and inaccurately representing

that the property was in compliance with the lead law.
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20,

The State of Vermont alleges that the above behavior constitutes unfair and
deceptive acts and practices under 9 V.5.A. § 2453.

Assurances and Relief

In lieu of instituting an action or proceeding against Respondent, the Attorney General

and Respondent are willing to accept this AOD pursuant to 9 V.S.A. § 2459. Accordingly,

the parties agree as follows:

21.

22,

Respondent shall fully and timely comply with the requirements of the Vermont lead
law, 18 V.S.A., Chapter 38, as long as they main_tain any ownership or property
management interest in the Properties and in any other pre-1978 rental housing in
which they currently ha\}e, or later acquire, an ownership or property management
interest.

By June 20, 2017, Respondent shall provi&e to the Attorney General’s Office a
detailed plan for completing all EMP inspections and work of the Properties (as
specified in 18 V.S.A. § 1759), including the names of EMP»cértiﬁed contractors
that she has contacted or will contact and estimated timeframes to complete the EMP
work. By June 30, 2017, all exterior EMP work of the Properties shall be completed
in a lead-safe manner in accordance with 18 V.S.A. § 1760. If Respondent requires
additional time to complete the work, Respondent will contact the Department of
Health to request an extension of time agreement before the expiratioﬁ of the above
deadlines and provide a detailed justification for any extension. Any extension will
be granted only for the exteri_or of the Properties; all interior work must be completed

promptly.
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23,

24.

25

Within one week of completion of the EMP work at the Properties described in the
paragraph above, Respondent will file with the Vermont Department of Health,
Respondent’s insurance cartier and with the Office of the Attorney General,. é
completed EMP compliance statement for all Properties, and will give a copy of the
compliance statement to an adult in each rented unit of all Properties. The copy for

the Office of the Attorney General shall be sent to: Justin Kolber, Assistant Attorney

'General, Office of the Attorney General, 109 State Street, Montpelier, Vermont

05609.

In the event Respondent wishes to rent a unit which becomes vacant in any of
Respondent’s pre-1978 rental housing before such housing is made EMP cﬁmpliant,
Respondent shall provide advance written notice of the intent to rent to the Office of
the Attorney General at the address listed above. Respondent’s advance written
notice shall also: (1) verify that the interior of the specific unit to be rented is EMP
compliant; (2) provide an update as to ahy remaining EMP work to be performed at
the property, including the date by which the entire property will be EMP compliant.
Otherwise, Respondent shall not rent, or offer for rent, any unit which becomes
vacant in any of property owned or managed by Respondent that is not EMP
compliant until such time as the EMP work is complete and the EMP compliance

statement is distributed as described above.

. Respondent shall pay the sum of $5,000 in civil penalties and costs for the filing of a

false EMP compliance statement. Based on Respondent’s demdnstratec} inability to
pay the full penalty and upon review of financial information provided to the State

by Respondent, the State agrees to accept a reduced penalty of $500. Payment of the
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26.

27.

28.

29.

30.

$500 shall be made to the “State of Vermont” and sent to the following address:
Justin E. Kolber, Assistant Attorney General, Office of the Attorney General, 109
State Street, Montpelier, Vermont 05609. Respondent shall also expend at least
three thousand dollars ($3,000), including the actual cost of materira}s and the actual
cost df labor, on lead hazard reduction improvements at the Property described
herein.

Other Terms
This AOD is binding on Respondent, however,.sa]e of any pre-1978 rental} property
may not occur unless Respondent has complied with all obligations under this AOD,
or this AOD is amended in writing to transfer to the buyer or other transferee all
remaining obligations.
Transfer of ownership of any of Respondent’s pre-1978 rental properties shall be
consistent with Vermont law, including the provisions of 18 V.S.A. § 1767
specifically relating to the transfer of ownership of pre-1978 rental housing.
This AOD shall not affect métrketability of title.
Nothing in this AOD in any way affects Respondent’s other obligations under state,
local, or federal law.
In addition to any other penalties or relief which might be appropriate under
Vermont law, any future failure by Respondent to comply with the terms of this
AOD shall be subject to a liquidated civil penalty paid to the State of Vermont in the

amount of at least $5,000 and not more than $10,000.

+#+S[GNATURES APPEAR ON NEXT PAGE*#*
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DATED at Montpelier, Vermont this I ) day of June, 2017.
STATE OF VERMONT

THOMAS J. DONOVAN, JR.
ATTORNEY GENERAL

| gz
By: % —
fustin E. Kolber
Assistant Attorney General
Office of the Attorney General
109 State Street
Montpelier, VT 05609
(802) 828-5620

tustin kolber@vermont.gov

DATED at Mﬁ sz é’{iﬁ Y/ Ws & day of June, 2017.

CHRISTOPHER WILK
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STATE OF VERMONT

SUPERIOR COURT
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e

ASSURANCE OF DISCONTINUANCE

[
[

The State of Vermont, by and through Vermont Attorney General Thomas J.

Donovan, Jr., and David Bushey (“Respondent™), hereby enter into this Assurance of

Discontinuance (“AOD”) pursuant to 9 V.S.A. § 2459.

Regulatory Framework

1.

Lead-based paint in housing, the focus of the Vermont lead law, is a leading cause of
childhood lead poisoning, which can result in adverse health effects, including
decreases in IQ.

All paint in pre—19l78 housing is presumed‘to be lead-based unless a certified
inspector has determined that it is not lead-based. 18 V.S.A. § 1759(a).

All paint in rental target housing is “presumed to be lead-based unléss alead
inspector or lead risk assessor has determined that it is not lead-based.” 18 V.S.A. §
1760(a). | |

The lead law requires that essential maintenance practices (“EMPs”) specified in

18 V.S.A. § 1759 be performed at all pre-1978 rental housing.

- EMPs include, but are not limited to, installing window well inserts, visually

inspecting properties at least annually for deteriorated paint, restoring surfaces to be

free of deteriorated paint within 30 days after such paint has been visually identified
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or reported to the owner, and posting lead-based paint hazard information in a
prominent place. 18 V.S.A. § 1759(a) (2), (4) and (7).

6. The EMP requirements also mandate that an owner of rental target housing file
affidavits or compliance statements attesting to EMP performance with the Vermont
Department of Health and with the owner’s insurance carrier. 18 V.S.A. § 1759(b).

7. A violation of the lead law requirements may result in a maximum civil penalty of
$10,000.00. 18 V.S.A. § 130(b)(6). Each day that a violation continues is a separate
violation. 18 V.S.A. § 130(b)(6).

8. The Vermont Consumer Protection Act, 9 V.S.A Chapter 63, prohibits unfair and
deceptive acts énd practiccé, which includes the offering for rent, or the renting of,
target housing that is noncompliant with the lead law.

9. Violations of the Consumer Protection Act are subject to a civil penalty of up to
$10,000.00 per violation. 9 V.S.A. § 2458(b)(1). Each day that a violation continues
1s a separate violation. |

Respondent’s Rental Housing and Lead Compliance Practices

10. Respondent is the owner of seven rental properties located at: 42 Cedar Street; 44
Cedar Street; 46 Cedar Street; 24 Huntingfon Street; 26 Huntington Street; and 17
Walnut Street, all located in St. Albans (collectively, “the Properties™).

11. The Properties were all Eonstructed prior to 1978, and therefore, are pre-1978 “rental
target housing™ within the meaning of the Vermont lead law, 18 V.S.A. § 1751(23),
and are all subject to the requirements of 18 V.S.A. Chapter 38. |

12. Respondent has in the past and continues presently to rent and offer for rent units in

the Properties.
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13. On November 29, 2016, the Vermont Departfnent of Health sent a “Notice of Non-
Compliance” indicating that Respondent had not filed an “EMP Rental Property
Compliance Statement” for the properties at 42-46 Cedar Street. The Department
allowed for 30 dafys for Resporident to file the necessary statements.

14. Respondent did not respond to the 30-day Notice, and did not file EMP compliance
statements within 30 days.

15. As of June 2017, Respondent has not filed current EMP compliance statements for
all six rental properties.

16. Respondent admits the truth of the facts described in 9§ 10-15.

The State’s Allegations

17. The Vermont Attorney General’s Office alleges the following violations of the
Consumer Protection Act and Lead Law:

a. Failing to file EMP compliance statements for rental properties.

18. The State of Vermont alleges that the above behavior constitutes unfair and
deceptive acts and practices under 9 V.S.A. § 2453.

Assurances and Relief

In lieu of instituting an action or proceeding against Respondent, the Attorney General
and Respondent are willing to accept this AOD pursuant to 9 V.S.A. § 2459. Accordingly,
the parties agree as follows: |

19. Respondent shall fully and timely comply with the requirements of the Vermont lead
law, 18 V.S.A., Chapter 38, as long as they maintain any ownership or property

management interest in the Properties and in any other pre-1978 rental housing in
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20.

21.

22,

which they currently Ahave, or later acquire, an ownership or property management
interest.

By July 31, 2017, Respondent shall complete all EMP inspections and work of the
Properties (as specified in 18 V.S.A. § 1759), giving priority to the Properties where
a child age 6 or under is residing. If Respondent requires additional time to complete
the work, Respondent will contact the Attorney General’s Office before the
expiration of the above deadlines and provide a detailed justification for any
extension.

Within one week of completion of the EMP work at the Properties described in the

ﬁparagra<ph above, Respondent will file with the Vermont Department of Health,

Respondent’s insurance carrier and with the Office of the Attorney General, a
completed EMP compliance statement for all Properties, and will give a c’opy of the
compliance statement to an adult in each rented unit of all Properties. The copy for
the Office of the Attorney Gengral shall be sent to: Justin Kolber, Assistant Attorney
General, Office of the Attorney General, 109 State Street, Mohtpélier, Vermont
05609.

In the event Respondent wishes to rent a unit which becomes vacant in any of
Respondent’s pre-1978 rental housing before such housing is made EMP compliant,
Respondent shall provide advance written notice of the intent to rent to the Office of
the Attorney General at the address listed above. Respondent’s advance written
notice shall also: (1) verify that the interior of the specific unit to be rented is EMP
compliant; (2) provide an update as to any remaining EMP work to be performed at

the property, including the date by which the entire property will be EMP compliant.
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23.

24.

25.

Otherwise, Respondent shall not rent, or offer for rent, any unit which becomes
vacant in any of property owned or managed by Respondent that is not EMP
compliant until such time as the EMP work is complete and the EMP compliance
statement is distributed as described above.
Respondent shall pay the sum of $5,000 in civil penalties and costs for the failure to
file EMP compliance statements. Based on Respondent’s demonstrated inability to
pay the full penalty and upoh review of financial information provided to the State
by Respondent, the State agrees to accept a reduced penalty of $1,000. Payment of
the $1,000 shall be made to “the State of Vermont” and sent to the following -
address: Justin E. Kolber, Assistant Attorney General, Office of the Attorney
General, 109 State Street, Montpelier, Vermbm‘ 05609. Respondent shall also
expend at least three thousand dollars ($3,000), including the actual cost of m’aterials
and the actual cost of labor, on lead hazard reduction improvements at the Properties
described herein.
Respondent shall pay the costs of any follow-up compliance inspections as
determined by the Attorney General’s Office.

Other Terms
This AOD is binding on Respondent, however, sale of any pre-1978 rental property
may not occur unless Respondent has complied with all obligations under this AOD,
or‘this AOD is amended in writing to transfer to the buyer or other transferee all

remaining obligations.
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26.

27.

28.

29.

Transfer of ownership of any of Respondent’s pre-1978 rental properties shall be
consistent with Vermont law, including the provisions of 18 V.S.A. § 1767
specifically relating to the transfer of ownership of pre-1978 rental housing.

This AOD shall not affect marketability of title.

Nothing in this AOD in any way affects Respondent’s other obligations under state,
local, or federal law.

In addition to any other penalties or relief which might be appropriate under
Vermont law, any future failure by Respondent to comply with the terms of this
AOD shall be subject to a liquidated civil pehalty paid to the State of Vermont in the

amount of at least $5,000 and not more than $10,000.

**¥*SIGNATURES APPEAR ON NEXT PAGE***
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DATED at Montpelier, Vermont this % day of July, 2017.

STATE OF VERMONT

THOMAS 1. DONOVAN, JR.
ATTORNEY GENERAL

T

“ustin E. Kolber

Assistant Attorney General
Office of the Attomey General
109 State Street

Montpelier, VT 05609

(802) 828-5620
justin.kolber(@vermont.gov

DATED at s Al\iaws , Vermont this i Q%day of July, 2017.

DAVID BUSHEY

By: /7,//}/ ;)

V ’é/léshé"f T —



THOMAS J. DONOVAN, JR.

TELR(Bo2) 828-3171
ATTORNEY GENERAL :

~§ 02) 828-3187
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JOSHUA R. DIAMOND
DEPUTY ATTORNEY GENERAL

- http //www.ago.vermont.gov

WILLIAM E. GRIFFIN

’ | A3
A A L ORNEY " STATE OF VERMONT o Ji 2 8
OFFICE OF THE ATTORNEY GENERAT
109 STATE STREET

MONTPELIER, VT
05609-1001

July 28, 2017

Donna Waters, COM

Washington Superior Court

65 State Street

Montpelier, VT 05602 Hand Delivered

Re: State of Vermont v. David Bushey

Dear Ms. Waters:

Enclosed for filing with the Court on the above-referenced matter, please find the Assurance of
Discontinuance. [ would appreciate you returning the copy to me with your date stamp noted.

Thank you.

Sincerely yours,

My-Lanh S. Graves
Administrative Secretary

Enc.
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" ASSURANCE OF DISCONTINUANCE

The State of Vermont, by and through Vermont Attorney General Thomas J.

Donovan, Jr., and Donna Aiken (“Respondent™), hereby enter into this Assurance of

Discontinuance (“AOD”) pursuant to 9 V.S.A. § 2459.

Regulatory Framework

1.

Lead-based paint in housing, the focus of the Vermont lead law, is a leading cause of
childhood lead ppisoning, which can result in adverse health effects, including
decreases in 1Q.

All paint in pre-1978 housing is presumed to be lead-based unless a certified
inspector has determined that it is not lead-based. 18 V.S.A. § 1759(a).

All paiﬁt in rental target housing is “presumed to be lead-based unless a lead
inspector or lead risk assessor has determined that it is not lead-based.” 18 V.S.A. ‘§
1760(a).

The lead law requires that essential maintenance practices (“EMPs”) speciﬁed in

18 V.S.A. § 1759 be performed at all pre-1978 rental housing.

EMPs include, but are not limited fo, installing window well inserts, visually
inspecting properties at least annually for deteriorated paint, restoring surfaces to be

free of deteriorated paint within 30 days after such paint has been visually identified
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or reported to the owner, and posting lead-based paint hazard information in a
prominent‘ place. 18 V.S.A. § 1759(a) (2), (4) and (7).

6. The EMP requirements also mandate that an owner of rental target housing file
afﬁdavits or compliance statements attesting to EMP performance with £he Vermont
Department of Health and with the owner’s insurance carrier. 18 V.S.A. § 1759(b).

7. A violation of the lead law requirements may result in a maximum civil penalty of
$10,000.00. 18 V.S.A. § 130(b)(6). Each day that a violation continues is a separate
violation. 18 V.S.A. § 130(b)(6).

8. The Vermont Consumer Protection Act, 9 V.S.A Chapter 63, prohibits unfair and
deceptive acts and practices, which includes the offering for rent, or the renting of,
target housing that is noncompliant with the lead law.

9. Violations of the Consumer Protection Act are subject to a civil penalty of up to
$10,0Q0.00 per violation. 9 V.S.A. § 2458(b)(1). Each day that a violation continues
is a separate violation.

Respondent’s Rental Housing and Lead Compliance Practices

10. Respondent is the owner of a rental property at 11 Green Street in Bellows Falls, VT
(4 units).

11. The .property was constructed prior to 1978, and therefore, is pre-1978 “rental target
housing” within the meaning of the Vermont lead law, 18 V.S.A. § 1751(23), and is
subject to the requirements of 18 V.S.A. Chapterv 38.

12. Respondent has in the past and continues presently to rent and offer for rent units in

the property.




13. On August 3, 2017, Respondent filed with the Vermont Department of Health an

“EMP Rental Property Compliance Statement” for 11 Green Street.

| 14. The EMP Statement represented that Respondent performed EMPs at 11 Green
Street oﬁ July 28, 2017.
15. The EMP Statement specifically certifies that Respondent:
a. visually inspected exterior surfaces and outbuildings;
b. stabilized exterior paint; and
c. did not identify deteriorated paint exceeding 1 square foot on exterior surfaces
of the buildings.

16. The EMP Statement was signed By Donna Aiken and certiﬁed that “all information
provided on this form is true and accurate” and-acknowledged that “providing false,
incomplete or inaccurate information on this form is unlawful and is punishable by
civil and criminal penalties pursuant to Vermont law.”

17. On August 30, 2017, Verrﬁont Department of Health staff inspected the exterior of
11 Green Street and documented (via photographs) deteriorated paint exceeding
fnore than 1 square foot on the property’s exterior surface.

18. Respondent admits the truth of the facts described in Y 10-16.

The State’s Allegations |
19. The Vermont Attorney General’s Office alleges the following violations of the

Office of the “Consumer Protection Act and Lead Law:

ATTORNEY
GENERAL a. Submitting a false EMP compliance statement and inaccurately representing
109 State Street ’
Montpelier, VT

05609 that the property was in compliance with the lead law.




20. The State of Vermont alleges fhat the above behavior constitutes unfair and

deceptive acts and practices under 9 V.S.A. § 2453.

Assurances and Relief
In lieu of instituting an action er proceeding against Respondent, the Attorney General
and Respondeﬁt are willing to accept this AOD pursuant to 9 V.S.A. § 2459. Accordingly,
the parties agree as follews:

21. Respondent shall fully and timely comply with the requirements of the Vermont lead
law, 18 V.S.A., Chapter 38, as long as they maintain any ownership or property
management interest in the property and in any other pre-1978 rental housing in
which they currently have, or later acquire, an ownership or property management
interest.

22. By May 31, 2018, ali exterior EMP work of the property shall be completed in a

lead-safe manner in accordance with 18 V.S.A. § 1760. If Respondent requires
additional time to complete the work, Respondent will contact the Departmen"t of
Health to request an extension of time agreement before the expiration of the above
deadlines and provide a detailed justiﬁcation for any extension. Any extension will
be granted only for the exterior of the Property; all interior work must be completed
by December 1, 2017.
23. Within one week of completion of the EMP work at the property described in the

Office of the paragraph above, Respondent will file with the Vermont Department of Health,

ATTORNEY ‘ , .

GENERAL Respondent’s insurance carrier and with the Office of the Attorney General, an
109 State Street : . v '
Mo“g’;’él:)e;’ VT updated and completed EMP compliance statement for the property, and will give a

copy of the compliance statement to an adult in each rented unit of the property. The
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24.

25.

26.

copy for the Office of the Attorney General shall be sent to: Justin Koiber, Assistant
Attorney General, Office of the Attorney General, 109 State Street, Montpelier,
Vermont 05609.
In the event Respondent wishes to rent a unit which becomes vacant in any of
Respondent’s pre-1978 rental housing before such housing is made EMP compliant,
Respondent shall provide advance written notice of the intent to rent to the Office of
the Attorney General at the address listed above. Respondent’s advancé written
notice shall also: (1) verify that the interior of the specific unit to be rented is EMP
compliant; (2) provide an update as to any remaining EMP work to be performed at
the property, including the date by which the entire property will be EMP compliant.
Otherwise, Respondent shall not rent, or offer for rent, any unit which becomes
vacant in any of property owned or managed by Respondent that is not EMP
compliant until such time as the EMP work is complete and the EMP compliance
statement is distributed as described above.
Responcient shall pay the sum of $5,000 in civil penalties and costs for the filing of a
false EMP coﬁpliance statement, as follows: (1) reduced amount of $500, based on’
demonstrated ﬁnancfal hardship, paid to the “State of Vermont” and sent to the
following address: Justin E. Kolber, Assistaﬁt Attorney‘ General, Office of the
Attorney General, 109 State Street, Montpelier, Vermont 05609; and (2) $4,500 to be
expended on lead hazard reduction improvements at the property. |
Other Terms
This AOD is binding on Respondent, however, sale of any pre-1978 rental property

may not occur unless Respondent has complied with all obligations under this AOD,




or this AOD is amended in writing to transfer to the buyer or other transferee all
remaining obligations.

27. Traﬁs-fer of ownership of any of Respondent’s pre-1978 rental property shall be
consistent with Vermont law, including the provisions of 18 V.S.A. § 1767
specifically relating to the transfer of ownership of pre-1978 rental housing.

28. This AOD shall not affect marketability of title.

29. Nothing in this AOD in any way affects Respondent’s other obligations under state,
local, or federal law.

30. In addition to any other penalties or relief which might be appropriate under
Vermont law, any future failure by Respondent to comply with the terms of this
AOD shall be subject to a liquidated civil penalty paid to the State of Vermont in the

amount of at least $5,000 and not more than $10,000.

***SIGNATURES APPEAR ON NEXT PAGE***

Office of the
ATTORNEY
GENERAL
109 State Street
Montpelier, VT
05609




Office of the
ATTORNEY
GENERAL
109 State Street
Montpelier, VT
05609

. - J
DATED at Montpelier, Vermont this g&m day of November, 2017.

STATE OF VERMONT

THOMAS J. DONOVAN, JR.
ATTORNEY GENERAL

Justin E. Kolber |

Assistant Attorney General
Office of the Attorney General
109 State Street

Montpelier, VT 05609

(802) 828-5620

TSN LD vemInont g Oy

DATED at 4, /ey s FaltS, Lo s ey this {7 day of November, 2017.

By:

DONNA AIKEN

Ay
j// :( A

A/im/ ( ek /f’éf/

Donna Aiken




STATE OF VERMONT

SUPERIOR COURT gnJ it A &yl CIVIL DIVISION

Washington Unit i/ Docket No. 325-6-16 Wncv
STATE OF VERMONT, |
Plaintiff, v )
)
v, )
)
FIRECO, LLC, )
Defendant. )

CONSENT DECREE, ORDER, AND FINAL JUDGMENT

The Plaintiff, State of Vermont, by and through Attorney General Thomas J.
Donovan, Jr,, filed a Complaint in the above-captioned matter alleging violations of
certain state laws by the Defendant, FireCo, LLC (“FireCo”). Defendant has answered
said Complaint denying the allegations and asserting numerous affirmative defenses. In
order to resolve the matter on a compromise basis, prior to any ruling by the Court, the

parties further stipulate and agree as follows:

BACKGROUND
1. The State of Vermont is the Plaintiff in this case and is represented by the
Attorney General of the State of Vermont.
2. Defendant FireCo is a for-profit corporation that is incorporated under the

laws of the State of Tennessee, with its principal place of business located at 150B Cude

Lane, Madison, TN 37115.



3. Between 2006 and 2013, FireCo solicited contributions as a paid fundraiser
and was paid by the Professional Fire Fighters of Vermont (“PFFV™), a “charitable
organization” as that term is defined in 9 V.S.A. § 2471(2).

4, The fundraising campaigns conducted by FireCo included the opportunity to
attend a concert performed by entertainers in various venues throughout the state. Donors
who agreed to contribute $25 or more received vouchers that were redeemable for
admittance.

5. Pursuant to 9 V.S.A. §§ 2473(a) and 2477, FireCo filed notices of solicitation
and financial reports with the Office of the Attorney General identifying the following 14

fundraising campaigns it has undertaken on behalf of PFFV since November 2006:

Campaign ID No.  Start Date End Date
10080 11/10/2006 5/12/2007
10166 5/4/2007 11/18/2007
10300 11/9/2007 5/7/2008
10460 5/9/2008 11/15/2008
10571 11/7/2008 5/16/2009
10689 5/8/2009 11/14/2009
10802 11/6/2009 5/15/2010
10969 5/7/2010 11/13/2010
11132 11/5/2010 5/14/2011
11354 5/8/2011 11/12/2011
11522 11/4/2011 5/12/2012
11694 5/4/2012 11/10/2012
11849 11/2/2012 5/11/2013
12030 5/3/2013 11/9/2013
6. In the case of each fundraising campaign it has undertaken as a paid

fundraiser on behalf of PFFV since 2006 (“each campaign™), FireCo has solicited
contributions by telephone communication with potential donors, as well as by written

solicitation.



7. In connection with each campaign, FireCo’s written disclosure regarding the
percentages of contributions to be paid to the charitable organization and paid fundraiser
substantively met the requirements of Vermont law, but there was a technical violation of the
State’s rules in that the disclosure was not put in the physical location in the solicitation
materials as required by CP 119.07(c).

8. In connection with Campaign ID # 10300, 10460, 10571, 10689, 10802,
10969, 11132, 11354, 11522, 11694, and 11849, the State alleges that FireCo failed to file
the closing statement required by 9 V.S.A. § 2476(c). FireCo admits to a technical violation
of this provision occurred in that “closing statements” were not sent, but FireCo has asserted
that all of the information necessary in a “closing statement” was already in the possession
of the PFFV.

9. Except where denied here and above, FireCo admits the truth of the other
facts set forth in the Background section.

10.  The Attorney General alleges that the above conduct violated 9 V.S.A. § §
2453, 2475(e)(2), 2476(c) and CP Rule 119.07. FireCo has not admitted any violation of
any Vermont consumer protection law or rule pursuant to Title 9, except the technical
violations refeh‘ed to above, and enters into this Consent Decree and Final Judgment as a
compromise settlement of a disputed claim.

REMEDIES .

11. Nothing herein shall prejudice the right of FireCo to re-register as a paid
fundraiser in Vermont.

12, In any future solicitation campaign in Vermont, FireCo, when acting as a

paid fundraiser, will comply with all provisions of the Charitable Solicitations Law and



Rule CP 119, including (1) the requirements under 9 V.S.A. § 2475(e)(2) and Rule CP
119.07(c) with respect to making written displosu:es to potential contributors with each
solicitation; and (2) the requirement under 9 V.S.A. § 2476(c) with respect to filing a closing
statement with the charitable organization.

13.  Commencing with the execution of this Consent Decree, Order, and Final
Judgment (“Consent Judgment”) and continuing for three successive fundraising campaigns
undertaken by FireCo as a paid fundraiser in Vermont on behalf of any charitable
organization, FireCo shall:

(@) designate an individual to serve as FireCo’s Compliance Officer, who shall
supervise all individuals engaged in charitable fundraising activities on behalf of

FireCo and ensure that all such individuals are fully compliant with the Charitable

Solicitations Law and Rule CP 119. FireCo shall promptly implement policies and

procedures and train all officers, managers, and employees, as appropriate to their

respective roles and responsibilities, to ensure compliance with Vermont law. The

Compliance Officer and all FireCo officers and managers shall be provided with a

copy of this Consent Judgment and shall be required to review it ana be familiar

with its terms. FireCo shall, 15 days in advance of the commencement of a future
solicitation campaign in Vermont, provide to the Attorney General’s Office, in
writing, the identity of its Compliance Officer, as well as a phone number and email
address for that individual;

(b) submit to the Attorney General’s Office, not less than 15 days prior to the
commencement of each fundraising campaign undertaken in Vermont on behalf of

any charitable cause, a certification that a Vermont attorney has reviewed a copy of



all written materials that FireCo will or may employ in connection with any oral
solicitation during the course of the fundraising campaign, including all telephone
scripts, rebuttals, and prepared responses in anticipation of possible questions or
comments from potential contributors;

| (c) make and retain audio recordings of all telephone solicitations or other oral
communications with a potential contributor; e;nd

(d) submit to the Attomey General’s Office, in accordance with the filing
deadline in 9 V.S.A. § 2476(c), a copy of each'closing statement for each fundraising
campaign containing all the information required by § 2476(c), and shall certify that
it has provided each closing statement in a timely manner to the charitable
organization on whose behalf FireCo has engaged in charitable solicitation.

(e) all such requirements shall remain in full force and effect for a period of three
years from the date of this Order pertaining to FireCo’s future conduct in the State of
Vermont when acting as a paid fundraiser as that term is defined by the statute.

14, FireCo shall retain for a period of three years from the end of each charitable
solicitation campaign:

(a all written materials used in connection with soliciting charitable
contributions from Vermont residents, including all written solicitation materials and
all telephoﬂe scripts, rebuttals, and other written materials used in connection with
oral solicitation;

(b) all records of communications that have been made or received in
connection with soliciting charitable contributions from Vermont residents, including

but not limited to all audio recordings and electronic communications;



(c) all documents supporting any factual representation made orally or in
writing during the course of any charitable solicitation; and
(d) all records and materials that document the representations made in

- FireCo’s financial reports filed pursuant to 9 V.S.A. § 2477 and FireCo’s closing

statements filed pursuant to 9 V.S.A. § 2476(c), including but not limited to records

that document the contribution made by any individual or entity, bills and invoices,
records of payments made and payments received by FireCo or the charitable
organization, demands for payment, ledgers, accountings, reconciliations, and
worksheets and calculations generated in the course of preparing the financial report
or the closing statement.

15.  Within th1rty (30) days of signing this Consent Judgment, FireCo shall:

a. Show proof that a voluntary donation of twenty thousand dollars (320,000)
was made as a means of effectuating the donors’ presumptive intent to the
Vermont Community Foundation, located at 3 Court Street, Middlebury,
Vermont, 05753, to be distributed in that organization’s reasonable discretion
to a charitable organization supporting Vermont firefighters. A copy of the
check and transmittal letter shall be sent to the Assistant Attorney General
identified in subparagraph (b), below.

b. Pay the sum of fifteen thousand dollars ($15,000) to the State of Vermont as an
agreed upon payment for the State’s fees and costs in connection with this
matter. Payment shall be made either by wire transfer or in the form of a bank or
cashier’s check delivered to Assistant Attorney General Charity R. Clark, Office

of the Attorney General, 109 State Street, Montpelier, Vermont 05609,



16.  If the Superior Court of the State of Vermont, Washington Unit enters an
Order finding the Defendant to be in violation within three years of the date of this Order,
then the parties agree that penalties to be assessed by the Court for each violative act shall
be $10,000. Defendant shall pay all costs of any enforcement of this Consent Judgment,

17. This Court finds that the parties have agreed that technical violations were
made pursuant to 9 V.8.A. § 2476(c) and CP 119,07(c).

18.  This Court has jurisdiction over the subject matter of this action and the
Defendant. Jurisdiction is retained by this Court over this Consent Judgment and the
parties for the purposes of enabling any of the parties to apply to this Court at any time
for orders and directions as may be necessary to catry out or construe this Consent
Judgment, to modify any of its provisions, to enforce compliance, and to punish

violations of its provisions.

19.  This Consent Judgment shall be binding upen FireCo and its successors
and assigns.
STIPULATION
Defendant FireCo, LLC acknowledges .receipt of and voluntarily agyees to the

terms of this Consent Judgment and waives any formal service requirements therzof.

DATED at . this 10 day of . “‘&\«\: , 2017,

FireCo, LLC

\\A\R\\\'\\ Pras it
By: ‘.s*u;\h.N_Vm\;\JP\\\QQAW\
Authorized Representative




ACCEPTED on behalf of the Attomney General;

DATED at Montpeher Vermont this f day of TV& \ﬂ

By:
APPROVED AS TO FORM:
Charity R. Clark

Assistant Attorney General
Office of the Attorney General
109 State Street

Montpelier, Vermont 05609

For the State of Vermont

,2017.

STATE OF VERMONT

THOMAS J. DONOVAN, JR.
ATTORNEY GENERAL

UWU (A &

Charity R. Clark

Assistant Attorney General
Vermont Attorney General’s Office
109 State Street

Montpelier, VT 05609

Tel. (802) 828-1422
charity.clark@vermont.gov

LR

Ketin §tackpol Esq. —
Kristind Brines, sq.

P.O. Box 1307
Burlington, Vermont 05402-1307
For Defendant

MWLM

Errol Copilevitz, Esq.\—

Copilevitz & Canter, LL l’}'p
310 W. 20th Street, Suite 300
Kansas City, MO 64108

For Defendant




DECREE, ORDER, AND FINAL JUDGMENT
This consent decree is accepted and entered as a Decree, Order, and Final
Judgment of this Court in the matter of State of Vermont v. FireCo, LLC, Docket No.

325-6-16 Wnev.

SO ORDERED.

DATED at Montpelier, Vermont this _L/ day of k.:)w&.‘ ,2017.
(

VY bau 3’1;]»;@3 W

Washingtoh Superior Court Judge

7069659_5:12492-00001



STATE OF VERMONT =

SUPERIOR COURT e =
WASHINGTON UNIT e =
STATE OF VERMONT | CIVIL DIVISION -
Plaintiff, Docket No. . ,:J "
v. | AGREED CONSENT JUDGMENT =
GENERAL MOTORS COMPANY, ENTRY AND ORDER

Defendant,

Plaintiff, the State of Vermont, acting by and through Attorney General Thomas J.
Donovan, Jr. has brought this action pursuantto 9 V.S.A. § 2451, et seq. of the Vermont Consumer
Protection Act(“CPA™), having filed a Complaint against General Motors Company (“GM™). |

Plaintiff and GM, by their counsel, have agreed to the entry of this Agreed Consent
Judgment (“Consent Judgment™) without trial or adjudication of any issue of fact or law and
without admission by GM of any wrongdoing or admission of any of the violations of the Vermont
Consumer Protection Act as alleged by Plaintiff.

Contemporﬁneous with the filing of this Consent Judgment, GM is entering into similar
agreements with the Attorneys General of Afabe‘ama, Alaska, Arkansas, California, Colorado,
Coﬁnecticut, Delaware, District of Columbia, Florida, Georgia, Hawaii, Idaho, Illinois, Indiana,
lowa, Kansas, Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan, Minnesota,
Missouri, Mississippi, MQHtEll]ﬂ, Nebraska, Nevada, New Hampshire, New Jersey, New Mexico,
New York, North Carolina, North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island,
South Carolina, South. Dakota, Tennessee, Texas, Utah, Virginia, Washington, West Virginia,

Wisconsin, and Wyoming (hereinafter collectively referred to as “Attorneys General” or

“Signatory Attorneys General™).



1. PRELIMINARY STATEMENT

1.1 In 2014, an Attorneys General Multistate Working Group (“MSWG”)y—of which
Vermonf is a member—initiated an investigalltion (the “Investigation™) into certz;in business
practices of GM! concerning GM’s issuance of the following Recalls: NHTSA Recall Nos.
I4V047, 14V346, 14V355, 14V394, 14V400, 14V490, and 14V540.

1.2 The MSWG was led by a Multistate Executive Committee (“*MSEC™) comprised
of Connecticut, Florida, Maryland, Michigan, New Jersey, Ohio, Pennsylvania, South Carolina,
and Texas, |

1.3 The Investigation was prompted by réports of unintended key rotation related
an.d/or ignition switch-related Recalls in several models and model years of GM vehicles.

14 The Investigation focused on the “Covered Conduct,” as that term is defined
herein.

1.5 This Investigation was based upon, and has proceeded under, the Attorney
General of the State of Vermont’s authority to act on behalf of, and to protect, the people of
Vermont against alleged harms to Consumets pursuant to 9 V.S:A. 2453.

1.6 On or about May 16, 2014, GM agreed to a Consent Order with NHTSA related
to the NHTSA 14V047 Recall that included, among other provisions, certain improvements GM
agreed to make to its Recall process and its handling of issues related to. the safety of GM Motor

Vehicles (the “NHTSA Consent Order”).

I The Investigation sought information about events that preceded the bankruptcy of General Motors Corporation
(“Old GM”). GM does not admit any wrongdoing or accept any liability for conduct allegedly involving or relating
to the activities of Old GM. Nothing in this Consent Judgment is intended to imply or suggest that GM is responsible
for any acts, conduct, or knowledge of Old GM, or that such acts, conduct, or knowledge, can be imputed to GM. Nor
is anything in this Consent Judgment intended to alter, modify, expand, or otherwise affect any provision of the July
5, 2009 Sale Order issued by the U.S. Bankruptcy Court for the Southern District of New York, or the rights,
protections, and responsibilities of GM under the Sale Order or pertinent law.

-2



1.7 GM represents, and by entering into this Consent Judgment, the Attorneys
General rely upon, that in compliance with the requirements set by NHTSA under the Federal
Motor Vehicle Safety Act, GM does and shall timely notify GM Motor Vehicle owners of a known
defect related to Motor Vehicle safety in GM Motor Vehicles.

1.8 On or about September 16, 2015, GM agreed to a Deferred Prosecution
- Agreement with the U.S. Department of Justice (the “DPA™). Pursuant to the DPA, the U.S.
Department of Justice appointed a Monitor to assess GM’s compliance with the DPA and to make
recommenaations for additioﬁal improvements that GM is required by the DPA to adopt unless it
objects to a recommendation and the U.S. Departmeﬁt of Justice agrees that adoption’ of such
recom.mendation is not required.

1.9 The Signatory Attorneys General recognize that GM has cooperated with the
Investigation and has, prior to the Effective Date, voluntarily implemented improvemeﬁts to its
safety organization and to its safety processes.

1.10 The Parties have reached an amicable agreement resolying the issues in
controversy and concluding the Investigation by filing/entering this Consent Judgment. The Parties
agree that this Consent Judgment resolves the Signatory Attorneys’ General claims and potential
claims under their UDAP Laws as defined in Paragraph 5.27 and as set forth in Section 8 of this
Cénsent Judgment. |

NOW THEREFORE, upon the consent of the Parties hereto, IT IS HEREBY ORDERED,
ADJUDGED AND DECREED AS FOLLOWS:

2. PARTIES
2.1 Plaintiff is the State of Vermont. “Attorney General” shall refer to the Attorney

Generai of the State of Vermont.



2.2 Defendant is Geperal Motors Cempany or “GM,” which is headquartered in
Detroit, Michigan. | |
3. JURISDICTION

3.1 Pursuant to 9 V.S.A. § 2458, jurisdiction of this Court over the subject matter and
over the Defendant for the pufpose of entering into and enforcing this Consent Judgment is
admitted. Jurisdiction is retained by this Court for the purpose of enabling the Attorney General
or the Defendant to apply for such further orders and directions as may be necessary or appropriate _
for the construction and modification of the injunctive provisions herein, or execution of this
Consent Judgment, including enforcement of this Consent Judgment and punishment fér any
violation of this Consent J udgment. The Defendant waives any defect associated with service of

Plaintiff’s Complaint and this Consent Judgment and does not require issuance or service of a

Summons.
4. VENUE
4.1 Pursuant to the provisions of 9 V.S.A. § 2458 venue as to all matters between the

Parties relating to or arising out of this Consent Judgment shall lie exclusively in the Superior
Court, Washington County, Vermont or other State Court of competent jurisdiction in the same
district.

5. DEFINITIONS

In this Consent Judgment, the following words or terms shail have these meanings:

5..1 “Advertise,” “Advertisement,” or “Advertising” means any written, oral, or
electronic statement, illustration, or depiction intended for Consumers and designed to create
interest among Consumers in the purchase of, impart information abouf the attributes of, publicize
the availability of, or effect the sale or use of, goods or services, whether the statement appears in

a brochure, certification, newspaper, magazine, free-standing insert, marketing kit, leaflet, circular,
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mailer, book insert, letter, catalogue, poster, chart, billboard, public-transit card, point-of-purchase
display, package insert, package label, product instructions, electronic mail, website, mobile
application, homepage, film, slide, radio, television, cable te]_evision,, program-length commercial
or “infomercial,” or any other medium whether in print or electfonic form.

5.2 “Affected Vehicles” means the vehicles inciuded in the Investigation Recalls
defined in Paragraph 5.14, below.

53 “Affiliates” means those ind‘ividuals, corporations, _partnerships, Jjoint ventures,
trusts, associations, or unincorporated associations speciﬁcally listed on Exhibit A and including
Vehicie Acquisition Holdings, LLC, and NGMCO, Inc.

5.4 “Aftorney Generai"’ or “Signatory Attorney General” means the Attorney Ge'nel_'al
of the State of Venmont and/or the Office of the Attorney General of Vermont.

5.5 “Clear and Conspicuous” or “Clearly and Conspicuously” when referring to a
statement Qr disclosure, means that such statement or disclosure is disclosed in such s_ize, color,
contrast, location, duration, and audibility that it is readily noticeable, readable, understandable,
or, if apbiicable, capable of being heard. A statement may not contradict or be inconsistent with
any other information with which it is presented. If a statement modifies, explains, or clarifies
other information with which it is presented, it must be presented in proximity to the information
it modifies, in a manner that is likely to be noticed, readable, and understandable, and it must not
be obscured in any manner. Audio disclosures shall be delivered in a volume and cadence
sufficient for a Consumer to hear and comprehend. Visual disclosures shall be of a size and shade
and appear on the screen for a duration sufficient for a Consumer to read and comprehend. In a
print Advertisement or promotional material, including, without limitation, point of sale display

or brochure materials directed to Consumers, the disclosures shall be in a type, size, and location



sufficiently noticeable for a Consumer to read and comprehend, in a print that contrasts with the

background against which it appears.

5.6 “Confidentiality Agreement™ means the Confidential ity Agreement executed on
or about June 29, 2015.
5.7 “Consent Judgment” refers to this document entitled Agreed Consent Judgment

Entry and Order in the matter of State of State of Vermont v. General Motors Company.

5.8 “Cbnshmer” means any person, a natural person, individual, governmental agency
or entity, partnership, corporation, limited Hability company or corporation, trust, estate,
incorporated or u_nrincorp,orated association, or any other legal or commercial entity, however
organized, to whom GM directly or indirectly offered its vehicles, products, or services for sale or
lease.

5.9 “Covered Conduct” means the engineering, manufacturing, marketing, sales, and
maintenance of thelAffected Vehicles arising from the unintended key rotation-related and/or
ignition-switch-related Recalls including (1) wh’en Old GM or GM became aware of an ignition
switch problem and whether Old GM or GM made timely disclosures of kno.wn defects to
| Consumers and regulators; (2) whether Old GM or GM misrepresented, expressly, impliedly or by
c;mission, the safety, reliability or resale value of the Affected Vehicles to Consumers and
regulators; (3) whether Old GM or GM engaged in deceptive Advertising of the Affected Vehicles;
and (4) whether Old GM or GM engaged in the resale or offering for resale of any Affected
Vehicles with alleged ignition switch safety problems. |

5.10 “Effective Date” means the date on which this Consent J udgment has been signed

by both Parties and entered as an order by the Court.



5.11 “Fantasy Advaﬁising” means Advertising that uses special effeéts or fictional |
characters.

512 . “GM”-I.neans General Motors Company and its present parents, subsidiaries
(whether or not wholly owned), and Affiliates. For the avoidance of doubt, undertakings by GM
in this Consent Judgment do not include or extend to GM dealers or distributors.

5.13 For purposes of this Consent Judgment only,‘ “lgnition Switc;h” refers to any
defective ignition switch in any of the Affected Vehicles that is the subject of any of the Recalls
that are the subject of the multistate Investigation.

5.14 “Investigation Recalls” means NHTSA Recall Nos. 14V047, 14V346, 14V355,
14V394, 14V400), 14V490, and 14V540., |

5.15 “Monitor” means the Monitor appointed by the U.S. Department of Justice,
pursuant to the DPA, as referenced in Paragraph 1.8.

5.16 “Motor Vehicle,” as used herein, means a self-propelled vehicle manufadured for
use on public streets, roads, or highways, but not on railroads.

5.17 “NHTSA” means the Natjonal Highway Traffic Safety Administration. If any
obligations, duties, or the jurisdiction of NHTSA should be transferred, consolidated, or merged
with the obligations, duties, or jurisdiction of any other fcderal governmental égency or entity

~during the term of this Consent Judgmént, then all references to “NHTSA” in this Consent
Judgment shall apply to that other governmental agency or cntity.

5.18 “Recall 14V047” means NHTSA Recall No. 14V047, which includes these Motor
Vehicles: Model Year (“MY™) 2005-2010 Chevrolet Cobalt, MY 2006-2011 Chevrolet HHR, MY
2005-2006 Pontiac Pursuit, MY 2006-2010 Pontiac Solstice,‘MY 2007-2010 Pontiac G5, MY

2003-2007 Saturn Ion, and MY 2007-2010 Satum Sky.



5.19 “Recall 14V346” means NHTSA Recall No. 14V346, which includes these Motor
Vehicles: MY 2010-2014 Chevrolet Camaro. |

5.20 “Recall 14V355” ‘me'ans NHTSA Recali No. 1l4V355, WhiCi] includes these Motor
Vehicles: MY 2005-2009 Buick LaCrosse, MY 2006-2011 Buick Lucerne, MY 2000-2005
Cadiliac DeVille, MY 2006-2011 Cadillac DTS, MY 2006-2014 Chevrolet Impala, and MY 2006-
2007 Chevroie_t Monte Carlo.

5.21 “Recall 14V394” means NHTSA Recall No. 14V394, which incl_udes these Motor
Vehicles: MY 2003-2014 Cadiliac CTS and MY 2004-2006 Cadi}‘iac SRX.

522 “Recall 14V400” means NHTSA Recall No. 14V400, which includes these Motor
Vehicles: MY 2000-2005 Chevrolet lmpaié,,MY 1997-2003 Chevrolet Malibu, MY 2004-2005
Chevrolet Malibu Classic, MY 2000-2005 Chevrolet Monte Carlo, MY 1999-2004 Oldsmobile
Alero, MY 1998-2002 Oldsmobile Intrigue, MY 1999-2005 Pontiac Grand Am, and MY 2004-
2008 Pontiac Grand Prix.

| 5.23 “Recall 14V490” means NHTSA Recall No. 14V490, which includes the Motor
Vehicle MY‘2002—2004 Saturn Vue.

5.24 “Recall 14V 540" means NHTSA Recall No. 14V 540, which includes these Motor
Vehicles: MY 201 1-2613 Chevrolet Caprice and MY 2008-2009 Pontiac G8.

5.25 “Recall” or “Recalls” means a Motor Vehicle manufacturer’s field action to
remedy a safety-related defect or non-compliance pursuant to the Federal Motpr Vehicle Safety
Act, 49 U.S.C. §§ 30116-30120,

5.26 “Represent,” “Representation,” ot “Representations™ shall rﬁf_:an- to communicate

through certifications, claims, statements, questions, conduct, graphics, symbols, lettering,



formats, devicqs, language, documents, messages, or any other manner or means by which
meaning might be conveyed.
5.27 “UDAP Laws™ means all applicable consumer protection and unfair trade and
“deceptive acts and practices Jaws, including, 'without limitation, 9 V.S.A. 2451, et seq. , as well as
common law and equitable claims.

6. CONDUCT PROVISIONS

6.1+ For the avoidance of doubt, the Conduct Provisions in this Section shall apply
exclusively to Motor Vehicles sold in the United States, and the obligations sﬁa!f c?xtcnd and relate
solely to GM’s conduct with respect to such Motor Vehicles.

6.2 GM, in connection with the marketing or Advertising of certified pre-owned
Motor Vehicles shall not, in ‘any manner, expressly or by implication:

6.2.1  Represent that cei'tiﬂéd pre-owned Motor Vehicles that GM Advertises
are safe, have begn repaired for safety issues, or have been subject to a rigorous inspection, unless
the certified pre—owncd-Motor Vehicles are, based on dealer reports to GM, either ﬁot subject to
any open Recalls relating to safety or repaired pursuant to such a Recall, and the Representation is
otherwise not misleading. As provided in Paragraph 6.9, GM will continue to instruct its dealers
that certified pre-owned Motor Vehicles shall not be certified or delivered to a customer unti] alf .
Recail repairs have been completed.

6.2.2  Misrepresent the following:

6.2.2.1  Whether there is or is not an open Recall for safety issues on
any certified pre-oWned Motor Vehicle;

6.2.2.2  Whether GM, or GM dealers to GM’s knowledge, have
repaired certified .prenowhed Motor Vehicles for open safety
‘Recalls; and
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6.2.23  Any other material fact about the safety of the certified pre-
owned Motor Vehicle GM Advertises for sale.

6.3 For a reasonable time after announcement of a Recall, in order to allow GM
sufficient time to administratively and promptly modify its offering or Advertising to comply with
Parégraph 6.2 of this Consenf Judgment, GM will not be held in violation of Paragraph 6.2 of this

Consent Judgment. In recognition that the Recall repairs and the certification is done by GM'’s
dealers, GM may rely on its déaiers’ reported certification of a Motor Vehicle in its Advertising
and marketi.ng materials pursuant to this Consent Judgment.

6.4 GM shall coﬁp]y with Vermont’s UDAP Laws that apply to GM and the Motor
Vehicles it manufactures, markets, and sells in the United States.

6.5 Notice to Consumers.

6.5.1  GM will maintain a Vehicle Safety Owner Engagement Team (or its |
functional equivalent), which uses data analytics and customer research té analyze and, where
appropriate in GM’s discretion, develop and execute communications and outreach tactics to
enhance Recali awéreness by impacted customers in the U.S.

6.5.2  Within 60 days after one year after the Effective Date of this Consent
Judgment, GM will provide the Si gnatory Attomeys General with a report that summarizes GM’s
activities relative to Paragraph 6.5.1 above.

6.6 Advertising.

6.6.1  With respect to Advertisements in Vermont concerning the product
safety of GM Motor Vehicles, GM will not engage in misleading or false Advertising in violation
of the CPA. When determining whether a particular Advertisement comﬁlies with the provisi-ons

in Section 6.6, the entire Advertisement shall be considered, including the context of the particular .
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depiction or phrase(s) at issue, any limitations, warnings, or disclosures in the Advertisement, and
any Iimitaﬁons, warnings, or disclosures in the Motor Vehicle’s owner’s manual. Nothing herein
shall preclude GM from (a) demonstrating the ordinary use of vehicle components, systems, or
features, (b) demenstratin g the performance of safety features, (c) depicting a Motor Vehicle beéng
driven by a professional driv.er on a closed course, provided that any necessary and eppropriate
disclosures are Clearly and Conspicuously disclosed in the Advertisement, or (d) using Fantasy
Advertising.

6.6.2  GM shall not Represent that a Motor Vehicle is “safe,” “safest,” “safer,”
or use a term or phrase Qf similar superlative or comparative meaning regarding safety, unless fhey
have complied with those Federal Motor Vehicle Safety s;[andards appIicable to the Motor Vehicle
at issue, and, if necessary, GM.Cleari}{ and Conspicuously discloses the informet'ion necessary to
place the Representation in an accurate context, including by way of example: (a) the Motor
Vehicle for which the claim is made; and (b) the design, feature, equipment or aspect of
| performance for which the claim is being made_. The mere fact of a subsequent safety Recall of a
Motor Vehicle by itself does not render a prior Advertisement of that Motor Vehicle misleading
or otherwise state a violation of this Consent Judgment.

6.6.3  Notwithstanding Paragraph 6.6.2, GM may (a) make truthful
Representations about the receipt of awards, ratings, or rankings from third parties (e.g., NHTSA’s
New Car Assessment Program, J.D. Power & Associates, or the Insurance Institute for Highway
Safety), including those relating to safety; (b) make truthful Repreéentations about any Motor
Vehicle and/or its systems and components which a Consumer should reaso;lably understand are
statements of opinion or statements not easily and objectively verifiable as factually correct or

incorrect; or (c) make truthful Representations that a Motor Vehicle has specific safety features.
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6.7 Safety-Related Organizational Restructuring and Data Analytics.

6.7.1  GM will maintain a Global Vehicle Safety organization (or its functional
equivalent} to identify and investigate issues related to the safety of GM Motor Vehicles.

6.72 GM will maintain. a Global Product Integrity organization (or its
functional equivalent). Arnong'its other functions, the Global Product Integrity organization will
establish processes to idéntify and resolve potential safety issues in the design of GM Motor
Vehicles using Design for Failure Mode and Effects Analysis (Qr its functional equivalent) and/or
other strategies selected by GM to achieve the same or similar results.

6.7.3  GM will maintain a Safety and Field Action Decision Authority (or its
functional equivalent) responsible for making decisions ‘with respect to Recalls of GM Motor
Vehiclés sold in the U.S, |

‘6.7.4 GM will use advanced data a11a1ytics to identify, review, and analyze
product anomalies and events in support of the Motor Vehicle safety field inve.stigation process.

6.8 Internal Reporting of Safety Issues.

6.8.1 - GM will establish or maintain a “Speak Up for Safety” program (or its
functiolnal equivalent) for its employces and GM dealer employees to report safety-related issues
concerning GM Moter Vehicles.

6.82  GM will require its U.S. salaried employees, as appropriate, fo confirm
annually that they have reported any issues related to the safety of GM Motor Vehicles to the
“Speak Up for Safety” program (or its functional equivalent) or to appropriate GM personnel
consistent with GM’s policies.

6.8.3  GM will establish or maintain a non-retaliation policy to protect

employees who report an issue related to the safety of GM Motor Vehicles, and GM will not
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retaliate or tolerate retaliation in any form against an employee because that employee reports an
issue related to the safety of GM Motor Vehicles.
| 6.9 Certified Pre-Owned Vehicles.

6.9;1 GM will instruct its dealers tHat (i) all applicable Recall repairs must be
completed, and reflected as such in GM’s systems, before any GM Motor Vehicle sold in the U.S.
and included in such Recall is eligible for certification, and (i) if there is a Recall on any Certified
Pre-Owned GM Motor Vehicle sold m the U.S., the required remedy or repair must be completed
before such Motor Vehicle is delivéred to a customer. |

6.10  Motor Vehicle Parts.

6.10.]1  GM will establish or maintain appropriate processes and/or policies to
determine whether a change in a part for a GM Motor Vehicle sold in the U.S. affects the part’s
“Fit, Form, or Function,” such that the part number shouid be changed.

6.10.2 GM will tfain employees whose responsibilities include evaluating
whether a part change affec';ts the part’s “Fit, Form, or Function” to follow the processes that GM
will establish and maintain per Paragraph 6.10.1.

6.11 Consumer Complaint Resolution

6.11.1 Within 30 days of the Efféctive Date, GM shall appoint a person or
persons to act as a direct contact for the Signatory Attorney General’s office for the resolution of
Consumer complaints arising fr_om‘ the subject matter of the Covered Conduct. GM shall provide
the Signatory Attorney General’s office with the pamc(s), title(s), address(es), .teiephone
number(s), facsimile number(s), and electronic mail address(es) of the person(s) designated, within

30 days of the Effective Date.
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7. PAYMENT TO THE STATES

7.1 Within 30 days of the Effective Date of the Vermont Cons;ant Judgment, GM shall
pay One Hundred Twenty Million Dollars ($120,000,000.00) total, to be divided and paid by GM
directly to each Signatory Attorney Generai of the MSWG inan amount to be designated in writing
by and in the sole discretion of the MSEC. Of that amount, Vermont shall receive One Milli_on,
Sixty-Six Thousand, Four Hund.red Eight-One Dollars and Twelve Cents ($1,066,481.12). The
MSEC will provide GM with instructions for the payments to be distributed to each Signatory
Attorney General under this Paragraph. Said payment shall be used for such purposes that may
include, but are not limited to, attorneys’ fees and other costs incurred in pursuiﬁg this
Investigation, future puin'c protection and education purposes, a consumer protection enforcement
fund, or other purposes, including without }imitation future consumer protection enforcement,
consumer education, litigation funds, local consumer aid funds, public protection or consumer
pi‘otection purposes or other purposes as allowed by state law at the sole discretion of each
Signatory Attorney Gener.a!, and in Vermont, pursuant to the Constitution of the State of Vermont,
Ch. 11 § 27, and 32 V.S.A. § 462. GM shall have no property right, interest, claim, control over,
or title to any moﬁies paid by GM to the MSWG after the payment is made by GM under this
Consent Judgment. The parties acknowledge that the payment described herein is not a fine,
penaity, or payment in licu thergof.

8. RELEASE

8.1 Upon full and complete payment of the amount(s) designated in Section 7, above,
the Attorney General of the State of Vermont releases and forever discharges to the fullest exteﬁt
poss'ible that the Attorney General is authorized under the law, (i) GM and its present and former
parents, subsidiaries (whether or not wholly owned), and Affiliates (including but not limited to
Vehicle Acquisition Holdings, LLC, and NGMCO, Inc.), and (ii) the respective divisions,
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organizational units, officers, directors, employees, agents, representatives, and in-house attorneys
of those entities in Section (i) of this Paragraph (the “Released Parties) from the following: all
civil claims (including claims for diminution in value), demands, causes of action, damages,
equitable claims, injunctive relief, restitution, fines, cos;,ts, attorneys® fees and penalties, arising
from the subject matter of the Covered Conduct, that the Vermont Attormney General, whether
directly, indirectly, representatively, derivatively, in their sovereign renforcement capacity, or as
parens patriae on behalf of state citizens or in any other capacity, could have asserted, before or .
as of the Effective Date, against the Released Partiés under all UDAP Laws (collectively, the
| “Released Claims™).
8.2 Notwithstanding any term of this Consent Judgment, the following do not
comprise Released Claims: | |
(A)  Private rights of action;
(B)  Claims of environmental or tax liability;
(C)  Criminal liability;
(D) Claims for actual physical damage to real or personal property;
(E) Claimls alleging violations of state or federal securities laws;
(F)  Claims alleging violations of state or federal antitrust laWs;
(G)  Any obligations created under this Consent J udgment;
(H)  Any other civil or administrative liability that any person or entity,
including the Released Parties, has or may have to the State of Vermont
and any subdivision thercof, not expressly covergd by the release in

Paragraph 8.1 above; and
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D Any claims, other than claims under the UDAP Laws, related to the
Covered Conduct.

9. ENFORCEMENT

9.1 For a period of five years after the Effective Date, for the purpose of resolving
disputes with respect to compliance with this Consent Judgment, duly authorized representatives
of the Office of the Attorney Genera] of the State of Vermont shall, if they believe that GM has
engaged in a practice that violates any provision of this Consent Judgment, notify GM in wﬁﬁng
of the Attorney General’s belief that a violation has occurred. The Attorney General’s notice shall
include:

9.1.1  the specific basis for the beljef;

9.1.2  the provision of the Consent Judgment that the practice appears to
violate; and

9.1.3  adate by which GM must r.espond to the notiﬁcaﬁon, provided, however,
that the response dat.e shall be at least 60 days after the date of notification.

9.2 Upon receipt of written notice, GM shall provide a written response fo the
Attorney General either explaining why GM believes that it is in compliance \‘vith this Consent
~Judgment or explaining how the alleged violation occurred and how GM intends to address it.
Specifically when explaining how the alleged violation occurred, GM may offer and the Attorney
General may, but is not required to, consider whether the alleged violation resulted from an honest
mistake or inadvertent error.

93 In the event that GM’s response to the written notice does not address the Attormney
‘General’s concerns, the Attorney General may assert that GM has violated this Conseﬁt Judgment
in a separate civil action to enforce this Consent Judgment, or seek any.other relief afforded by
law for such violation(s), only after providing GM with at least 60 days to respond to the
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notification as set forth in Paragraph 9.1 above. However, such Attorney General may take a;iy
action authorized by state or federal law without prior notice, except where such notice is
required under state law, where the Attorney Genéral reasonably concludes that, because of a
specific practice, a threat to the healtH or safety of the public requires immediate action. Nothihg
in this paragraph shall be interpreted to create for the Attorney General new authority or right to
take action that d.bes not exist already under state or federal Jaw, or to limit or remove the rights
of GM under existing law to object to such action or otherwise to respond appropriately.

9.4 Nothing in this Section shall be‘ construed to limit the Attorney General’s
authority provided under the Vermont Consumer Protection Act.

9.5 It is the Parties’ intent that nothing in this Consent Judgment shall create a conflict
with (i) federal, state, or local law applicable to GM, (ii) any provision of the NHTSA Consent
Order or other orders or instructions issued by NHTSA, (iii) any provision of the DPA, (iv) any
recommendation made by the Monitor and adopted by GM p.ursuant to the DPA, or (v) any
provision of the December 8, 2016 Decision and Order and the related Consent Aéreement with
the Federal Trade Commission (“FTC Order™). Thé Parties agree that the requirements of law, or
the applicable provisions of the DPA, FTC Order, or NHTSA Consent drder, or the applicable
recommendations made by the Monitor and adopted by GM; shall take precedence over the
requifements of this Consent Judgment.

9.6 In the event that GM believes such a conflict exists,l GM must notify the Attorney
General of the alleged conflict, stating with specificity the provision of this Consent J udgment they
believe conflicts with the item(s) outlined in Paragraph 9.5 (i)-(v) above. The Attorney General
shall respond to GM’s notification of alleged conflict within 30 days. In the interim, GM shall

continue to comply with the terms of this Consent Judgment to the extent possible.
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10. NOTICES UNDER THIS CONSENT JUDGMENT

101 Any notices required to be sent to the Attorney General or to GM under this
Consent Judgment shall be sent by certified mail, return-receipt requested. The documents shall
be sent to the fo'.llowing addresses:

For the Attorney General of Vermont:

Jill S. Abrams, Esq.

Director, Consumer Division -

Vermont Attorney General’s Office

109 State Street

Montpelier, VT 05609

For GM:

Craig Glidden, Esq. |

Executive Vice President, Legal and Public Policy and General Counsel

General Motors Co.

300 Renaissance Center

Detroit, MI 48226
Any party may change its designated notice recipient(s) by written notice fo the other party.
11. GENERAL PROVISIONS

11.1 This Consent Judgment Represents the full and complete terms of the Parties’
settlement.

11.2 This Consent Judgment shall be binding upon the Parties and their successors and
~ assigns. In no event shall assignment of any right, power,. or authority under this Consent
Judgment void a duty to comply with this Consent Judgment.

11.3 Paragraphs 6.3, 6.5, 6.6.2, 6.6.3, 6.7, 6.8 and 6.11 of this Consent Judgment will
expire on Effective Date plus five years. Paragraphs 6.2, 6.6.1, 6.9 and 6.10 of this Consent
Judgment will expire on Effective Date plus ten years. These expirations are contingent upon GM

not having been adjudged by a court in any MSWQG state to have violated any provision of Section

6 of any MSWG Consent Judgment with respect to any act or omission by GM related to the
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Cévered Conduct. If, prior to Effective Date plus five years, GM is adjudged by a court in any
MSWG state to have violated any provision of Section 6 of any MSWG Consent Judgment with
respect to any act or omission by GM related to the Covered Conduct, GM shall continue to be
subject to Paragraphs 6.3, 6.5, 6.6.2, 6.6.3, 6.7, 6.8 and 6.11 of this Consent Judgment until
Effective Date plus seven years in all MSWG states. If, prior to Effective Date plus ten years, GM
is adjudged by a court to have violated any prqvision of Section 6 of any MSWG Consent
Judgment with respect to any act or omission by GM related to the Covered Conduct, GM shall
continue to be subject to Paragraphs 6.2, 6.6.1, 6.9 and 6.10 of this Consent Judgment until
Effective Date plus twelve years in all MSWG states. This Paragraph is in addition to al] other -
remedies available to the Attorney General in law and equity.

11.4  Nothing in this Consent Judgment shall be construed to waive, limit, or expand
any claim of sovereign immunity the State.of Vermont may have in :;my action or proceeding.

11.5 Any failure of the Attorney General or GM to exercise its rights under this
Consent Judgment shall not constitufe a waiver of its rights.

11.6 Unless otherwise prohibited by law, any signat'ures by the Parties required for
entry of this Consent Judgment may be executed in counterparts and by different signatories on
separate counterparts, each of which shall be deemed an original, but all of which shall together
be oné and the same Consent Judgment. One or more counterparts of this Consent Judgment may
be delivered by facsimile or electronic transmission with the intent that it or they shall constitute
an original counterpart hereof,

11.7  Nothing in this Consent Judgment shall be construed to create, waive, or limit any

private right of action.
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11.8 GM is entering into this Judgment solely for the purpose of settlement, and
nothing contained herein may be taken as or construed to be an admission, concession, finding, or
conclusion of any violation of law, rule, or regulation, or of any other matter of fact or law, or of
any liability or wrongdoing, all of which GM expressly dénies. This Conseﬁt Judgment is not
intended to constitute evidence or precedent of any kind except in any action or proceeding by one
of the Parties (a) to enforce, rescind, or otherwise‘implement or affirm any or all of the terms of
this Consent Judgment, or (b) to support a defense of res judicata, collateral estoppel, release, or
other theory of claim preclusion, issue preclusion, or similar defense. The Released Parties’
agreement to entry of this Consent Judgment is not an admission of liability. Nothing in this
Consent Judgment affects the Released Parties’ right to take or adopt any legél or factual position
or defense in any other Eitigation or proceeding, or to cite or enforce the terms of the Release in
Section 8. |

11.9 The Attorney General of the State of Vermont, for the con.;;ideration set forth in
this Consent Judgment, hereby agrees and covenants not to sue Motors Liquidation Company,
General Motors Corporation, Motors Liquidation Company GUC Trust, Motors Liqﬁidation
Company Avoidance Action Trust, or any other trust established by the Motors Liquidation
Company bankruptcy plan to hold or pay liabilities of Motors Liquidation Company or General
Motors Corporation for any and all civil claims (including claims for diminution in value),
demands, causes of action, damages, equitable claims, injunctive relief, restitution, fines, cOosts,
attorneys” fees and penalties, arising from the subject matter of the Covere.d Conduct that the
Attorney General is authorized under the law to bring and which the Attorney General could have
asserted, before or as of the Effective Date, against the entities named in this covenant not to sue

under all UDAP laws. This paragraph and covenant is limited, to the extent applicable, by
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Paragraph 8.2 of this Consent Judgment. This covenant not to sue includes the agreement by the
Attorney General of the State of Vermont not to ﬁie a claim or seek any payment related to
violations of all UDAP Laws related to the Covered Conduct in the bankruptcy case entitled fn re
| Motors Liquidation Company, et al., Case No. 09-50026 (MG) (Bankr. S.D.N.Y.).

11.10 GM waives any claim for fees, costs, or expenses inclurred before the entry of this
Consent Judgment agéinst the Signatory Attorney Qenerai, or againét émy of his agents or
employees related in any way to this Consent Judgment, whether arising under common law or
under the terms of any statute. Likewise, except as otherwise provided in this Consent Judgment,
_ tHe Signatory Attorney Generﬁl waives any claims for fees, costs, or expenses incurrea before the

entry of this Consent Judgment against GM related in any way to this Consent J udgment, whether
arising under common law or under the terms of any statute. For these purposes, GM and the
Signatory Attorney General each agree that they are not the prevailing party in this action because
the Parties have reached a good faith settlement. GM and the Signatory Attorney General further
waive any other right to challenge or contest the validity of this Consent Judgment.

11.11  GM further agrees to execute and déliver such authorizations, documents, and
instruments as are required under the various Jjudicial procedures for acceptance of this Consent

: Judgment in the jurisdiction in which it is being filed.

12. COMPLIANCE WITH ALL LAWS

12:1 Nothing in this Consent Judgment- shall be construed as relieving GM of its
obligations to comply with all state and federal laws; regulations, or rules, or as granting GM
permission to engage in any acts or practices prohibited by such law, regulation, or rule. |

122 The Plaintiff énd the Defendant hereby stipulate and agree that the Order of this

Court to be issued pursvant to this Consent Judgment shall act as an injunction.
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13, REPRESENTATIONS AND WARRANTIES

13.1 GM warraﬁts and Replresents that it manufactured, sold, and distribut;d Motor
Vehicles in the U.S. and further acknowledges that it is the proper party to this Consent J udgment
and that General Motors Company is its true legal name.

13.2 The undersigned counsel for the State of Vermont warrants and Represents that
he is fully authorized to execute this Consent Judgment on behalf of the Attorney General of the
State of Vermont.

| 13.3 Counsel for GM shall provide a corporate resolu.tion authorizing the execution of
this Consent Judgment on its behalf and warrants and Represents that they are fuily authorized to
execute this Consent Judgment on behalf of GM. |

134 Each of the Parties warrants and Represents that it negdtiated the terms of this
Consent Judgment in good faith.

13.5 Each of the Parties and signatories to this Consent Judgment warrants and
Represents that it freely and voluﬁtarily enters into this Consent Judgment without any degree of
duress or compulsion.

13.6 GM shall not Represent or imply that the Signatory Attorneys General acquiesce
in or approve of GM’s past or current business practices, effoﬁs to improve its practices, or any
future practices that GM may adopt or consider adopting.

13.7  All Parties consent to the disclosure to the public of this Consent Judgment by
GM and the Signatory Attorneys General.

13.8 Nothing in this Consent Judgment constitutes an agreement by the Attorneys
General concerning the characteriiation of the payment to the Signatory Attorneys General, as
outlined in Section 7, for the purpose of the Internal Revenue laws, Title 26 of the United States
Code, or similar state tax codes or laws.
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139 For purposes of construing this Consent Jlidgment, the Consent Judgment shall
be deemed to have been drafied by all Parties and shall not, therefore, be construed against any
Party for that reason in any dispute.

13.10  The Par‘ties state that no promise of any kind or nature whatsoever (other than the
wfitten terms of this Consent judgment) was made to them to induce them to enter into this
Consent Judgment, and that they have entered into this Consent Judgment voluntarily.

13.1 L This Consent Ju.dg;nent constitutes the entire, complete, and integrated agreement
between the Parties pertaining to the settleﬁlent and supersedes all prior and contemporaneous
undertakings of the Parties in connection herewith except the Confidentiality Agreement. This
Consent Judgment may not be modified or amended except by written consent of all the Parties.

14. PAYMENT OF FILING FEES

14.1  All filing fees associated with commencing this action and obtaining the Court’s
approval and entry of this Consent Judgment shall be borne by GM.

IT IS SO ORDERED, ADJUDGED AND DECREED.

This day of , 2017.

Superior Court Judge
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JOINTLY APPROVED BY:

OLfObm, 43,2017

DATE

Jill 8. Abrarr/ls
Direct [,L‘onsumer Protection Division
Vermont Attorney General’s Office

109 State Street :
Montpelier, VT 05609

(802) 828-1106

© JillLAbrams@vermont.gov

FOR DEFENDANT:

GENERAL MOTORS COMPANY

INCChapnD e

Ann Cathcart Chaplin DATE
Deputy General Counsel, Litigation

General Motors LLC

300 Renaissance Cenfer

Detroit, Michigan 48265

APPROVED AS TO FORM FOR ENTRY:

%M/ B (0/4 1)

Thomas J. Perr8ifi DATE
Jenner & Block LLP

1099 New York Avenue, N.W., Suite 900

Washington, D.C. 20001-4412

(202) 639-6004

TPerrelii@jenner.com

Counsel for General Motors Company
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EXHIBIT A

Company Name

06 Ormskirk Limited

2140879 Ontario Inc.

2140879 Ontario Inc,

6153933 Canada Ltd.

ACAR Lcasing Ltd.

ACF Investment Corp.

ACF Investment Corp.

Adam Opel AG

Adam Opel GmbH

Advance Motors Limited
AEye, iné.

AFS Management Corp.

AFS SenSub Corp.

AFS SenSub Corp.
Aftermarket (UK) Limited
Aftermarket (UK) Limited
Aftermarket Italia S.r.]. in liquidazione
Aftermarket Italia S.1.1. in liquidazione
AL Mansour Automotive SAE
Alphabet Energy, Inc.

AmeriCredit Automobile Recetvables Trust 2007- B-F

AmeriCredit Automobile Receivables Trust 2007-D-F
AmeriCredit Automobite Receivables Trust 2010-1
AmeriCredit Automobile Receivables Trust 2010-2
AmeriCredit Automobile Receivables Trust 2010-3
AmeriCredit Automobile Receivables Trust 2010-4
AmeriCredit Automobife Receivabies Trust 2010-A
AmerjCredit Automobile Receivables Trust 2010-B
AmeriCredit Automobile Receivables Trust 2011-1
AmeriCredit Automobile Receivables Trust 2011-2
AmeriCredit Automobile Receivables Trust 2011-3
AmeriCredit Autemobile Receivabies Trust 201 1-4
AmeriCredit Automobite Receivables Trust 201 1-5
AmeriCredit Automobile Receivables Trust 2012-1
AmeriCredit Automobile Receivables Trust 2012-2
AmeriCredit Automobile Receivables Trust 2012-3
AmeriCredit Automobile Receivables Trust 2012-4
AmeriCredit Automobile Receivables Trust 2012-5
AmeriCredit Automabite Receivables Trust 2013-1

State or Sovereign
Power of Incorporation

England and Wales Canada

Cntario

Canada
Delaware
Delaware
Germany
Deiaware
Nevada
Germany
England and Wales
Delaware
Nevada
Engiand
Nevada
kaly
England
Egypt
Italy
Delaware
Delaware
Delaware
Deiaware
Delaware
Delaware
Delaware
Detaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Detaware
Delaware
Delaware

Delaware



Company Name

AmeriCredit Automobile Receivables Trust 20§3-2
AmeriCredit Autorﬁobile Receivables Trust 2013-3
AmeriCredit Automobile Receivables Trust 2013.4
AmeriCredit Automobile Receivables Trust 2013-5
AmeriCredit Automobile Receivables Trust 2014-1
AmeriCredit Aufomobile Receivables Trust 2014-2
AmeriCredit Automobile Receivabies Trust 2014-3
AmeriCredit Automobile Receivables Trust 2014-3
AmeriCredit Automobile Receivables Trust 2014-4
AmeriCredit Automobile Receivables Trust 2015-1
AmeriCredit Automobile Receivables Trust 2015-2
AmeriCredit Automobile Receivabies Trust 2055-3
AmeriCredit Automobile Receivables Trust 2015-4
AmeriCredit Automobile Receivables Trust 2016-}
AmeriCredit Automobile Receivables Trust 2016-2
AmeriCredit Automobile Receivables Trast 20]16-3
AmeriCredit Automobile Receivables Trust 2016-4
AmeriCredit Automobile Receivabies Trust 2017-1
AmeriCredit Automobile Receivables Trust 2017-2
AmeriCredit Automobile Receivables Trust 2017-3
AmmneriCredit Automobile Recetvables Trust 2017-4

AmeriCredit Consumer Loan Company, Inc.

AmeriCredit Consumer Loan Company, Inc. AmeriCredit Financial Serviees, Inc.

AmeriCredit Financial Services, Inc.
AmeriCredit Funding Corp. XI
AmeriCredit Syndicated Warehouse Trust
Ambherstburg Chevrolet Buick GMC (2016) Limited
Andersen & Martinj Auto A/S

Andiamo Riverfront, LL.C

Annunciata Corporation

APGO Trust

Approach (UK) Limited

Argonaut Holdings LLC

Atlantic Autormobiles SAS

Auto Distribution Provenance SAS

Auto Fornebu AS

Auto Lease Finance Corporation

Auto Partners 1L, Inc.

Autohaus G,V.0, GmbH

Autovision (Scotland) Limited

Autozentrum West Kéin GmbH

A-2

State or Sovereign

Power of Incorporation

Delaware
Detaware
Delaware
Delaware
Delaware
Delaware
Detaware
Nevada
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Nevada
Delaware
Delaware
Delaware

Delaware

Denmark
Michigan
Delaware
Delaware
England and Wales
Delaware
France

France

Norway
Cayman Islands
Dciawa}e
Germany
Scotland

Germany



Company Name

Aviation Spectrum Resources Holdings, Incorporated
Ballards of Watford Limited ‘
Banco GMAC S.A.

Baytis (Gloucester) Limited

Beerens 0.C. NV

Berse Road {No. 1) Limited

Berse Road (No. 2) Limited

Betula Cars S.1.

BilCirkeln Maimo AB

Blackdown Moter Company Limifed
Bochum Perspektive 2022 GmbH
BOCO (Proprietary) Limited

Boco Trust

Boden Brussels NV

Brandish Limited

Bridge Motors {Banbury) Limited
Bridgewater Chevrolet, Inc.

Britain Chevrolet, Inc.

BS Avto Praha sro

Cadillac Europe GmbH

Cadillac of Greenwich, inc.
Carve-Out Ownership Cooperative LLC
Caterpiliar Logistics SCS

Certified Security Solutions, Inc.
Charles Hurst Motors Limited
Chevrotet Austria GmbH

Chevrolet Austria GmbH in Ligu.
Chevrolet Belgium NV

Chevrolet Cadillac of Pawling, Inc.
Chevrolet Central and Eastern Europe
Chevrolet Deutschland GmbH
Chevrofet Espana, S.A.

Chevrolet Euro Parts Center BV,
Chevrolet Europe GmbH

Chevrolet Finland Oy

Chevrolet France

Chevrolet [talia S.p.A.

Chevrolet Nederland B.V,

Chevrolet of Fairfield, Inc.
Chevrolet of Novato, Inc.

Chevrolet Otomotiv Ticaret Limited Sirketi

State or Sovereign

Power of Incorporation

Delaware

England and Wales
Brazil

England and Wales
Belgium

England

Engiand

Spain

Sweden

England and Wales
Gcrman}‘r

South Africa

South Africa
Belgium

England and Wales
England and Wales
Delaware
Delaware

Czech Republic
Switzerland
Delaware
Delaware

ltaly

Oregon

Northern Ireland
Austria

Austria

Belgium

Delaware

Hungary

Germany

Spain

Netherlands
Switzerland
Finland

France

Haiy

Netherfands
Delaware
Delaware

Turkey



Company Name

Chevrolet Poland Sp. z o.0.

Chevrolet Portugal, Lda.

Chevrolet Sales (Thailand) Limited

Chevrolet Sales India Private Ltd.

Chevrolet Scciedad Anonima de Ahorro para Fines Determinados
Chevroiet Suisse S.A.

Chevrolet Sverige AB

Chevrolet UK Limited Ltd

CHEVYPLAN S.A. Sociedad Administradora de Planes de Autofinanciamiento

Comercial

CHEVYPLAN, CA

Claro Automobiies SAS

Comercial

Controladora General Motors, S.A. de C.V.
Coskata, Inc.

Countryside Chevrolet, inc.

Courtesy Buick-GMC, Inc.

Crash Avoidance Metrics Partners L1.C
Crash Avoidance Metrics Parterships
Crosby Automotive Group, Inc.

Curt Warner Chevrolet, Inc.

Daniels Chevrolet, Inc.

DCI1LLC

Dealership Liquidations, Inc.

DeCuir Automotive Group, Inc.
Delphi Energy and Engine Management Systems UK Overseas Corporation
Delta ID ine.

DENICAR S.R.L.

Detroit Investment Fund, L.P.

Diso Madrid S.1.r.

Diso Madrid S.L.

DMAX, Lid.

Doraville Bond Corporation

Drive Motor Properties LLP

Drive Motor Retail Limited

E. Maulme C. A.

Eden (GM) Limited

Elasto S.A.

Empower Energies, Inc.

Enchi Corporation

Englewood Chevrolet, Inc.

Envia Systems, Inc.

State or Soverecign
Power of Incorporation

Poland
Portugal
Thailand

India

Argentina
Switzerland
Sweden

England

Colombia

Venezuela, Bolivarian Republic

France
Colombia
Mexico
Delaware
Delaware
Delaware
Michigan
Michigan
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Italy
Delaware
Spain
Spain
Ohio
Delaware
Engtand and Wales
England and Wales
Brazii
England and Wales
Ecuador
Delaware
Delaware
Delaware
Delaware



Coﬁganx Name

F G Barnes (Maidstone) Limited

Fabrica Naéionai de Autdbuscs Fanabus, S.A,

FAW Harbin Light Duty Vehicle Company Limited

FAW-GM Hongta Yunnanr Automobile Manufacturing Company Limited
FAW-GM Light Duty Commerciat Vehicle Co., Ltd.

Flinc GmbH

Fiudicon GmbH

Fox Valley Buick~-GMC, Inc.

Fuet Celi System Manufacturing LLC-

G.M.A.C. Financiera de Colombia 8.A. Compania de Financiamiento Comercial

G.M.A.C.-Comercio e Aluguer de Veiculos, Lda,
General International Insurance Services Limited
General International Limited
General Mators - Colmotores S.A.
General Motors (China) Investment Company Limited
General Motors (Hong Kong) Company Limited
General Motors (Thailand) Limited
General Motors Advisary Services LLC

~ General Motors Africa and Middle East FZE
Genceral Motors Asia Pacific (Pte) Lid,
General Motors Asia Pacific Holdings, LLC
General Motors Asia, Inc.
General Motors Asset Management Corporation
General Motors Australia Ltd,
General Motors Austria GmbH
General Motors Auto LLC
General Motors Automobiles Philippines, Inc.
Genera} Motors Automotive Holdings, S.1.
General Motors Belgique Automobile NV
General Motors Belgium N, V.
General Motors Brasil Holdings Ltda.
General Motors Chile Industria Automotriz Limitada
General Motors China LLC
Genreral Motors China, Inc.
General Motors CIS LLC
General Motors Company
General Motors Coordination Center BVBA
General Motors Daewoo Aute and Technology CIS LLC
General Motors de Argentina S.r.1. '
General Motors de Mexico, 8. de R.L. de C.V.
General Motors del Ecuador S.A,

A-5

State or Sovereign
Power of Incorperation

England and Wales

Venezuela, Bolivarian Republic
China

China

China

Germany

Germany

Delaware

Delaware
Colombia

Portugal
Bermuda
Bermuda
Colombia
China
Hong Kong

. 'Thatland

Uzbekistan

United Arab Emirates
Singapore
Delaware
Delaware
Delaware
Australia

Austria

Russian Federation
Philippines

Spain

Belgium

Belgium

Brazil

Chile -

Delaware
Detaware

Russian Federation
Delaware

Belgium

Russian Federation
Argentina

Mexico

Ecuador



Company Name

General Motors do Brasii Ltda.

General Motors East Africa Limited
General Motors Egypt, 5,A.E.

General Motors Espana, S.L.U.

General Motors Europe Holdings, S.L.U.
General Motors Europe Limited

General Motors Financial Chile Limitada
General Mofors Financial Chile S.A.

General Motors Financial Company, Inc.
General Motors Financial internationai B.V,
General Motors Financial Italia Sp.A.

General Motors Financial of Canada, Lid.
General Motors Financial Suisse SA

General Motors Financial UK Limited

General Motors Finland Oy

General Motors Foundation, Ine.

General Motors France

General Motors GBS Hungary Kft.

General Motors Global Service Operations, Inc.
General Motors Hellas S.A.

.General Motors Holden Australia Ltd.

General Motors Holden Australia NSC Led.
General Motors Holdings LLC

General Motors Holdings Participacoes Lida,
General Motors India Private Limited

General Motors International Holdings, Inc.
General Motors Intemational Operations Pte. Ltd.
General Moiors International Services Company SAS

General Motors International Services LLC

General Motors Investment Management Corporation

Genera] Motors Investment Participacoes Ltda.
General Motors Investments Pty. Lid.

General Motors Ireland Limited

General Motors Israel Lid.

General Motors IT Services (Ireland) Limited
General Motors Italia S.r.l.

Generat Motors Japan Limited

General Motors Limited .

General Motors LLC

General Motors Manufaéturing Poland Sp. z 0.0.
General Motors Nederland B.V.

State or Sovereign
Power of Incorporation

Brazil

Kenya

Egypt

Spain

Spain

England and Wales
Chile

Chile

Texas

Netherlands
Italy
Ontario
Switzerland
England and Wales
Finland
Michigan
France
Hungary
Delaware
Greece
Australia
Austr‘alia
Delaware
Brazil

India

Delaware

~ Singapore

Colombia

Delaware
Brazil
Australia
Iretand
israel
Ireland
Italy
Japan
England
Delaware
Poland
Netherlands



Compainy Name

General Motors New Zealand Pensions Limited

General Motors of Canada Company

General Motors Overseas Commercial Vehicle Corporation
General Mators Overseas Corporation

General Motors Overseas Corporation (aétéve)

General Motors Overseas Distribution LLC

GENERAL MOTORS PARTICIPACOES ETDA.
General Motors Peru S.A.

General Motors Potand Spoika, z o. 0.

General Motors Portvugal Lda.

General Motors Powertrain - Europe S.r.1.

General Motors Powertrain - Uzbekistan CJSC

General Motors Powertrain - Uzbekistan Joint Stock Company
General Motors Powertrain (Thailand) Limited

General Motors Research Corporation

General Motors South Africa (Pty) Limited

General Motors Suisse S.A.

General Motors Tatwan Ltd,

General Motors Technical Centre India Private Limited
General Motors Thailand Investments, LLC

General Motors Treasury Center, LLC

General Motors Trkiye Limited Sirketi

General Motors UK Limited

General Motors Urzguay S.A.

General Motors Uzbekistan Closed Joint Stock Company
General Motors Venezolana, C.A.,

General Motors Ventures LLC

General Motors Vietnam Company Ltd,

General Motors Warehousing and Trading (Shanghai) Co. Lid,
General Motors-Holden's Sales Pty. Limited

Genie Mecanique Zairois, S.A.R.L.

GeoDigital International Inc.

Georgia Automotive Group, Inc.

Global Human Body Models Consortium, LLC

Global Services Detrojt LLC

Global Tooling Service Company Europe Limited
Glympse Inc.

GM - Isuzn Camiones Andinos de Chile SpA

GM - Isuzu Camiones Andinos de Colombia Ltda,

GM - Isuzn Camiones Andinos de Colombia S.A.

GM - ISUZU Camicnes Andinos def Ecuador GMICA Ecuador Cia. Ltda.

A-T7

State or Sovereign
Power of Incorporation

New Zealand
Canada

Delaware
Delaware
Delaware
Detaware
Brazit

Peru
Poland
Portugat -~
Italy
Uzbekistan
Uzbekistan
Thaitand
Delaware
South Affica
Switzerland
Tatwan
India
Delaware
Delaware
Turkey
England
Uruguay
Uzbekistan
Venezuela
Delaware
Vietnam
China
Australia

Congo, The Democratic Republic

Ontario

Delaware
Michigan
Delaware

England and Wales
Washington

Chile

Colombia
Colormbia

Ecuador



Company Namne

GM (UK) Pension Trustees Limited

GM Administradora de Bens Ltda.

GM APO Holdings, LLC

GM Auslandsprojekte GmbH

GM Automotive Services Belgium NV

GM Automotive UK

GM Canada Holdings B.V.

GM Canada Holdings LLC

GM Canada Limited Partnership

GM CME Hoidings C.V,

GM Components Holdings, LLC

GM Cruise LLC

GM Daewoo UK Limited

GM Deutschiand GmbH

GM Eurometals, Inc.

GM Europe Treasury Company AB

GM Finance Co. Holdings LLC

GM Financial AB
'GM Financial Automobile Leasing Trust 2014-1
GM Financia} Automgbile Leasing Trust 2014-2
GM Financial Automobile Leasing Trust 2014-PP1
GM Financial Automobile Leasing Trust 2015-1
GM Financial Automobile Leasing Trust 2015-2
GM Financial A'utor‘nobi]e Leasing Trust 2015-3
GM Financial Automobile Leasing Trust 2015-PP}
GM Financial Automobile Leasing Trust 2015-PP2
GM Financial Automobile Leasing Trust 2015-PP3
GM Financial Automabile Leasing Trust 2015-PP4
GM Financial Automobile Leasing Trust 2015-PP5
GM Financial Automobile Leasing Trust 2016-1
GM Financial Automobile Leasing Trust 2016-2
GM Financial Automobile Leasing Trust 2016-3
GM Financial Automobile Leasing Trust 2016-PP1
GM Financial Automobile Leasing Trust 2016-PP2
GM Financial Automobile Leasing Trust 2016-PP3
GM Financial Automobile Leasing Trust 2016-PP4
GM Financial Automobile Leasing Trust 2016-PPS
GM Financial Automobile Leasing Trust 201 6-PP6
GM Financial Automobile Leasing Trust 2016-PP7
GM Financial Automobile Leasing Trust 2017-1
GM Financial Automobile Leasing Trust 2017-2

State or Sovereign

Power of Incorporatien
England

Brazil
Delaware .
Germany
Belgium
England
Netherlands
Delaware
Canada
Netherlands
Delaware
Delaware
England

Germany

 Delaware

Sweden
Delaware
Sweden
Delaware
Delaware

Delaware

- Delaware

Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Belaware
Delaware
Delaware
Delaware
Delaware
Belaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware

Belaware



Compapy Name

GM Financial Automobile Leasing Trust 2017-PP1

GM Financial Automobile Leasing Trust 2017-PP2
GM Financial Automobiie Leasing Trust 2017-PP3

GM Financial Automobile Leasing Trust 2017-PP4
GM Financial Automobile Receivables Trust 2012-PP]
GM Financial Automobile Receivables Trust 2014-PP3
GM Financial Canada Leasing Lid.

GM Financial Colombia Holdings LLC

GM Financial Colombia $.A. Compania de Financiamienio
GM Financial Consumer Automobile Receivables Trust 2017-1
GM Financial Consumer Automobile Receivables Trust 201 7-2
GM Financiai Consumer Aufomobile Receivables Trust 2017-3
GM Financial Consumer Discount Company
. GM Financial de Mexico, S.A. de C.V. SOFOM E.R.
GM Financial de Mexico, 8.A. de C.V., SOFOME.N.R.
GM Financial def Peru S.A.C

GM Financial GmbH

GM Financial Heldings LLC

GM Financial Insurance Services GmbH

GM Financial Management Trust

GM Financial Mexico Holdinps LLC

GM Financial Real Estate GmbH & Co KG

GM GEFS HOLDINGS (CHC4) ULC’

GM Global Business Services Philippines, Inc.

GM Global Holdings GmbH & Co. KG

GM Giobal Propulsion Systems -Torino S.r.l.

GM Global Purchasing and Supply Chain Romania Syl
GM Global Technology Operations LLC

GM Global Tooling Company LLC

GiM Global Treasury Centre Limited

GM Holden Ltd.

GM Hoidings U.K. No.} Limited

GM Holdings U.K. No.3 Limited
*GM International Sales Ltd,

GM Inversiones Santiago Limitada

GM Investment Trustees Limited

GM Korea Co,, Ltd

GM Korea Company

GM Korea Ltd.

GM LAAM Holdings, LLC

GM Mexico Holdings B.V.

State or Sovereign
Power of Incorporation .

Delaware
Delaware
DeIawaré
Delaware
Delaware
Delaware
Ontario
Delaware
Colombia
Delaware
Delaware
Delaware
Pennsyivania
Mexico
Mexico
Peru

Germany

Germany
Delaware
Delaware
Germany

Nova Scotia
Philippines
Germany

italy

Romania

Delaware
Delaware

England and Wales
Australia

England and Wales
England and Wales
Cayman Islands
Chile

England

Korea, Republic of -
Korea, Republic of
Korea, Republic of
Delaware

Netherlands



Company Name
GM Nigeria Limited
GM Personnel Services, Inc.
GM Plats {Proprietary) Limited
GM PSA Purchasing Services S.A.
GM Purchasing Vauxhail UK. Limited
GM Repional Holdings LLC
GM Retirees Pension Trustees Limited
GM Subsystems Manufacturing, LLC
GM Supplier Receivables LLC’
GM Viet Nam Motor Company Ltd,
- GM Warranty LLC
GMAC - Instituicao Financeira de Credito, S.A.
GMAC (Espana?) dg Financiacion, S.A. Unipersonal
GMAC (Lease?) B.V. (aka Masterlease Europe)
GMAC Administradora de Consorcios Ltda,
GMAC Automotriz Limitada
GMAC Bank GmbH (German cntity)
GMAC Banque S. A,
GMAC Colombia S.A. LLC
GMAC Comerciat Automotriz Chile S.A.
GMAC Continental Corporation
GMAC de Venezuela, C.A.
GMAC Espana de Financiacion, $.A. Unipersonal
GMAC Financia Services AB
GMAC Financial Services GmbH
GMAC HB
GMAC Holding S.A. de C.V.
GMAC Holdings (U.K.) Limited
'GMAC Holdings UK Limited
GMAC Lease B.V. {aka Masterlease Europe}
GMAC Leasing GmbH (Austrian entity)
GMAC Leasing GmbH (German entity)
GMAC Nederland N.V.

GMAC Prestadora de Servicios de Mao de Obra Ltda,

GMAC Real Estate GmbH & Co KG

GMAC Servicios 5.A.8.

GMAC Suisse SA

GMAC UK plc

GMACI Corretora de Seguros Lida

GMACI Corretora de Seguras S.A.
GMAC-Prestadora de Servios de Mo-de-Obra Lida.

A-10

State or Sovereign
Power of Incorporation

Nigeria
Delaware
South Africa
Belgium
Engiand

. Delaware

England
Delaware
Delaware
Vietnam
Delaware
Portugal
Spain
Netherlands
Brazii
Chiie
Germany
France
Detaware
Chile
Delaware
Venezuela
Spain
Sweden
Germany
Sweden
Mcxico
England
England )
Netherlands
Austria
Germany
Netherlands
Brazil
Germany
Colombia
Switzerland
England
Brazil
Brazil

Brazil



Company Name

GMAM Real Estate I, LLC

GM-AVTOVAZ CISC

GMCH&SP Private Equity 11 L.P.

GM-DI Leasing LLC

GMF Automobile Leasing Trust 2013-(PP17)
GMF Europe Holdco Limited

GMF Eurcpe LLP

GMF Floorplan Owner Revolving Trust
GMF Funding Corp. '

GMF Germany Holdings GmbH

GME Global Assignment LLC

GMF International LLC

GMF Leasing LLC

GMF Leasing Warehouse Trust 2016-A

GMF Leasing Warehouse Trust 2016-B

GMF Leasing Warehousing Trust

GMF Prime Automobile Trust 2015-PP]
GMF Prime Automobile Trust 2016-PP1
GMF Prime Automobile Trust 2016-PP2
GMF Prime Automobile Trust 2016-PP3
GMF Prime Autornobile Trust 2017-PP}
GMF Prime Automobile Trust 2017-PP2
GMF Prime Automobile Trust 2017-PP3
GMF Prime Automobile Trust 2017-PP4

~ GMF Prime Automobile Warehouse Trust I
GMF Prime Automobile Warchouse Trust I
GMF Prime Automobile Warehouse Trust 111
GMFT Prime Automobile Warehouse Trust IV
GMF Prime Automobile Warehouse Trust IX
GMF Prime Automobile Warehouse Trust V
GMF Prime Automobile Warehouse Trust VI
GMF Prime Automobile Warehouse Trust V]I
GMF Prime Automobile Warehouse Trust VIIi
GMF Prime Automobile Warehouse Trust X
GMF Prime Automobile Warehouse Trust XI
GMF Prime Automobile Warchouse Trust X]]
GMF Prime Automobile Warehouse Trust X131
GMF Prime Automobile Warehouse Trust XIV
GMF Wholesale Receivables LLC

GMGP Holdings LLC

GM-UMI Technology Research and Development Ltd.

State or Sovereign
Power of Incorporation

Delaware

Russian Federation
Canada

Delaware
Delaware

United Kingdom
England and Wales
Delaware
Delaware
Germany
Delaware
Delaware
Deiaware
Delaware

Delaware

‘Delaware

Delaware
Delaware
Delaware
Delaware
Deiawarc
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Deiaware
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
Detaware
Delaware
Delaware
Delaware
Delaware

Delaware

* lsrael



Company Name

Go Motor Retailing Limited

Go Trade Paris Limited

Gochip Inc.

GP Globai Holdings GmbH

GPSC UK Limited

Grand Pointe Holdings, Inc,

Grand Peinte Park Condominium Association
H.S.H. Limited

Haines & Strange Limited :
Heritage Chevrolet Cadiliac Buick GMC, Inc.
HOLDCORP S.A. |
Holden Employees Superannuation Fupd ‘Pty Lid
Holden New Zealand Limited

HRI Laboratories, LLC

Hydrogenics Corporation

iRC 2017 Pension Trustees Limited

IBC Pension Trustees Limited

IBC Vehicles Limited

Industries Mecaniques Maghrebines, S.A.
Infinite Vetocity Automotive, Inc. _
ISF International School Frankfurt Rhein-Main GmbH & Co. KG
ISF Internationale Schule Frankfurt-Rhein-Main Geschaftsfuhrunpsgesellschaft mbH
Isuzu Truck South Africa (Pty.) Limited (ITSA)
JUE-GM National Jeint Skill Development and Training Committee
teffery (Wandsworth) Limited '

IS Folsom Automotive, Inc.

Kalfatra Utveckling AB

Kamp Twente B.V.

Keneyren, Inc.

Lakeside Chevrolet Buick GMC Lid.

Laplante Cadillac Chevrolet Buick GMC Ltd.
LCV Platform Engineering Corp.

Lease Ownership Cooperative LLC'

Lidlington Engineering Company, Ltd.

Limited Liability Company "General Motors CIS"
Limited Liability Company "JV Systems"
Lookers Birmingham Limited

Lufkin Autometive Group, Inc.

Lyft, Inc. '

MAC International FZCO

Mack Buick-GMC, Inc.

A-12

State or Sovereign

Power of Incorporation

England and Wales
England and Wales
California
Germany

England and Wales
Michigan
Michigan

Engténd and Wales
England and Wales
Delaware
Ecuador

Australia

New Zealand
Detaware

Ontario

Unitea Kingdom
England

England

Tunisia

Delaware

Germany

Germany

South Africa

Ohio

England and Wales
Delaware

Sweden
Netherlands
Michigan

Ontario

Ontario

Japan

Delaware
Delaware

Russian Federation
Russian Federation
England and Wales
Delaware |
Delaware

United Arab Emirates

Delaware



Company Name
Mack-Buick-GMC, Inc.

Macon County Automotive Groﬁp, Inc.

" Manassas Chevrolet, Inc.
Marshail of Ipswich Limited
Marshall of Peferborough Limited
Marshali of Stevenage Ltd

Martin Automotive of Simi Valley, Inc.

Martin Automotive, Inc.

Mascoma Corporation

Méster Lease Germany GmbH
Masteriease Europe Renting, S.L.
Maven Drive LLC

Maven Leasing Ltd.

Memorial Highway Chevrolet, Inc.
Merced Chevrolet, Inc.

Michael Bates Chevrolet, Inc. .
Mike Reichenbach Chevrolet, Inc.

Millbrook Pension Manapement Limited

Missouri Automotive Group, Inc.
Monetization of Carve-Out, LLC
Monetization of Carve-Out, LLC
Motor Repris Automocio S.L.
Motorbodies Luton Limited

Motorg Holding LLC

Motors Properties (Trading) Limited
Motors Properties Limited
Multi-Use Lease Entity Trust
Murketts of Cambridge Limited

Nauto, Ine.

Neovia Logistics Supply Chain Services GmbH

NJDOVGMAM Core Pius Real Estate Investment Program, L.P.

NIDOFGMAM Opportunistic Real Estate Investment Program, L.P.

NIDOUGMAM Core Plus Real Estate Investment Program, L.P.

North American New Cars LLC
North American New Cars, Inc.
Novasentis, Inc,

Now Motor Retailing Limited
CEC Midco, LLC
OEConnection Holdings,LLC
OEConnection LL.C
OEConnection Manager Corp.

A-13

State or Sovereign
Power of Incorporation

Dejaware
Delaware
Delaware
England and Wales
England and Wales
England and Wales

Delaware

. Delaware

Delaware
Germany
Spain
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware
England
Delaware

Delaware

Delaware

Spain .
Engtand and Wales
Delaware

England and Wales
England and Wales
Delaware

England and Wales
Delaware
Germany
Delaware
Delaware
Delaware
Delaware
Delaware
Delaware

England and Wales
Delaware
Delaware
Delaware

Delaware



Company Name

Cmnibus BB Transportes, S. A.

OriStar Connected Services Srl

OnStar de Mexico S. de R.L. de C.V.

OnStar Europe Lid,

OnStar Global Services Corporation

OnStar Middle East FZ-LLC

OnStar, LLC

Opel Australia Pty Ltd

Opel Automobile GmbH

Opel Bank GmbH

Opel Danmark A/S

Opel Finance B.V.B.A.

Opel Group GmbH

Opel Group Warchousing GmbH

Opet Leasing GmbH (German entity)

Opel Norge AS

Opel Sonderdienste GrabH

Opel Southeast Europe LLC

Opel Special Vehicles GmbH

Opei Suisse SA

Opel Sverige AB

Opel Szentgotthard Automotive Manufacturing LLC
Opel Szentgotthard Automotive Manufacturing Ltd
Opel Wien GmbH '
Open Synergy GmbH

Orange Motors BV,

OT Mobility, Inc,

. P. T. Mesin Isuzu Indonesia

P.T. G M AutoWorld Indonesia

P.T. General Motors Indonesia

Pan Asia Technical Automotive Center Cornpany, Ltd,
Patriot Chevrolet, Inc.

Pearl {Crawley) Limited

Performance Equity Management, LLC

Peter Vardy (Perth) Limited

PIMS Co.

Plan Automotor Ecuatoriano S.A. Planawtomotor
Powermat Technologies Ltd.

Princeton Chevrolet, Inc.

Private Auto Lease Trust

Prorﬁark Globa] Advisors Limited

A-14

State or Sovereign
Power of Incorporatjon

Ecuador
Romania
Mexico
England and Wales
Delaware
United Arab Emirates
Delaware
Australia
Germany
Germany
Denmark
Beigium
Germany
Germany
Germany
Norway
Germany
Hungary
Germany
Switzerland
Sweden
Hungary
Hungary
Austria
Germany
Netirerlands
Delaware
Indonesia
Indonesia
Indonesia
China
Delaware
England and Walcs
Delaware
Scotland -
Delaware
Ecuador
Israel
Delaware
Defaware

England



Company Name
ProSTEP AG

Proterra Inc

PT. General Motors Indonesia Manufacturing
Quality Chevrolet, Inc.

Quantum Fuel Systems Technologies Worldwide, Inc.
Rapdstad WorkNet GmbH

Reeve (Derby) Limited

Reeve {Lincoin) Ltd

Reeve (Sheffield) Limited

Reg Vardy (VMC) Limited

RelayRides, Inc,

Renton Caditlac Pontiac GMC, Inc.

Riverfront Holdings I, Inc.

Riverfront holdings Phase I1, Inc.

Riverfront Hoidings, Inc.

RMH I3, inc.

Ruedas de Aluminio, C.A.

5.C. UNION MOTORS CAR SALES S.L.R.
Saab Automobile AB

Saab Finance Limited

Saankhya Labs Pvt. Ltd.

" SAIC General Motors Corporation Limited

SAIC General Motors Investment Limited

SAIC General Motors Investment Limited

SAIC General Motors Sales Company Limited
SAIC GM (Shenyang) Norsom Motors Co., Ltd.
SAIC GM Dong Yue Motors Cempany Limited
SAIC GM Dong Yue Powerirain Company Limited
SAIC GM Wuling Automobile Company Limited
SAIC Motor Insurance Sales Company Limited
SAIC-GMAC‘AutDmotive Finance Company Limited
Sakti3, inc.

Satmon Street Ltd.

Sandovai Buick GMC, Inc.

Sarmiento 1113 S.A. (en liquidacion)

Savari Inc.

SB (Helston) Limited

Scranton Chevrolet of Norwich, Inc.

SDC Materials, Inc.

Servicios GMAC S.A. de C.V.

Seward (Wessex) Limited

State or Sovereign
Power of Incorporation

Germany
Delaware
indonesia
Delaware
Delaware
Germany

England and Wales
Engiand and Wales
England and Wales
EnéIand and Wales
Detaware
Detaware
Delaware
Delaware
Delaware
Delaﬁare
Venezuela
Romanta

Sweden

England

india

China

China

Hong Kong

China

China

China

"China

China

China

China

Delaware
Austratia

Delaware
Argentina
California

England and Wales
Delaware
Delaware

Mexico

England and Wales



Company Name

Shanghai Chengxin Used Car Operation and Management Company Limited
Shanghai General Motors Corporation Ltd,

Shanghai GM (Shenyang} Norsem Motors Co. Lid..
Shanghai GM Dong Yue Motors Compahy Limited
Shanghai GM Dong Yue Powertrain Company Limited
Shanghai OnStar Teiematics Co. Ltd.

Sherwoods (Darlington) Limited

Simpson Garden Grove, Inc.

Simpson [rvine, Inc.

Sirrus, Inc.

Sistemas de Compra Programada Chevrolet, C.A.
Skurrays Limited

Skurrays Motors Limited

Staters (GM) Limited

Smokey Point Buick Pontiac GMC, Inc.
SclidEnergy Systerns Corp.

South Haven Chevrolet-Buick GMC, Inc.

Southern {(Merthyr) Limited

State Line Buick GMC, Inc.

Sterling Motor Properties Limited

Strobe, Inc.

Superior Chevrolet, Inc.

Tactus Technelogy, Inc,

Temis Chevrolet Buick GMC Ltece

The NanoSteet Company, Inc.

Thurlow Nunn {JV} Limited

Thurlow Nunnr (MV)} Limited

TIP Enterprises, inc.

Todd Wenzel Buick GMC of Davison, Inc.

Todd Wenzel Buick GMC of Westland, Inc.
Tradition Chevrolet Buick, Inc.

Tula Technology, Inc.

Tustain Motors Limited

TUV NORD Bildung Opel GmbH

Unicn Motors Car Sales S.r.L

United States Advanced Battery Consortium, LLC
United States Automotive Materials Partnership, LLC’
United States Council for Automotive Research LLC
Valentine Buick GMC, Inc.

Van Kouwén Automotive ] BV

Vauxhall Defined Coniribution Pension Plan Trustees Limited

A-16

State or Sovereign
Power of Incorporation

China
China
China
China
China
China
England and Wales

Delaware

Delaware
Delaware
Venezuela

England

England and Wales
England and Wales
Delaware
Delaware
Delaware

England and Wales

Delaware
England and Wales

Delaware
Delaware

Capada

Delaware

England and Wales
England and Wales

. Delaware

‘Delaware

Delaware
Belaware
Delaware
England and Wales
Germany
Romania

Michigan

- Michigan

Michigan
Delaware
Netherlands
England and Wales



Company Name

Vauxhall Motors Limited

Vehicle Asset Universal Leasing Trust
Velocity Prime Automeotive, Inc.
Vence Lone Star Motors, Inc.

Vertu Motors (Chingford) Limited
Vertu Motors (VMC) Limited

VHC Sub-Holdings (UK}

Vickers (Lakeside) Limited

Vision Motors Limited

VML 2017 Pension Trustees Limited
VMO Properties Limnited

VRP Venture Capital Rheinland-Pfalz Nr. 2 GmbH & Co. KG

Waterpaper Limited

Welcome S.R.L.

Wheatcroft (Works‘op) Limited
Whitehead (Rochdale) Limited
Wiltiam Grimshaw & Sons Limited
Wilson & Co. {(Motor Sales) Limited
Wind Point Partners iII, L.P.
Woodbridge Buick GMC, inc.,
WRE, Inc.

Yi Wei Xing (Beijing) Technology Co., Ltd.

Zona Franca Industrial Colmotores SAS

State or Sovercign
Power of Incorporation

England
Delaware

Delaware

‘Delaware

England and Wales
England and Wales
England

England and Wales
England and Wales
United Kingdom
Engiand and Wales
Germany

England and Wales
Italy

England and Wales
England and Wales
England

Epgiand and Wales
Delaware
Delaware
Michigan

China

Colombia
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In Re: GORDON WATSON ’ ) CIVIL DIVISIQI;IC o
) Docket No. 5. j Y - / L( Ny

ASSURANCE OF DISCONTINUANCE

The State of Vermont, by and through Vermont Attorney General Thomas J.
Donovan, Jr., and Gordon Watson (“Respondent”), hereby enter into this Assurance of
Discontinuance (“AOD”) pursuant to 9 V.S.A. § 2459.

Regulatory Framework

1. Lead-based paint in housing, the focus of the Vermont lead law, is a leading cause of
childhood lead poisoning, which can result in adverse health effects, including
decreases in 1Q.

2. All paint in pre-1978 housing is presumed to be lead-based unless a certified
inspector has determined that it is not lead-based. | 18 V.S.A. § 1759(a).

3. All paint in rentai target housing is “presumed to be lead-based unless a lead
inspector or lead risk assessor has determined that it is not lead-based.” 18 V.S.A. §
1760(a).

4. The lead law requires that essential maintenance practices (“EMPs”) specified in
18 V.S.A. § 1759 be performed at all pre-1978 rental hc;using‘

5. EMPs‘ include, but are not limited to, installing window well inserts, visually
inspecting propefties at least annually for deteriorated paint, restoring surfaces to be

free of deteriorated paint within 30 days after such paint has been visually identified
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or reported to the owner; and posting lead-based paint hazard information in a
prominent place. 18 V.S.A. § 1759(a) (2), (4) and (7).

6. The EMP requirements also mandate that an owner of rental target housing file
affidavits or compliance statements attesting to EMP performance with the Vermont
Department of Health aﬁd with the owner’s insurance carrier. 18 V.S.A. § 1759(b).

7. A violation of the lead law requirements may result in a maximum civil penalty of
$‘10,000.00. 18 V.S.A. § 130(b)(6). Each day that a violation continues is a separate
violation. 18 V.S.A. § 130(b)(6).

| 8. The Vermont Consumer Protection Act, 9 V.S.A Chapter 63, prohibits unfair and
deceptive acts and practices, which includes the offering for rent, or the renting of,
target housing that is noncompliant with the lead law.

9. Violations of‘the Consumer Protection Act are subject to a civil penalty of up to
$10,000.00 pér violation. 9 V.S.A. § 2458(b)(1). Each day that a violation continues
1s a separate violation. |

Respondent’s Rental Housing and Lead Compliance Practices

10. Respondent is the owner of four rental properties located at: 176 Main Street North,
Bakersfield; 15 Third Street, Barre City; 56 Long Street, Barre City; and 16 Mt.
Vernon Place, Barre 'City (collectively, “the Properties™).

11. The Properties were all constructed prior to 1978, and therefore, are pre-1978 “rental
target housing” within the meaning of the Vermont lead law, 18 V.S.A. § 1751(23),
and are all subject to the requirements of 18 V.S.A. Chapter 38.

12. Respondent has in the past and continues presently to rent and offer for rent units in

the Properties.
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13. On August 11, 2016, the Vermont Depértment of Health sent a “Notice of Non-
Compliance” indicating that Respondent had not filed an “EMP Rental Property
Compliance Statement” for the property at 176 Main ‘Street North. The Department
allowed for 30 days for Respondent to file the necessary statements.

14. Respondent did not respond to the 30-day Notice, and did not file EMP compliance
statements within 30 days.

15. As of March 2017, Respondent has not filed current EMP compliance statements for
all four rental properties.

16. Respondent admits the truth of the facts described in 4 10-15.

The State’s Allegations

17. The Vermont Attorney General’s Office alleges the following violations of the
Consumer Protection Act and Lead Law:

a. Failing to file EMP compliance statements for rental properties.

18. The State of Vermont alleges that the above behavior constitutes unfair and
deceptive acts and practices under 9 V.S.A. § 2453.

Assurances and Relief

In lieu of instituting an action or proceeding against Respondent, the Attorney General
and Respondent are willing to accept this AOD pursuant to 9 V.S.A. § 2459. Accordingly,
the parties agree as follows: |

19. Respondent shall fully and timely comply with the requirements of the Vermont lead
law, 18 V.S.A., Chapter 38, as long as they maintain any ownership or property

management interest in the Properties and in any other pre-1978 rental housing in
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20.

21.

22.

which they currently have, or later acquire, an ownership or property management .
interest.

By April 25, 2017, Respondent shall complete all EMP inspections and work of the
Properties (as specified in 18 V.S.A. § 1759), giving priority to the Properties where
a child age 6 or under is residing. Pursuant to 18 V.S.A. § 1759(a)(3), exterior work
of the properties may be postponed until May 31, 2017, so long as access to exterior
surfaces and components of the Properties with lead hazards and areas directly below
the deteriorated surfaces are clearly restricted. All interior work must be completed
by the April 25,2017 deadline. If Respondent requires édditional time to complete
the work, Respondent will contact the Attorney General’s Office before the
expiration of the above deadlines and provide a detailed justification for any
extension.

Within one week of completion of the EMP work at the Properties described in the |
paragrapil above, Respondent will file with the Vermont Department of Health,‘
Respondent’s insurance carrier and with the Office of the Attorney General, a
completed EMP compliance statement for all Properties, and will give a copy of the
compliance statement to an adult in each rented unit of all Properties.‘ The copy for
the Office of the Attorney General shall be sent to: Justin Kolber, Assistant Attorney
General, Office of the Attorney General, 109 State Street, Monipelier, Vermont
05609.

In the event Respondent wishes to rent a unit which becomes vacant in any of
Respondent’s pre-1978 rental housing before such housing is made EMP compliant,

Respondent shall provide advance written notice of the intent to rent to the Office of
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23.

24,

25.

26.

the Attorney General at the address listed above. Respondent’s advance written
notice shall also: (1) verify that the interior of the sbeciﬁc unit to be rented is EMP
compliant; (2) provide an update as to any remaining EMP work to be performed at
the property, including the date by which the entire property will be EMP compliant.
Otherwise, Respondent shall not rent, or offer for rent, any unit which becomes
vacant in any of property owned or managed by Respondent that is not EMP
compliant until such time as the EMP work is complete and the EMP compliance
statement is distributed as described above.
Respondent shall pay the sum of $3,500 in civil penalties and costs for the failure to
file EMP compliance statements, with $1,500 being paid no later than May 31, 2017,
and the remaining $2,000 to be paid no later than August 31,2017. All payments
shall be a single check payable to “the State of Vermont™ and sent to the Office of
the Attorney General at the address listed in paragraph 21.
Respondent shall pay the costs of any follow-up compliance inspections as
determined by the Attorney General’s Office. |

Other Terms
This AOD is binding on Respondent, however, sale of any pre-1978 rental property
may not occur unless Respondent has complied with all obligatio‘ns under this AOD,
or this AOD is amended in writing to transfer to the buyer or other transferee all
remaining obligétions.
Transfer of ownership of any of Respondent’s pre-1978 rental properties shall be
consistent with Vermont law, including the provisions of 18 V.S.A. § 1767

specifically relating to the transfer of ownership of pre-1978 rental housing.
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27. This AOD shall not affect marketability of title.

28. Nothing in this AOD in any way affects Respondent’s other oBligations under state,
local, or federal law. | |

29. In addition to any other penalties or relief which might be appropriate under |
Vermont law, any fu‘;ure féilure by Respondent to éomply with the terms of this
AOD shall be subject to a liquidated civil penalty paid to the State of Vermont in the

amount of at least $5,000 and not more than $10,000.

ok SIGNATURES APPEAR ON NEXT PAGE*#*
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ih
DATED at Montpelier, Vermont this 7 day of April, 2017.

DATED at £55&X

STATE OF VERMONT

THOMAS J. DONOVAN, JR.
ATTORNEY GENERAL

By: 741/514~ .....

Austin E. Kolber
Assistant Attorney General
Office of the Attorney General
109 State Street
Montpelier, VT 05609
(802) 828-5620
justin.kolber@vermont.gov

, Vermont this z 2 day of April, 2017.

GORDON TSON

By:

Gordon Watson
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IN RE: GRAND BUFFET ESSEX JUNCTION INC,, )  CIVIL DIVISION
TOM LI, and ZHIHUA “JOYCE” LI ) DocketNo. /0k~8~/7us ney”
)

ASSURANCE OF DISCONTINUANCE

Vermont Attorney General Thomas J. Donavan, Jr. (“the Attorney General”) and
Grand Buffet Essex Junction Inc., Tom Li, and Zhihua “Joyce” Li (“Respondents™) hereby
agree to this Assurance of Discontinuance (“AOD”) pursuani t0 9 V.S.A. § 2459.
BACKGROUND
1. Respondent Grand Buffet Essex Junction Ine. (“Grand Buffet”) is a domestic profit
corporation incorporated under the laws of Vermont, with its principai place of business located
at 66 Pearl Street, [ssex Junction, Vermont, Grand Buffet is a restaurant serving Chinese-style

cuisine.

2. Respondent Tom Li is a resident of Essex Junction, Vermont. Tom Li is the president

and director of Grand Buffet.

3. Respondent Zhihua “Joyce” Li is a resident of Essex Junction, Vermont, Joyce Li is the
manager of Grand Buffet.
4, In late 2012, a Grand Buffet employee stole customers’ credit card information and

credit card fraud was committed. The matter was referred to law enforcement and the
Attorney General made recommendations to Respondents for operational changes that

would prevent a repetition of the incident.

5. Grand Buffet did not consistently implement the recommendations.
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6. In July 2014, at least 79 customers had their credit card numbers stolen from Grand
Buffet, resulting in over $20,0GO worth of credit card fraud.

7. In I.")ecémber 2014, at least 20 customers had their credit card numbers stolen from
Grand Buffet, resulting in over $15,800 worth of credit card fraud.

8. These numbers only indicate the amount of fraud identified; the actual number of
credit cards stolen and ihe actual amount of fraud may likely be higher.

9.  Respondents have not complied with their record-keeping obligations under state and
federal law regarding the employees that they hired.

10.  Respondents had a heightened obligation to prevent fraud from taking place at their
business, after they became aware of the fraud that took place in late 2012 and received the
Attorney General’s recommendations.

11.  Respondents have failed to take sufficient reasonable measures to prevent credit card
information from being stolen at Grand Buffet.

12.  Failure to take reasonable measures to protect the security of consumers’ credit card
information cbnstitutes an unfair act and practice under 9 V.S.A. § 2453,

13.  In February 2017, the three individuals who committed the credit card fraud, one ex-
employee of Grand Buffet who stole the credit card numbers, and two accomplices who
used the counterfeit credit cards; were sentenced and ordered to jointly pay $25,608.33 |

restitution to the victim banks and credit unions that suffered the losses due to the fraud.
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INJUNCTIVE RELIEF
Changes in Operating Systems
14.  Starting immediately, Respondents shall implement the following operational
safeguards:

a. Maintain appro'priate oversight of their employees and how they handle
customer credit cards;

b. Either only collect customers’ credit card information at the hostess stand,
and do not permit wait-staff to handle customers’ credit cards, or implement
technology to swipe credit cards at the table; and

¢. Require use of an identification code unique to each employee authorized to
handle credit cards to be used when submitting customers’ credit card
information.

Record Keeping
15.  Starting immediately, Grand Buffet shall comply with all record-keeping
requirements regarding its employees, including:

a. Timely completion and submission of Department of Labor Form C-101 on a
quarterly basis, listing gross wages paid to all employees in the previous
calendar quarter;

b. Reporting all newly-hired employees to the Department of Labor within ten
days of hire, either by paper Form C-61 or online at:
https://uipublic.labor.vermont. gov/EmployerPortal/EmployerFunctions/

apphome.aspx. Grand Buffet shall keep a copy of each such report for at least

three yeats.
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¢. Providing each employee with a weekly, bi-weekly or semi-monthly
paycheck statement listing in detail gross wages earned, net wages paid, and
all deductions made for state and federal taxes and other required or
authorized deductions, Grand Buffet shall keép a copy of each such statement

| for at least three years.

d. Completing a USDOL Employment Eligibility Verification Form (I-9) for
cach employee. Grand Buffet shall keep a copy of that form for at least three
years.

16.  Respondents shall comply with all provisions of Vermont’s Consumer Protection
Act, 9 V.S.A. §§ 2451-2480.

PENALTIES
17.  Respondents agree to a civil penalty of Thirty Thousand Dollars ($30,000.00) of
which Respondents muét pay Two-Thousand, Five-Hundred Dollars ($2,500.00) within ten
days of both Parties signing this AOD (the “Bffective Date”), and Two-Thousand, Five-
Hundred Dollars ($2,500.00) each month thereafter until the full amount is paid. The full
amount must be paid within one year of the Effective Date. Respondents shall make
payments to the “State of Vermont” and send payments to: Ryan Kriger, Assistant Attorney

General, Office of the Attorney General, 109 State Street, Montpelier, Vermont 05609.




Office of the
ATTORNEY
GENERAL
109 State Street
Montpelier, VT
05609

REPORTING
18.  To determine or secure compliance with this Assurance of Discontinuance, on
reasonable notice given to Respondents, subject to any lawful privilege:

a. Duly authorized representatives of the Attorney General, including repmsentative of
any other law enforcement agency acting at the request of the Attorney General,
shall be permitted access during normal office hours to inspect and copy all books,
ledgers, accounts, correspondence, memoranda and othér documents and records in
the possession, custody, or control of Respondents, which may have counsel
present, and the documents and records to be inspected and copied relate to the
violations described in this Assurance of Discontinuance.

b. Respondent shall submit written reports, under oath if requested by the Attorney
General, with respect to any matters contained in this Assurance of Discontinuance.

OTHER TERMS
19.  Respondents agree that this Assurance of Discontinuance shall be binding on
Respondents, and their successors and assigns.
20.  The Attorney General hereby releases and discharges any and all claims arising
under the Consumer Protection Act, 9 V.S.A. §§ 2451-2480, that it may have against

Respondents for the conduct described in the Background section prior to December 31,

2014,

4

21, The Superior Court of the State of Vermont, Washington Unit, shall have jurisdiction
over this Assurance and the parties hereto for the purpose of enabling the Attorney General

to apply to this Court at any time for orders and directions as may be necessary or
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appropriate to enforce compliance with or to punish violations of this Assurance of
Discontinuance,
22, Acceptance of this AOD by the Vermont Attorney General’s Office shall not be
deemed approval by the Attorney General of any practices or procedures of Respondent not
required by this AOD, and Respondent shall make no representation to the contrary.
STIPULATED PENALTIES

23. If the Superior Court of the State of Vermont, Washington Unit enters an order
finding Respondents to be in violation of this Assurance of Discontinuance, then the parties
agree that penalties to be assessed by the Court for each act in violation of this Assurance of
Discontinuance shall be Five Thousand Dollars ($5,000.00). A future data Security breach at
Grand Buffet shall not, alone, be evidence that Respondents violated this Assurance of
Discontinuance.

NOTICE

24. Respondents may be located at; 66 Pearl Street, Essex Junction, Vermont,

25, Respondents shall notify the Attorney General of any change of business name or
address within 20 business days.

26. For a period of twenty (20) years from the Effective Date, in the event that Tom Li
or Zhihua “Joyce” Li obtains any ownership or managerial interest in any other businesé in

Vermont, Respondent(s) shall notify the Attorney General of the name and address of the

business within 20 business days.
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SIGNATURE

In lieu of instituting an action or proceeding against Respondents, the Office of the
Attorney General, pursuant to 9 V.S.A. § 2459, accepts this Assurance of Disconﬁnuancci By
signing below, Respondent(s) voluntarily agree with and submit(s) to the terms of this

Assurance of Discontinuance,

DATED at Essex Junction, Vermont, this 15% day of February, 2017.

A e g, PV /i;»“ s
Tom L, on behalf of himself and
Grand Buffet Essex Junction, Inc.

<7
fxf(

N
E i

Zhjl;ua “Joyce” L1

ACCEPTED on behalf of the Attorney General:

AN
DATED at Montpelier, Vermont this V5" day of Seaauner ,2017.

STATE OF VERMONT

THOMAS J. DONOVAN, JR.
ATTORNEY GENERAL

e e M

R¥an Kriger

Assistant Attorney General
Office of Attorney General
109 State Street
Montpelier, Vermont 05609
ryan.kriger@vermont.gov
802-828-3170
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ASSURANCE OF DISCONTINUANCE

| This Assurance of Discontinuance (“Assurance”) is entered into between the State of

Vermont (“State”), and Respondent Hilton Domestic Operating Company Inc., as successor
in interest to Park Hotels & Resorts Inc. f/k/a Hilton Worldwide, Inc., including all of its
subsidiaries, affiliates, successors, and assigns (“Hilton” or “Respondent,” and, together
with the State, the “Parties”). This Assurance applies only to Hilton owned or managed
properties and does not apply to franchise properties, where Hilton does not maintain a
majority interest. | |

This Assurance resolves the State of Vermont’s concerns regarding Hilton’s
compliance with the Vermont Security Breach Notice Act, 9 V.S.A. §§ 2430-35 and
Consumer Protection Act, 9 V.S.A. Chapter 63.

I. - PARTIES

1. The State is acting through its Attorney General with its office located at 109
State Street, Montpelier, Vermont, 05609.

2. Respondent Hilton is one of the largest hospitality companies in the world,
witha portfolio of 14 brands comprising more than 4,900 proper‘des with more than
796,000 rooms in 104 countries and territories. The company’s portfolio includes Hiltoﬁ
Hotels & Resorts, Waldorf Astoria Hotels & Resorts, Conrad Hotels & Resorts, DoubleTree

by Hilton, Embassy Suites by Hilton, Hilton Garden Inn, Homewood Suites by Hilton, and



Hilton Grand Vacations. Its principal business address is 7930 Jones Branch Dr., McLean,
Virginia 22102. The undersigned is fully authorized to execute this Assurance on behalf of
Hilton. Hilton is the primary global operating company of the Hilton family of companies
and it and its subsidiarieé hold the operating assets, contracts, intellectual property, and
employees.
II.  BACKGROUND
3. Vermont's Security Breach Notice Act:

(a) Defines “security breach” to mean “unauthorized acquisition of
electronic data or a reasonable beliefof an unauthorized "acqz)is”itz;oh of electronic data
that compromises the security, confidentiality, or integrity of a consumer's
personally identifiable information maintained by the data collector.”

9 V.S.A. § 2430(8)(A);

(b) Requires a data collector that experiehces a security breach that
affects Vermont residents to notify the Attorney General within 14 business days of
the data collector’s discovery of the security breach (“14-Day Notice”).

9 V.S.A. § 2435(b)(3)(B)(i); and

(c) Requires notice to consumers to be made “in the most expedient time
possible and without unreasonéble delay, but not later than 45 days after the
discovery or notification, consistent with the legitimate needs of the law
enforcement agency ... or with any measures necessary to determine the scope of
the security breach and restore the reasoﬁable integrity, security, and

confidentiality of the data system.”



4. In 2014 and 2015, Hilton experienced two separate network intrusions
invoiving collection of credit card information.

5. Hilton first became aware of the First Incident on February 10, 2015, when
Hilton was notified by its managed security services provider of a security incident
involving one of its sefvers.

6. Hilton engaged a PCI Forensic Investigator (“PFI”) on February 14, 2015, to
begin scoping conversations, and formally retained the PFI for the First Incident on
February 27, 2015.

7. On March 10, 2015 (28 days post-notification of the First Incident), the PFI
issued a Preliminary Incident Response Report regarding the First Incident. The PFI found
evidence of malware on a Hilton server, including evidence of malware designed to target
payment card information.

8. The PFI was unable to determine how the attacker gained access to Hilton’s
computer network, potentially due in part to the fact that in March 2015, computers that
might have contained relevant evidenee were rebuilt as part of regular maintenance. Also,
certain log files that could have contained relevant evidence were not centrally aggregated.

9. The PFI did not find definitive evidence of exfiltration of payment card data.

10. In the Preliminary Incident Response Report, the PFI estimated that the
investigation would conclude on June 1, 2015.

11.  Inlight of the PFI Preliminary assessment, the absence of computers and logs
that might be necessary to investigate the incident, and the need to move expediently and
without unreasonable delay, the Attorney -General alleges that Hilton’s duty to notify

consumers of the First Incident was triggered on March 10, 2015 at the latest.



12.  The Attofney General alleges that at this point Hilton had sufficient
information to trigger the duty to provide 14-Day Notice to the Attorney General.

13.  During this period, the Attorney General was in regular contact with counsel
for Hilton due to an unrelated breach of an independently-owned Hilton managed
property. Any mention of the First Incident would have satisfied the 14-Day Notice
requirement.

14.  OnJuly 13, 2015, Hilton internally identified a second security incident. This
was the earliest date of notification or discovery of the Second Incident.

15.  Hilton engaged the same PFI to begin scoping Conversations on July 30, 2015
and formally retained the PFI for the Second Incident on August 7, 2015.

16.  On August 16, 2015, the PFl issued a Preliminary Incident Response Report
regarding the Second Incident. The PFI identified evidence of malware that was designed to
target payment card information. The PFI did not identify evidence of the exfiltration of
payment card information.

17.  The Attorney General alleges that Hilton’s duty to notify consumers of the
Sécond Incident was triggered on August 16, 2015 at the latest.

18. On October 2, 2015, Hilton received a Common Point of Purchase nptiﬁcation
from a credit card issuing bank.

19.  On November 24, 2015, Hilton notified the Vermbnt Office of the Attorney
General of both security breaches, and provided substitute notice to consumers. This was
287 days after the Attorney General alleges that Hilton was notified of the First incident

and 100 days after Hilton was notified of the Second Incident.



20. Hilton did not provide notice to the Vermont Office of the Attorney General
within fourteen days of the Second Incident.

21.  The Attorney General alleges that Hilton did not provide notice to consumers
in the most expedient time possible and without unreasonable delay.

22. On March 16, 2016, the PFI issued its Final Incident Report regarding the
First Incident.

- 23.  The Payment Card Industry Data Security Standard (“PCI DSS”) is a
proprietary information security standard for organizations that process branded credit
cards from th’e major card companies, including Visa, MasterCard, American Express,
Discover, and JCB. The standard is mandated by fhe card brands and administered by the
Payment Card Industry Security Standards Council to ensure cardholder data is processed
in a secure environment.

24. The PFI found that Hilton was not in compliance with certain PCI DSS
requirements.

25. Oh September 23, 2016, the PFI issued its Final Incident Report regarding the
Second Incident.

26.  As described in its report on the second infiltration, the PFI found that H,ilton
was not in compliance with certain PCI DSS requirements.

27. Failure to maintain reasonable‘security standards is a violation of Vermont’s

Consumer Protectfon Act, 9 V.S.A. § 2453.

III. ENJOINED CONDUCT

Pursuant to 9 V.S.A. § 2458, Respondent is hereby enjoined as follows:

General Data Security and Notice Practices



28. Respondgnt shall maintain reasonable data security policies and procedures
designed to protect cardholder data, as defined in PCI DSS Version 3.2, attached hereto as
Exhibit A (“Cardholder Data”).

29. Reépondént shall provide notice to affected Vermont residents and the
Attorney General of a “Security breach” (as defined by 9 V.S.A. § 2430(8)) involving PII of
Consumers (as defined by 9 V.S.A § 2430(2)) in compliance with 9 V.S.A. § 2435. In
determinirig whether there has been an “unauthorized acquisition of electronic data or a
reasonable belief of an unauthorized acquisition of electronic data” pursuant to 9 V.S.A. §
2436(8), Respondent shall consider all information reasonably avéilable to it, including,
among other things, (i) indications that the information is in the physical possessioﬁ and

~control ofa person without valid authori_zation, such as a lost or stolen computer or other
devfce containing information; (ii) indications that the information has been downloaded
or copied; (iii) indications that the information was used by an unauthorized person, such
as fraudulent accounts opened or instances of identity theft reported; (iv) fhat the
information has been made public; and (v) evidence of malware on its computer systems
designed to collect Cardholder Data. Respondent should consider all information
reasonably available to it in determining whether Hilton has a notification obligation to
Consumers or the Attorney General under Vermont law. Lack of evidence of exfiltration,
especially in cases where Respondent failed to collect, or otherwise deleted relevant
forensic evidence, such as server images, malware output files, or log files, shall not be
determinative. This determination will be a fact specific inquiry.

30.  Fora period of 5 years, if Respondent retains a PFI to investigate a breach

involving Cardholder Data, it will provide notice of the breach incident that is being



- investigated to the Attorney General as well as a copy of the PFI preliminary incident
report. Notice shall be provided to the Attorney General within 14 days of retaininga PFI
and the report will be provided within 10 days of issuance. The Attorney General shall
treat the PFI preliminary incident report as confidential as if it were a notice submitted in
accordance with 9 V.S.A. § 2435(b)(3)(B), which prohibifs release of the notice under FOIA
or V‘ermont’s Public Records Law. All copies of the PFI preliminary incident report in the
possession of the Attorney’ General’s Office shall be destroyed by the Office if Hilton
provides evidence that the breach did not involve the Cardholder Data of Vermont
residents.
Comprehensive Information Security Program

31. Respondent shall design and implement, and thereafter maintain, a
comprehensive information security program that is reasonably designed to protect the
security, confidentiality, and integrity of Cardholder Data that it collects, receives or
processes. Such program must be documented in writing, shall be appropriate to
Respondent’s size, complexity, the nature and scope of its activities, and the sensitivity of
the data at issue, and have the following administrative, technical, and physical safeguards:

(a)  the designation of an employee or employees to coordinate and be
accountable for the information security program;

(b) - the identification of material internal and external risks to the
security, convfidentiality, and integrity of Cardholder Data that could result in the
unauthorized disclosure, misuse, loss, alteration, destruction, or other compromise
of such information, and assessment of the sufficiency of any safeguards in place to

control these risks;



(c) the design and implementation of reasonable safeguards to control
the risks identified through risk assessment, and regular testiﬁg or monitoring of
the effectiveness of the safeguards’ key controls, systems, and procedures;

(d) the 5development and use of reasonable steps to -select and rétain

 service providers capable of appropriately safeguarding Cardholder Data and
requiring such service providers by contract to implement and maintain
appropriate safeguards for such information; and

(e) the evaluation and adjustment of Respondent’s information security
program described herein in light of the results of the testing or monitoring
required by sub-part (c) or any other circumstances (including any material changes
to Respondent’s operations or business arrangements) that Respondent knows or a
reasonable entity acting objectively under the circumstances would know may have
a material impact on the effectiveness of such information security program. -

32. Respondent may comply with the requirements of Paragraph 31 through the
use of compensating controls that meet the purpose and effectiveness of the controls
described in Paragraph 31. If, at any time after the execution of this Assurance,
Respondent believes that any of the specific prohibitions or affirmative obligations
imposed by this Assurance should be altered on account of changes in technology or the
law, it may request agreement to such amendment from the Attorney General.
Cardholder Data Assessments

33.  Respondent shall annually obtain a written assessment of the extent of its
compliance with the PCI DSS Requirements and Security Assessment Procedures, Version

3.2, attached hereto, or, in the event such standard no longer exists, any successor standard



established or approved by the PCI DSS Council, any successor entity to said Council, or all
of the major paymént card brands. For each annual assessment, the assessor conducting
the assessment must certify as to the extent of Respondent’s compliance with PCI DSS. As
part of the assessment, the assessor must:
(@) certify that Respondent treats untrusted networks in accordance with
PCI DSS Requirement No. 1.2 or its equivalent in any succéssor versions of PCI DSS,
and if networks are not treated as untrusted, certify such networks either are
included in the assessment or ha\}e during the 12 months preéeding the assessment
separately been validated to be fully compliant with PCI DSS;
(b) certify as to the extent of Respondent’s compliance with each element
of a risk management protocol at least as thorough as Version 2.0 of the PCI DSS
Risk Assessment Guidelines, attaéhed hereto as Exhibit B; and
(c) certify that the assessment was conducted by a qualified, objective, 4
independent third-party professional, who uses procedures and standards generally
accepted in the profession, adheres to professional and business ethics, performs all
duties objectively, and is free from any conflicts o‘f interest that might compromise
the assessor’s independent judgment in performing assessments. The assessor shall
be a person quélified as a Qualified Security Assessor under PCI DSS ("QSA"), or, at
the election of Respondent, a éimilarly qualified person or organization approved by
the Attorney General.
34.  Fora period of 5 years, if the assessor that conducts an assessment described‘
in Paragraph 33 does not certify that Respondent is fully compliaht with PCI DSS and with

the risk protocol, Respondent shall notify the Attorney General immediately in writing,



outlining the deficiencies and reasons for the deﬁcienci_eé, and remedy any deficiencies and
obtain another certification confirming compliance within ninety (90) days from the
completion of the noncompliant assessment or the risk protocol. Failufe to fulfill the terms
of this paragl;aph shall be considered a violation of this Assurance, unless otherwise agreed
to by the parties.

IV.  PENALTIES

35.  Respondent shall pay the State civil penalties of Three Huﬁdred Thousand
Dollars ($300,000), within ten days of both Parties signing this Assurance. Respondent
shall make payment to the “State of Vermont” and send payment to: Ryan Kriger, Assistant
Attorney General, Office of the Attorney General, 109 State Street, Montpelier, Vermont
- 05609. |

V. REPORTING

36.  Foraperiod of 5 years, to the extent not already provided under this
Assurance, Respondent shall, upon request by Attorney General provide all documentation
and information necessary for the requesting party to verify compliance with this
Assurance.

37.  Foraperiod of 5 years, Respondent shall maintain all materials relied upon
to prepare any assessment required by tﬁis Assurance for a period of three years after the
assessment, whether prepared by or on behalf of Respondent, including but not limited to
all reports, studies, reviews, audits, audit trails, policiés, training materials and any other
materials relied on to prepafe the assessments.

VI. MISCELLANEOUS PROVISIONS

38.  Respondent does not admit that it has violated Vermont law, and nothing

10



herein shall be deemed an admission or waiver of any right of Respondent.

39.  Respondent does not admit to the allegations contained in Paragraphs 11, 12,

17,and 21.

| 40.  This Assurance is not intended for use by any third party in any other
proceeding and is not intended, and should not be construed, as an admission o‘f liability by
Respondent.

41. . As of the Effective Date, the Plaintiff hereby releases Respondent from all
civil claims, acti'ons, causes of action, damages, losses, fines, costs, and pehalties related to
the allegations of the Assurance in this action, that have been or could have been brought
against Respondent ‘or any of its respective current or former affiliates, agents,
representatives, or employees pursuant to the State of Vermont’s Security Breach Notice
Act, 9 V.S.A. Chapter 22, Consumer Protection Act, 9 V.S.A. Chapter 63 or civil fraud laws
(including common law claims concerning fraudulent trade practices) on or before the
Effective Date. Notwithstanding any other term of this Assurance, the following do not
comprise Released Claims: private rights of action; crimvinal‘claim's; claims of
environmental or tax liability; claims for property damage; claims alleging violations of
State or federal securities laws; claims alleging violations of State or federal antitrust laws;
claims alleging violations of State or federal false claims l:;lws; claims brought by any other
agency or subdivision of the State; and claims alleging a breach of this Assurance.

42.  The Parties agree that this Assurance does not constitute an approval by the
Attorney General of any of Respondent’s past or future practices, and Respondents shall

not make any representation to the contrary.
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43. | The requirements of this Assurance are in addition to, and not in lieu of, any
other requirements of state or federal law. Nothing in this Assurance shall be construed as
relieving Respondent of the obligation to comply with all local, state, and federal laws,
regulations, or rules, nor shall any of the provisions of this Assurance bé deemed as
permission for Respondent to engage in any acts or practices prohibited by such laws,
regulations, br rules.

44, Respoﬁdent shall not participate directly or indirectly in any activity to form
or proceed as a separate entity or corporation for the purpose of engaging in acts |
prohibited in this Assurance or for any other purpose which would otherwise circumvent
any part of this Assurance. |

45. If any clause, provision or section of this Assurance shall, for any reason, be
held illegal, invalid or unenforceable, such illegality, invalidity or unenforceability shall not
affect any other clause, provision or section of this Assurance and this Assurance shall be
construed and enforced as if such illegal, invalid, or uﬁenforceable clause, section, or other
provision had not been contained herein. |

46.  The section headings and subheadings contained in this Assurance are
included for convenience of reference only and shall be ignored in the construction or
interpretation of this Assufance.

47.  Inthe eveht that any statute, rule, or regulation pertaining to the subject
matter of this Judgment is enacted, promulgated, modified, or interpreted by any federal or
state governmenf or agenéy, o;‘ a court of competent jurisdiction holds that such statute,
rule, or regulation is in conflict with any provision of the Assurance, and compliance with

the Assurance and the subject statute, rule or regulation is impossible, Respondent may
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comply with such statute, rule or regulation and such action in the affected jurisdiction
‘shal,l not constitute a violation of this Assurance. Respondent shall provide written notices
to the Attorney General fhat it is impossible to comply with the Assurance and the subject
laW and ’shall explain in detail the basis for claimed impossibility, with specific reference to
any applicable statutes, regulations, rules, and court opinions. Such notice shall be
provided immediately upon Respondent learning of the potential impossibility and at least
thirty (30) days in advance of any act or omission which is not in compliance with this
Assurance. Nothlng in thls paragraph shall limit the right of the Attorney General to
disagree with Respondent as to the impossibility of compliance and to seek to enferce this

Assurance accordingly.

48.  All notices under this Assurance shall be provided to the following via email
and Overnight Mail:
For Hilton:

'Office of the General Counsel
Hilton
7930 Jones Branch Drive
v McLean, VA 22102

For the State of Vermont:

Ryan Kriger

Assistant Attorney General
Vermont Attorney General’s Office
109 State Street

Montpelier, VT 05609
ryan.kriger@vermont.gov

49.  This court retains jurisdiction of this action for the purpose of ensuring

compliance with this Assurance.
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APPROVED:

FOR RESPONDENT Hilton

By:(Mle Date:

Michael Le lngerQ
Senior Vic& Presid

FOR THE STATE OF VERMONT

THOMAS J. DONOVAN, JR."
ATTORNEY GENERAL

By: 474 : ; Date:

7 :
Ryan Kriger
Assistant Attorney General
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Document Changes

.~ Date | Version @ = - . ' Desecripon e Pages
To introduce PCI DSS v1.2 as “PCI DSS Requirements and Security Assessment Procedures,”
October 2008 19 eliminating redundancy between documents, and make both general and specific changes from
' PCI DSS Security Audit Procedures v1.1. For complete information, see PCI Data Security
’ Standard Summary of Changes from PCI DSS Version 1.1 to 1.2.
Add sentence that was incorrectly deleted between PCI DSS v1.1 and v1.2. 5
Ccerrect “then” to “than” in testing procedures 6.3.7.a and 6.3.7.b. 32
July 2009 1.2.1 Remove grayed-out marking for “in place” and “not in place” columns in testing procedure 6.5.b. 33

For Compensating Controls Worksheet — Completed Example, correct wording at top of page to
say “Use this worksheet to define compensating controls for any requirement noted as ‘in place’ 64
via compensating controls.”

, Update and implement changes from v1.2.1. See PC/ DSS — Summary of Changes from PC/
October 2010 201 pSS Version 1.2.1 to 2.0.
November 2013 3.0 Update from v2.0. See PC/ DSS — Summary of Changes from PCI DSS Version 2.0 to 3.0.
. : Update from PCI DSS v3.0. See PCI DSS — Summary of Changes from PCI DSS Version 3.0 to
April 2015 3.1 ) :
3.1 for details of changes.
April 2016 39 Update from PCI DSS v3.1. See PC/ DSS — Summary of Changes from PCI DSS Version 3.1 to

3.2 for details of changes.
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Introduction and PCI Data Security Standard Overview

The Payment Card Industry Data Security Standard (PCl DSS) was developed to encourage and enhance cardholder data security and facilitate
the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of technical and operational requirements
designed to protect account data. PCl DSS applies to all entities involved in payment card processing—including merchants, processors,
acquirers, issuers, and service providers. PCI DSS also applies to all other entities that store, process or transmit cardholder data (CHD) and/or
sensitive authentication data (SAD). Below is a high-level overview of the 12 PCI DSS requirements.

PCI Data Security Standard — High Level Overview

A Install w:a maintain a firewall oo:mocﬁm:o: to protect cardholder data

Do not use <mzao?mcnu__ma amﬁmc_a for m<m53 vmmmsoam and o,:oq
 security nmqmamﬁma -

Build m:a _<_m_=8_= a mmoza
,Zmﬂio} m:a m<m$ ms

3. . Protect stored cardholder amﬁm

‘Protect Cardholder Data
; 4,  Encrypt transmission of cardholder data across open, public networks

5. Protectall systems mnm“:mﬁ Bm_éma m:o_ 1mmc_m_._< cuamﬁm m:arsaw
. _,,,momémﬁm or programs: -
. Develop and maintain mmoca m<mﬁm3m and applicatio ns

.,_sm::m_: aVu jm.mc___g
;z_m:mmmaoa ”_u_,om_.mzd

Restrict access to cardholder data by business need to _So<<
Identify and authenticate access to system components
Restrict physical access to cardholder data

Implement Strong Access
Control Measures

,,ﬁ,xmuc_m_,_v\ Mon
Network

itor and Te . Track and monitor all moommm to 3m2<o% resources m:a car holder data

_ ‘mm@c_m:vx ﬁmmﬂumoczs\ m<m$3m m:a uﬂoomwmmm

Maintain an Information

‘Security Policy 12. _,\_m_:ﬂ.m_z a policy that addresses information mmoczq for all personnel

This document, PCI Data Security Standard Requirements and Security Assessment Procedures, combines the 12 PCl DSS requirements and
corresponding testing procedures into a security assessment tool. It is designed for use during PCI DSS compliance assessments as part of an
entity’s validation process. The following sections provide detailed guidelines and best practices to assist entities prepare for, conduct, and report
the results of a PCI DSS assessment. The PCI DSS Requirements and Testing Procedures begin on page 15.

PCI DSS comprises a minimum set of requirements for protecting account data, and may be enhanced by additional controls and practices to
further mitigate risks, as well as local, regional and sector laws and regulations. Additionally, legislation or regulatory requirements may require
specific protection of personal information or other data elements (for example, oma:o_amﬁ name). PCI DSS does not supersede _oom_ or regional
laws, @o<m33m2 regulations, or other legal requirements.

Payment Card Industry (PCl) Data Security Standard, v3.2 Page 5
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PCI DSS Resources

The PCI Security Standards Council (PCI SSC) website (www.pcisecuritystandards.org) contains a number of additional resources to assist
organizations with their PCI DSS assessments and validations, including:

* Document Library, including: ; ;
o PCIDSS - Summary of Changes from PCI DSS version 2.0 to 3.0 %%Nﬁmﬁ Mmﬂwﬁﬂﬁﬁﬁﬁ entity
o PCIDSS Quick Reference Guide ‘additional considerations and e
o PCIDSS and PA-DSS Glossary of Terms, Abbreviations, and Acronyms | meﬁ%%% szlo.w%memgmmwmm u\umw mDQMm
o Information Supplements and Guidelines replace or extend Sm vo\ DSS orany of its
o Prioritized Approach for PC| DSS requiements. |
o Report on Compliance (ROC) Reporting Template and Reporting Instructions
o - Self-assessment Questionnaires (SAQs) and SAQ Instructions and Guidelines
o Attestations of Compliance (AOCs)
= Frequently Asked Questions (FAQs)
= PCI for Small Merchants website
= PCl training courses and informational webinars
= List of Qualified Security Assessors (QSAs) and Approved Scanning Vendors (ASVs)
= List of PTS approved devices and PA-DSS validated payment applications

Please refer to www.pcisecuritystandards.org for information about these and other resources.

Payment Card Industry (PCl) Data Security Standard, v3.2 Page 6
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PCI DSS Applicability Information

PCI DSS applies to all entities _:<o_<ma in payment card processing—including merchants, processors, acquirers, issuers, and service providers.
PCI DSS also applies to all other entities that store, process, or transmit cardholder data and/or sensitive authentication data.

Cardholder data and sensitive authentication data are defined as follows:

Cardholder Data includes: Sensitive Authentication Data includes:
* Primary Account Number (PAN) »  Full track data (magnetic-stripe data or
= Cardholder Name equivalent on a chip)
» Expiration Date = CAV2/CVC2/CVV2/CID
» Service Code = PINs/PIN blocks

The primary account number is the defining factor for cardholder data. If cardholder name, service code, and/or expiration date are
stored, processed or transmitted with the PAN, or are otherwise present in the cardholder data environment (CDE), they must be protected in
accordance with applicable PCI DSS requirements.

PCI DSS requirements apply to organizations where account data (cardholder data and/or sensitive authentication data) is stored, processed or
transmitted. Some PCI DSS requirements may also be applicable to organizations that have outsourced their payment operations or
management of their CDE". Additionally, organizations that outsource their CDE or payment operations to third parties are responsible for
ensuring that the account data is protected by the third party per the applicable PCI DSS requirements.

The table on the following page illustrates commonly used elements of cardholder and sensitive authentication data, whether storage of each
data element is permitted or prohibited, and whether each data element must be protected. This table is not exhaustive, but is presented to
illustrate the different types of requirements that apply to each data element.

*In accordance with individual payment brand compliance programs

Payment Card Industry (PCl) Data Security Standard, v3.2 - Page 7
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PCI DSS Requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of cardholder data, only the PAN must be rendered

s Standards Counc

£l

Primary Account Number (PAN) Yes Yes
5 Cardholder Cardholder Name Yes No
Data Service Code Yes No
Expiration Date Yes No
; L Full Track Data® No Cannot store per Requirement 3.2
Sensitive
Authentication CAV2/CVC2/CVV2/CID* No Cannot store per Requirement 3.2
Data? .
PIN/PIN Block® No Cannot store per Requirement 3.2

unreadable according to PCI DSS Requirement 3.4.

Sensitive authentication data must not be stored after authorization, even if encrypted. This applies even where there is no PAN in the
environment. Organizations should contact their acquirer or the individual payment brands directly to understand whether SAD is permitted to be
stored prior to authorization, for how long, and any related usage and protection requirements.

oA W N

Sensitive authentication data must not be stored after authorization (even if encrypted).
Full track data from the magnetic stripe, equivalent data on the chip, or elsewhere

The three- or four-digit value printed on the front or back of a payment card
Personal identification number entered by cardholder during a card-present transaction, and/or encrypted PIN block present within the transaction message

Payment Card Industry (PCI) Data Security Standard, v3.2
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Relationship between PCI DSS and PA-DSS

Applicability of PCI DSS to PA-DSS Applications

Use of a Payment Application Data Security Standard (PA-DSS) compliant application by itself does not make an entity PCI DSS compliant, since
that application must be implemented into a PCI DSS compliant environment and according to the PA-DSS Implementation Guide provided by the
payment application vendor.

All applications that store, process, or transmit cardholder data are in scope for an entity’'s PCl DSS assessment, including applications that have
been validated to PA-DSS. The PCI DSS assessment should verify the PA-DSS validated payment application is properly configured and securely
implemented per PCI DSS requirements. If the payment application has undergone any customization, a more in-depth review will be required
during the PCI DSS assessment, as the application may no longer be representative of the version that was validated to PA-DSS.

The PA-DSS requirements are derived from the PC/ DSS Requirements and Security Assessment Procedures (defined in this document). The
PA-DSS details the requirements a payment application must meet in order to facilitate a customer's PCI DSS compliance. As security threats are
constantly evolving, applications that are no longer supported by the vendor (e.g., identified by the vendor as “end of life"} may not offer the same
level of security as supported versions.

Secure payment applications, when implemented in a PClI DSS-compliant environment, will minimize the potential for security breaches leading to
compromises of PAN, full track data, card verification codes and values (CAV2, CID, CVC2, CVV2), and PINs and PIN blocks, along with the
damaging fraud resulting from these breaches.

To determine whether PA-DSS applies to a given payment application, please refer to the PA-DSS Program Guide, which can be found at
www. pcisecuritystandards.org.

Applicability of PCI DSS to Payment Application Vendors

PCI DSS may apply to payment application vendors if the vendor stores, processes, or transmits cardholder data, or has access to their
customers’ cardholder data (for example, in the role of a service provider).

Payment Card Industry (PCl) Data Security Standard, v3.2 : Page 9
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Scope of PCI DSS Requirements

The PCI DSS security requirements apply to all system components included in or connected to the cardholder data environment. The cardholder
data environment (CDE) is comprised of people, processes and technologies that store, process, or transmit cardholder data or sensitive
authentication data. “System components” include network devices, servers, computing devices, and applications. Examples of system
components include but are not limited to the following:.

» Systems that provide security services (for example, authentication servers), facilitate segmentation (for example, internal firewalls), o
may impact the security of (for example, name resolution or web redirection servers) the CDE.

* Virtualization components such as virtual machines, virtual switches/routers, virtual appliances, virtual applications/desktops, and
hypervisors.

= Network components including but not limited to firewalls, switches, routers, s\_ﬁm_mmm access points, network appliances, and other
security appliances.

» Server types including but not limited to web, application, database, authentication, mail, proxy, Network Time Protocol (NTP), and
Domain Name System (DNS).

* Applications including all purchased and custom applications, including internal and external (for example, ::mSmc applications.

= Any other component or device located within or connected to the CDE.
The first step of a PCI DSS assessment is to accurately determine the scope of the review. At least annually and prior to the annual assessment,
the assessed entity should confirm the accuracy of their PCI DSS scope by identifying all locations and flows of cardholder data, and identify all
systems that are connected to or, if compromised, could impact the CDE (for example, authentication servers) to ensure they are included in the

PCI DSS scope. All types of systems and locations should be considered as part of the scoping process, including backup/recovery sites and fail-
over systems.

To confirm the accuracy of the defined CDE, perform the following:

= The assessed entity identifies and documents the existence of all cardholder data in their environment, to <m:2 that no cardholder data
exists outside of the currently defined CDE.

* Once all locations of cardholder data are identified and documented, the entity uses the results to verify that PCI DSS scope is appropriate
(for example, the results may be a diagram or an inventory of cardholder data locations).

* The entity considers any cardholder data found to be in scope of the PCI DSS assessment and part of the CDE. If the entity identifies data
that is not currently included in the CDE, such data should be securely deleted, migrated into the currently defined CDE, or the CDE
redefined to include this data.

The entity retains documentation that shows how PCI DSS scope was determined. The documentation is retained for assessor review and/or for
reference during the next annual PCI DSS scope confirmation activity.

For each PCI DSS assessment, the assessor is required to validate that the scope of the assessment is accurately defined and documented.

Payment Card Industry (PCl) Data Security Standard, v3.2 Page 10
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Network Segmentation

Network segmentation of, or isolating (segmenting), the cardholder data environment from the remainder of an entity’s network is not a PCI DSS
requirement. However, it is strongly recommended as a method that may reduce:

» The scope of the PCI DSS assessment

»  The cost of the PCI DSS assessment

»  The cost and difficulty of implementing and maintaining PCl DSS controls

= Therisk to an organization (reduced by consolidating cardholder data into fewer, more controiled locations)

Without adequate network segmentation (sometimes called a "flat network™) the entire network is in scope of the PCI DSS assessment. Network
segmentation can be achieved through a number of physical or logical means, such as properly configured internal network firewalls, routers with
strong access control lists, or other technologies that restrict access to a particular segment of a network. To be considered out of scope for PCI
DSS, a system component must be properly isolated (segmented) from the CDE, such that even if the out-of-scope system component was
compromised it could not impact the security of the CDE.

An important prerequisite to reduce the scope of the cardholder data environment is a clear understanding of business needs and processes
related to the storage, processing or transmission of cardholder data. Restricting cardholder data to as few locations as possible by elimination of
unnecessary data, and consolidation of necessary data, may require reengineering of long-standing business practices.

Documenting cardholder data flows via a dataflow diagram helps fully understand all cardholder data flows and ensures that any network
segmentation is effective at isolating the cardholder data environment.

If network segmentation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify that the
segmentation is adequate to reduce the scope of the assessment. At a high level, adequate network segmentation isolates systems that store,
process, or transmit cardholder data from those that do not. However, the adequacy of a specific implementation of network segmentation is highly
variable and dependent upon a number of factors, such as a given network's configuration, the technologies deployed, and other controls that may
be implemented.

Appendix D: Segmentation and Sampling of Business Facilities/System Components provides more information on the effect of network
segmentation and sampling on the scope of a PC| DSS assessment.

Wireless

If wireless technology is used to store, process, or transmit cardholder data (for example, point-of-sale transactions, “line-busting”), or if a wireless
local area network (WLAN) is part of, or connected to the cardholder data environment, the PCI DSS requirements and testing procedures for
wireless environments apply and must be performed (for example, Requirements 1.2.3, 2.1.1, and 4.1.1). Before wireless technology is
implemented, an entity should carefully evaluate the need for the technology against the risk. Consider deploying wireless technology only for non-
sensitive data transmission.

Payment Card Industry (PCI) Data Security Standard, v3.2 . Page 11
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Use of Third-Party Service Providers / Outsourcing

A service provider or merchant may use a third-party service provider to store, process, or transmit cardholder data on their behalf, or to manage
components such as routers, firewalls, databases, physical security, and/or servers. If so, there 3m< be an impact on the security of the cardholder
data environment.

Parties should clearly identify the services and system components which are included in the scope of the service provider's PCI DSS
assessment, the specific PCI DSS requirements covered by the service provider, and any requirements which are the responsibility of the service
provider's customers to include in their own PCI DSS reviews. For example, a managed hosting provider should clearly define which of their 1P
addresses are scanned as part of their quarterly vulnerability scan process and which IP addresses are their customer's responsibility to include in
their own quarterly scans.

Service providers are responsible for demonstrating their PCI DSS compliance, and may be required to do so by the payment brands. Service
providers should contact their acquirer and/or payment brand to determine the appropriate compliance validation.

There are two options for third-party service providers to validate compliance:

1) Annual assessment: Service providers can undergo an annual PCI DSS assessment(s) on their own and provide evidence to their
customers to demonstrate their compliance; or

2) Multiple, on-demand assessments: If they do not undergo their own annual PCI DSS assessments, service providers must undergo
assessments upon request of their customers and/or participate in each of their customer's PCI DSS reviews, with the results of each
review provided to the respective customer(s)

If the third party undergoes their own PCI DSS assessment, they should provide sufficient evidence to their customers to verify that the scope of
the service provider's PCI DSS assessment covered the services applicable to the customer and that the relevant PCI DSS requirements were
examined and determined to be in place. The specific type of evidence provided by the service provider to their customers will depend on the
agreements/contracts in place between those parties. For example, providing the AOC and/or relevant sections of the service provider's ROC
(redacted to protect any confidential information) could help provide all or some of the information.

Additionally, merchants and service providers must manage and monitor the PCl DSS compliance of all associated third-party service providers
with access to cardholder data. Refer to Requirement 12.8 in this document for details.

Payment Card Industry (PCI) Data Security Standard, v3.2 Page 12
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Best Practices for Implementing PCI DSS into Business-as-Usual Processes

To ensure security controls continue to be properly implemented, PCI DSS should be implemented into business-as-usual (BAU) activities as part
of an entity’s overall security strategy. This enables an entity to monitor the effectiveness of their security controls on an ongoing basis, and
maintain their PCl DSS compliant environment in between PCl DSS assessments. Examples of how to incorporate PCI DSS into BAU activities
include but are not limited to:

1. Monitoring of security controls—such as firewalls, intrusion-detection systems/intrusion-prevention systems (IDS/IPS), file-integrity
monitoring (FIM), anti-virus, access controls, etc.—to ensure they are operating effectively and as intended.

2. Ensuring that all failures in security controls are detected and responded to in a timely manner. Processes to respond to security control
failures should include:

Restoring the security control
Identifying the cause of failure
Identifying and addressing any security issues that arose during the failure of the security control

" Implementing mitigation (such as process or technical controls) to prevent the cause of the failure recurring

Resuming monitoring of the security control, perhaps with enhanced monitoring for a period of time, to verify the control is operating
effectively

3. Reviewing changes to the environment (for example, addition of new systems, changes in system or network configurations) prior to
completion of the change, and perform the following:

Determine the potential impact to PCI DSS scope (for example, a new firewall rule that permits connectivity between a system in the
CDE and another system could bring additional systems or networks into scope for PCl DSS).

Identify PCI DSS requirements applicable to systems and networks affected by the changes (for example, if a new system is in scope
for PCI DSS, it would need to be configured per system configuration standards, including FIM, AV, patches, audit logging, etc., and
would need to be added to the quarterly vulnerability scan schedule).

Update PCI DSS scope and implement security controls as appropriate.

4. Changes to organizational structure (for example, a company merger or acquisition) resulting in formal review of the impact to PCI DSS
scope and requirements.

5. Performing periodic reviews and communications to confirm that PCI DSS requirements continue to be in place and personnel are foliowing
secure processes. These periodic reviews should cover all facilities and locations, including retail outlets, data centers, etc., and include
reviewing system components (or samples of system components), to verify that PCl DSS requirements continue to be in place—for
example, configuration standards have been applied, patches and AV are up to date, audit logs are being reviewed, and so on. The
frequency of periodic reviews should be determined by the entity as appropriate for the size and complexity of their environment.

These reviews can also be used to verify that appropriate evidence is being maintained—for example, audit logs, vulnerability scan reports,
firewall reviews, etc.—to assist the entity’s preparation for their next compliance assessment.

Payment Card Industry (PCl) Data Security Standard, v3.2 Page 13
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6. Reviewing hardware and software technologies at least annually to confirm that they continue to be supported by the vendor and can meet
the entity’s security requirements, including PCI DSS. If it is discovered that technologies are no longer supported by the vendor or cannot

meet the entity’s security needs, the entity should prepare a remediation plan, up to and including replacement of the technology, as
necessary.

In addition to the above practices, organizations may also wish to consider implementing separation of duties for their security functions so that
security and/or audit functions are separated from operational functions. In environments where one individual performs multiple roles (for
example, administration and security operations), duties may be assigned such that no single individual has end-to-end control of a process

without an independent checkpoint. For example, responsibility for configuration and responsibility for approving changes could be assigned to
separate individuals.

, ; Zo‘am.smo\ some entities; %mmm best practices are also requirements to ensure ongoing PCI DSS ;
- compliance. For example, PCI DSS includes these principles in some requirements, and the Designated
Entities Supplemental Validation (PCI DSS Appendix A3) requires designated entities to validate to these

principles.

- All organizations shouid consider ‘\Et\msgz.:@ these best practices into Num‘\.»;m:S.B:Smi. m<m: where the
; ; - organization is not required to validate to them. . o
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For Assessors: Sampling of Business Facilities/System Components

Sampling is an option for assessors to facilitate the assessment process where there are large numbers of business facilities and/or system
components.

While it is acceptable for an assessor to sample business facilities/system components as part of their review of an entity’s PCI DSS compliance, it
is not acceptable for an entity to apply PC] DSS requirements to only a sample of their environment (for example, requirements for quarterly
vulnerability scans apply to all system components). Similarly, it is not acceptable for an assessor to only review a sample of PCI DSS
requirements for compliance.

After considering the overall scope and complexity of the environment being assessed, the assessor may independently select representative
samples of business facilities/system components in order to assess the entity’s compliance with PCI DSS requirements. These samples must be
defined first for business facilities and then for system components within each selected business facility. Samples must be a representative
selection of all of the types and locations of business facilities, as well as all of the types of system components within selected business facilities.
Samples must be sufficiently large to provide the assessor with assurance that controls are implemented as expected.

Examples of business facilities include but are not limited to: corporate offices, stores, franchise locations, processing facilities, data centers, and
other facility types in different locations. Sampling should include system components within each selected business facility. For example, for each -
business facility selected, include a variety of operating systems, functions, and applications that are applicable to the area under review.

As an example, the assessor may define a sample at a business facility to include Sun servers running Apache, Windows servers running Oracle,
mainframe systems running legacy card processing applications, data-transfer servers running HP-UX, and Linux Servers running MySQL. If all
applications run from a single version of an OS (for example, Windows 7 or Solaris 10), the sample should still include a variety of applications (for
example, database servers, web servers, data-transfer servers).

When independently selecting samples of business facilities/system components, assessors should consider the following:

» [f there are standardized, centralized PC! DSS security and operational processes and controls in place that ensure consistency and that
each business facility/system component must follow, the sample can be smaller than if there are no standard processes/controls in place.
The sample must be large enough to provide the assessor with reasonable assurance that all business facilities/system components are
configured per the standard processes. The assessor must verify that the standardized, centralized controls are implemented and working
effectively.

= |f there is more than one type of standard security and/or operational process in place (for example, for different types of business
facilities/system components), the sample must be large enough to include business facilities/system components secured with each type
of process.

» If there are no standard PCI DSS processes/controls in place and each business facility/system component is managed through non-
standard processes, the sample must be larger for the assessor to be assured that each business facility/system component has
implemented PCI DSS requirements appropriately.
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* Samples of system components must include every type and combination that is in use. For example, where applications are sampled, the
sample must include all versions and platforms for each type of application. o

For each instance where sampling is used, the assessor must: s v

Please also refer to:

* Document the rationale behind the sampling technique and sample size, : Appendix D: Segmentation

“and Sampling of Business

Facilities/System
Components.

* Document and validate the standardized PCI DSS processes and controls-used to determine sample
size, and

= Explain how the sample is appropriate and representative of the overall population.

Assessors must revalidate the sampling rationale for each assessment. If sampling is to be used, different samples of business facilities and
system components must be selected for each assessment.

Compensating Controls

On an annual basis, any compensating controls must be documented, reviewed and validated by the assessor and included with the Report on
Compliance submission, per Appendix B: Compensating Controls and Appendix C: Compensating Controls Worksheet. ,

For each and every compensating control, the Compensating Controls Worksheet (Appendix C) must be completed. Additionally, compensating
control results should be documented in the ROC in the corresponding PCI DSS requirement section.

See the above-mentioned Appendices B and C for more details on “compensating controls.”
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Instructions and Content for Report on Compliance

Instructions and content for the Report on Compliance (ROC) are provided in the PC/ DSS ROC mmno:,s@ Template.

The PCI DSS ROC Reporting Template must be used as the template for creating the Report on Compliance. The assessed entity should follow
each payment brand’s respective reporting requirements to ensure each payment brand acknowledges the entity's compliance status. Contact
each payment brand or the acquirer to determine reporting requirements and instructions.

PCI DSS Assessment Process

The PCI DSS assessment process includes completion of the following steps:

1.
2.
3.

Confirm the scope of the PCI DSS assessment.
Perform the PCI DSS assessment of the environment, following the testing procedures for each requirement.

Complete the applicable report for the assessment (i.e., Self-Assessment Questionnaire (SAQ) or Report on Compliance (ROC)),
including documentation of all compensating controls, according to the applicable PCI guidance and instructions.

Complete the Attestation of Compliance for Service Providers or Merchants, as applicable, in its entirety. Attestations of Compliance are
available on the PCI SSC website.

Submit the SAQ or ROC, and the Attestation of Compliance, along with any other requested documentation—such as ASV scan reports—
to the acquirer (for merchants) or to the payment brand or other requester (for service providers).

If required, perform remediation to address requirements that are not in place, and provide an updated report.

Payment Card Industry (PCl) Data Security Standard, v3.2 Page 17
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PCI DSS Versions

As of the published date of this document, PCI DSS v3.1 is valid until October 31, 2016, after which it is retired. All PCI DSS validations after this
date must be to PCI DSS v3.2 or later.

The following table provides a summary of PCI DSS versions and their effective dates®.

PCI DSS v3.2 (This document) To be determined
PCI DSS v3.1 April 2015 October 31, 2016
8 Subject to change upon release of a new version of PCI DSS.
Payment Card Industry (PCl) Data Security Standard, v3.2 Page 18
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Detailed PCI DSS Requirements and Security Assessment Procedures

The following defines the column headings for the PCI DSS Requirements and Security Assessment Procedures:

= PCI DSS Requirements — This column defines the Data Security Standard requirements; PCl DSS compliance is validated against these
requirements.

= Testing Procedures — This column shows processes to be followed by the assessor to validate that PCI DSS requirements have been
met and are “in place.”

» Guidance — This column describes the intent or security objective behind each of the PCI DSS requirements. This column contains
guidance only, and is intended to assist understanding of the intent of each requirement. The guidance in this column does not replace or
extend the PCI DSS Requirements and Testing Procedures.

Note: PCI DSS requirements are :9 considered to be in place if controls are not yet \SEQSQ:N@Q or are scheduled to be completed H a EEG
date. After any open or not-in-place items are mQmemme by the mi&s the assessor will then reassess to <m:Qm~,m that the Samgmaoz is
ooS.c\mﬂmQ and that all requirements are mm:mzmq

Please refer to 3@ following resources «m<m\\m§m on the PCI SSC s\mcma& fo Qoos.:mi the bQ D,w,w mmmmmmEmi
= ho\ instructions on ooSE&SQ Sbon,m on oosgm:om %OQ refer to the PCI DSS ROC Reporting: qman_mﬁm. ‘

e ho\ Sm?:%o:m on 83235@ self-assessment Qcmm:o::m:mm (SAQ), refer to Sm PCI DSS SAQ _3m::o=o:m and Guidelines.
. mow instructions on m:cs\a\:m PCI Dwm oo:ﬁ:m:om <m\amzo= reports, mew to 3@ _uo_ DSS >nmm§_o:w o_“ ooan._m:om
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Build and Maintain a Secure Network and Systems

Requirement 1: Install and maintain a firewall configuration to protect cardholder data

Firewalls are devices that control computer traffic allowed between an entity’s networks (internal) and untrusted networks (external), as well as
traffic into and out of more sensitive areas within an entity’s internal trusted networks. The cardholder data environment is an example of a more
sensitive area within an entity’s trusted network.

A firewall examines all network traffic and blocks those transmissions that do not meet the specified security criteria.

All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the Internet as e-commerce,
employee Internet access through desktop browsers, employee e-mail access, dedicated connections such as business-to-business connections,
via wireless networks, or via other sources. Often, seemingly insignificant paths to and from untrusted networks can provide unprotected pathways
into key systems. Firewalls are a key protection mechanism for any computer network.

Other system components may provide firewall functionality, as long as they meet the minimum requirements for firewalls as defined in
Requirement 1. Where other system components are used within the cardholder data environment to provide firewall functionality, these devices
must be included within the scope and assessment of Requirement 1.

1.1 Establish and implement firewall and
router configuration standards that
include the following:

1.1 Inspect the fi

r configuration standards and

other documentation specified below and verify that standards

are complete and implemented as follows:

__ Guidance

Firewalls and routers are key components of the
architecture that controls entry to and exit from the
network. These devices are software or hardware
devices that block unwanted access and manage
authorized access into and out of the network.

Configuration standards and procedures will help
to ensure that the organization’s first line: of
defense in the protection of its data remains

strong.

1.1.1 A formal process for approving
and testing all network connections
and changes to the firewall and router
configurations

1.1.1.a Examine documented procedures to verify there is a

formal process for testing and approval of all:

¢ Network connections and
¢ Changes to firewall and router configurations

1.1.1.b For a sample of network connections, interview
responsible personnel and examine records to verify that

network connections were approved and tested.

- A documented and implemented process for

approving and testing all connections and
changes to the firewalls and routers will help
prevent security problems caused by
misconfiguration of the network, router, or firewall.

Without formal approval and testing of changes,
records of the changes might not be upcated,
which could lead to inconsistencies between
network documentation and the actual
configuration.
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1.1.1.c Identify a sample of actual changes made to firewall

and router configurations, compare to the change records, and
interview responsible personnel to verify the changes were
approved and tested.

1.1.2 Current network diagram that
identifies all connections between the
cardholder data environment and other
networks, including any wireless
networks

1.1.2.a Examine diagram(s) and observe network
configurations to verify that a current network diagram exists
and that it documents all connections to cardholder data,
including any wireless networks.

1.1.2.b Interview responsible personnel to verify that the
diagram is kept current.

Network diagrams describe how networks are
configured, and identify the location of all network
devices.

Without current network diagrams, devices could
be overlooked and be unknowingly left out of the
security controls implemented for PCI DSS and
thus be vulnerable to compromise.

1.1.3 Current diagram that shows all
cardholder data flows across systems
and networks

1.1.3 Examine data-flow diagram and interview personnel to
verify the diagram:
e Shows all cardholder data flows across systems and
networks.

e |s kept current and updated as needed upon changes to
the environment.

Cardholder data-flow diagrams identify the
location of all cardholder data that is stored,
processed, or transmitted within the network.

Network and cardholder data-flow diagrams help
an organization to understand and keep track of
the scope of their environment, by showing how
cardholder data flows across networks and
between individual systems and devices.

1.1.4 Requirements for a firewall at
each Internet connection and between
any demilitarized zone (DMZ) and the
internal network zone

1.1.4.a Examine the firewall configuration standards and verify
that they include requirements for a firewall at each Internet
connection and between any DMZ and the internal network
zone,

1.1.4.b Verify that the current network diagram is consistent
with the firewall configuration standards.

1.1.4.c Observe network configurations to verify that a firewall
is in place at each Internet connection and between any
demilitarized zone (DMZ) and the internal network zone, per
the documented configuration standards and network
diagrams.

Using a firewall on every Internet connection
coming into (and out of) the network, and between
any DMZ and the internal network, allows the
organization to monitor and control access and
minimizes the chances of a malicious individual
obtaining access to the internal network via an
unprotected connection.
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1.1.5 Description of groups, roles, and
responsibilities for management of
network components

1.1.5.a Verify that firewall and router configuration standards
include a description of groups, roles, and responsibilities for
management of network components.

This description of roles and assignment of

1.1.5.b Interview nmﬁwo.szm_ responsible for management of
network components to confirm that roles and responsibilities
are assigned as documented.

responsibilities ensures that personnel are aware
of who is responsible for the security of all
network components, and that those assigned to
manage components are aware of their
responsibilities. If roles and responsi
formally assigned, devices could be left
unmanaged.

ies are not

1.1.6 Documentation of business
justification and approval for use of all
services, protocols, and ports allowed,
including documentation of security
features implemented for those
protocols considered to be insecure.

1.1.6.a Verify that firewall and router configuration standards
include a documented list of all services, protocols and ports,
including business justification and approval for each.

1.1.6.b Identify insecure services, protocols, and ports
allowed; and verify that security features are documented for
each service.

1.1.6.c Examine firewall and router configurations to verify that
the documented security features are implemented for each
insecure service, protocol, and port.

Compromises often happen due to unused or
insecure service and ports, since these often have
known vulnerabilities and many organizations
don’t patch vulnerabilities for the services,
protocols, and ports they don't use (even though
the vulnerabilities are still present). By clearly
defining and documenting the services, protocols,
and ports that are necessary for business,
organizations can ensure that all other services,
protocols, and ports are disabled or removed.

Approvals should be granted by personnel
independent of the personnel managing the
configuration.

If insecure services, protocols, or ports are
necessary for business, the risk posed by use of
these protocols should be clearly understood and
accepted by the organization, the use of the
protocol should be justified, and the security
features that allow these protocols to be used
securely should be documented and
implemented. If these insecure services,
protocols, or ports are not necessary for business,
they should be disabled or removed.

For guidance on services, protocols, or ports
considered to be insecure, refer to industry
standards and guidance (e.g., NIST, ENISA,
OWASP, etc.).
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1.1.7 Requirement to review firewall
and router rule sets at least every six
months

1.1.7.a Verify that firewall and router configuration standards
require review of firewall and router rule sets at least every six
months.

1.1.7.b Examine documentation relating to rule set reviews
and interview responsible personnel to verify that the rule sets
are reviewed at least every six months.

This review gives the organization an opportunity
at least every six months to clean up any
unneeded, outdated, or incorrect rules, and
ensure that all rule sets allow only authorized
services and ports that match the documented
business justifications.

Organizations with a high volume of changes to
firewall and router rule sets may wish to consider
performing reviews more frequently, to ensure
that the rule sets continue to meet the needs of
the business.

1.2 Build firewall and router
configurations that restrict connections
between untrusted networks and any
system components in the cardholder
data environment.

Note: An ‘“untrusted network” is any

network that is external to the networks

belonging to the entity under review,

and/or which is out of the entity's ability

to control or manage.

1.2 Examine firewall and router configurations and perform the
following to verify that connections are restricted between
untrusted networks and system components in the cardholder
data environment:

It is essential to install network protection between
the internal, trusted network and any untrusted
network that is external and/or out of the entity’s
ability to contro! or manage. Failure to implement
this measure correctly results in the entity being
vulnerable to unauthorized access by malicious
individuals or software.

For firewall functionality to be effective, it must be
properly configured to control and/or limit traffic
into and out of the entity’s network.

1.2.1 Restrict inbound and outbound
traffic to that which is necessary for the
cardholder data environment, and
specifically deny all other traffic.

1.2.1.a Examine firewall and router configuration standards to
verify that they identify inbound and outbound traffic
necessary for the cardholder data environment.

1.2.1.b Examine firewall and router configurations to verify
that inbound and outbound traffic is limited to that which is
necessary for the cardholder data environment.

1.2.1.¢ Examine firewall and router configurations to verify that
all other inbound and outbound traffic is specifically denied, for
example by using an explicit “deny all” or an implicit deny after
allow statement.

Examination of all inbound and outbound
connections allows for inspection and restriction of
traffic based on the source and/or destination
address, thus preventing unfiltered access
between untrusted and trusted environments. This
prevents malicious individuals from accessing the
entity's network via unauthorized IP addresses or
from using services, protocols, or ports in an
unauthorized manner (for example, to send data
they've obtained from within the entity’s network
out to an untrusted server).

Implementing a rule that denies all inbound and
outbound traffic that is not specifically needed
helps to prevent inadvertent holes that would
allow unintended and potentially harmful traffic in
or out.
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1.2.2 Secure and synchronize router
configuration files.

1. N n a mxmBSm router configuration files to verify 5m< are
secured from unauthorized access.

1.2.2.b Examine router configurations to verify they are
synchronized—for example, the running (or active)
configuration matches the start-up configuration (used when
machines are booted).

<<s__m Em running Aoq mo:<mv 652 oo::@cﬁmﬂ_o:
files include the current, secure settings, the start-
up files (which are used when routers are re-
started or booted) must be updated with the same
secure settings to ensure these settings are
applied when the start-up configuration is run.

Because they only run occasionally, start-up
configuration files are often forgotten and are not
updated. When a router re-starts and loads a
start-up configuration that has not been updated
with the same secure settings as those in the

“running configuration, it may result in weaker rules

that allow malicious individuals into the network.

1.2.3 Install perimeter firewalls
between all wireless networks and the
cardholder data environment, and
configure these firewalls to deny or, if
traffic is necessary for business
purposes, permit only authorized traffic
between the wireless environment and
the cardholder data environment.

1.2.3.a Examine firewall and router configurations to verify that
there are perimeter firewalls installed between all wireless
networks and the cardholder data environment.

1.2.3.b Verify that the firewalls deny or, if traffic is necessary
for business purposes, permit only authorized traffic between
the wireless environment and the cardholder data
environment.

The known (or unknown) implementation and
exploitation of wireless technology within a
network is a common path for malicious
individuals to gain access to the network and
cardholder data. If a wireless device or network is
installed without the entity’s knowledge, a
malicious individual could easily and “invisibly”
enter the network. If firewalls do not restrict
access from wireless networks into the CDE,
malicious individuals that gain unauthorized
access to the wireless network can easily connect
to the CDE and compromise account information.

Firewalls must be installed between all wireless
networks and the CDE, regardless of the purpose
of the environment to which the wireless network
is connected. This may include, but is not limited
to, corporate networks, retail stores, guest
networks, warehouse environments, etc.
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While there may be legitimate reasons for
untrusted connections to be permitted to DMZ
systems (e.g., to allow public access to a web
server), such connections should never be
granted to systems in the internal network. A
firewall's intent is to manage and control all
connections between public systems and internal
systems, especially those that store, process or
transmit cardholder data. If direct access is
allowed between public systems and the CDE, the
protections offered by the firewall are bypassed,
and system components storing cardholder data
may be exposed to compromise.

1.3 Prohibit direct public access
between the Internet and any system
component in the cardholder data
environment.

1.3 _.xm:::m Emém__ and router confi @Smﬁ_o:w.l_:o_ca_:m but
not limited to the choke router at the Internet, the DMZ router
and firewall, the DMZ cardholder segment, the perimeter router,
and the internal cardholder network segment—and perform the
following to determine that there is no direct access between the
Internet and system components in the internal cardholder
network segment:

1.3.1 Implement a DMZ to limit
inbound traffic to only system
components that provide authorized
publicly accessible services, protocols,
and ports.

1.3.1 Examine firewall and router configurations to verify that a
DMZ is implemented to limit inbound traffic to only system
components that provide authorized publicly accessible
services, protocols, and ports.

The DMZ is that part of the network that manages
connections between the Internet (or other
untrusted networks), and services that an
organization needs to have available to the public
(like a web server).

This functionality is intended to prevent malicious
individuals from accessing the organization's
internal network from the Internet, or from using
services, protocols, or ports in an unauthorized
manner. .

1.3.2 Limit inbound Internet traffic to IP
addresses within the DMZ.

1.3.2 Examine firewall and router configurations to verify that
inbound Internet traffic is limited to IP addresses within the
DMZ.

1.3.3 Implement anti-spoofing
measures to detect and block forged |
source IP addresses from entering the
network.

1.3.3 Examine firewall and router configurations to verify that
anti-spoofing measures are implemented, for example internal
addresses cannot pass from the Internet into the DMZ.

Normally a packet contains the IP address of the
computer that originally sent it so other computers
in the network know where the packet came from.
Malicious individuals will often try to spoof (or

(For example, block traffic originating
from the Internet with an internal
source address.)

imitate) the sending IP address so that the target
system believes the packet is from a trusted
source.

Filtering packets coming into the network helps to,
among other things, ensure packets are not
“spoofed” to look like they are coming from an
organization’s own internal network.
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1 .w.h Uo :oﬂ allow c:mi:o:uba
outbound traffic from the cardholder
data environment to the Internet.

A 3.4 mxma_:m firewall and router ooa_@cqmﬁ_o:m to <¢:€ 5&

outbound traffic from the cardholder data environment to the
Internet is explicitly authorized.

All :mm_o o:&o::a from the omaso_amﬂ data
environment should be evaluated to ensure that it
follows established, authorized rules. Connections
should be inspected to restrict traffic to only
authorized communications (for example by
restricting source/destination addresses/ports,
and/or blocking of content).

1.3.5 Permit only “established”
connections into the network.

1.3.5 Examine firewall and router configurations to verify that
the firewall permits only established connections into the
internal network and denies any inbound connections not
associated with a previously established session.

A firewall that maintains the "state" (or the status)
for each connection through the firewall knows
whether an apparent response to a previous
connection is actually a valid, authorized response
(since it retains each connection’s status) or is
malicious traffic trying to trick the firewall into
allowing the connection.

1.3.6 Place system components that
store cardholder data (such as a

database) in an internal network zone,

segregated from the DMZ and other
untrusted networks.

1.3.6 Examine firewall and router configurations to verify that
system components that store cardholder data are on an
internal network zone, segregated from the DMZ and other"
untrusted networks.

If cardholder data is located within the DMZ, it is
easier for an external attacker to access this
information, since there are fewer layers t
penetrate. Securing system components that
store cardholder data in an internal network zone
that is segregated from the DMZ and other
untrusted networks by a firewall can prevent
unauthorized network traffic from reaching the
system component.

Note: This requirement is not infended t

temporary. &oB@m of cardholder data in
memory. . e L
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1.3.7 Do not disclose private IP
addresses and routing information to
unauthorized parties.

Note: Methods to obscure IP mQQ\mmmSQ
may include, but are notlimited to:

« Network >QQ\mmm ﬂ\mzm\mnoz

©NAT) .

. EmoSQ servers oo:&ii@
‘cardholder Qm«m cm?: proxy
serversfirewalls, . .

» Removal or filtering of route

._ 3.7.a mxmBSm firewall and router ooi_ocaﬁ_o:m to <m£< 52
methods are in place to prevent the disclosure of private IP
addresses and routing information from internal networks to
the Internet.

_advertisements for n:<m~m
networks that mSES\ \moﬁmxmn

. .addressing,

» Internal use of RFC1 Sm mQQ\mwm
space instead of \mna«mao.
addresses.

1.3.7.b Interview personnel and examine documentation to
verify that any disclosure of private IP addresses and routing
information to external entities is authorized.

mmwSon:@ the o__mo_owca of _:ﬁoSm_ or v:<m6 IP
addresses is essential to prevent a hacker
“learning” the IP addresses of the internal
network, and using that information to access the
network.

Methods used to meet the intent of this
requirement may vary depending on the specific
networking technology being used. For example,
the controls used to meet this requirement may be
different for IPv4 networks than for IPv6 networks.
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1.4 Install personal firewall software or
equivalent functionality on any portable
computing devices (including company
and/or employee-owned) that connect to
the Internet when outside the network
(for example, laptops used by
employees), and which are also used to
access the CDE. Firewall (or equivalent)
configurations include:

¢ Specific configuration settings are
defined.

¢ Personal firewall (or equivalent
functionality) is actively running.

o Personal firewall (or equivalent
functionality) is not alterable by
users of the portable computing
devices.

1 a a mxm.é:m vo__o_mw and configuration mﬁm:awam to verify:

* Personal firewall software or equivalent functionality is
required for all portable computing devices (including
company and/or employee-owned) that connect to the
Internet when outside the network (for example, laptops
used by employees), and which are also used to access
the CDE.

¢ Specific configuration settings are defined for personal
firewall (or equivalent functionality).

¢ Personal firewall (or equivalent functionality) is configured
to actively run.

¢ Personal firewall (or equivalent functionality) is configured
to not be alterable by users of the portable computing
devices.

owned and compan .<.cssmq bozasm SSUSSQ

Portable computing devices that are allowed to
connect to the Internet from outside the corporate
firewall are more vulnerable to Internet-based
threats. Use of firewall functionality (e.q., personal
firewall software or hardware) helps to protect
devices from Internet-based attacks, which could
use the device to gain access the organization’s
systems and data once the device is re-connected
to the network.

The specific firewall configuration settings are
determined by the organization.

Note: This EQS\QSQR applies to.employee-.

1.4.b Inspect a sample of company and/or employee-owned
devices to verify that:

¢ Personal firewall (or equivalent functionality) is installed
and configured per the organization’s specific configuration
settings.

e Personal firewall (or equivalent functionality) is actively
running.

¢ Personal firewall (or equivalent functionality) is not alterable
by users of the portable computing devices.

access umSQ Qﬁmz‘uq 8 a amoxmwm m:Q o%ms

QmSomm Systems that cannot be managed by

ooaoowm“m policy introduce w veaknesses and

bBSQm opportunities that Em\a\ocmsg_\atm\m _
may exploit. Allowing untrusted systems-to

2

connectto a o@m:ﬁmzo: 's CDE could :mmca.s

malicious users.

1.5 Ensure that security policies and
operational procedures for managing
firewalls are documented, in use, and
known to all affected parties.

1.5 Examine documentation and interview personnel to verify
that security policies and operational procedures for managing
firewalls are:

* Documented,

¢ Inuse, and

+ Known to all affected parties.

Personnel need to be aware of and following
security policies and operational procedures to
ensure firewalls and routers are continuously
managed to prevent unauthorized access to the
network.
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Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

Malicious individuals (external and internal to an entity) often use vendor default passwords and other vendor default settings to compromise
systems. These passwords and settings are well known by hacker communities and are easily determined via public information.

~ PCIDSS Requiren
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2.1 Always change vendor-supplied
defaults and remove or disable
unnecessary default accounts before
installing a system on the network.

This applies to ALL default passwords,
including but not limited to those used by
operating systems, software that
provides security services, application
and system accounts, point-of-sale
(POS) terminals, payment applications,
Simple Network Management Protocol
(SNMP) community strings, etc.).

21.a ojoomm a sample of system noBvo:mRm m:q mszE
to log on (with system administrator help) to the devices and
applications using default vendor-supplied accounts and
passwords, to verify that ALL default passwords (including
those on operating systems, software that provides security
services, application and system accounts, POS terminals,
and Simple Network Management Protocol (SNMP)
community strings) have been changed. (Use vendor
manuals and sources on the Internet to find vendor-supplied
accounts/passwords.)

2.1.b For the sample of system components, verify that all
unnecessary default accounts (including accounts used by
operating systems, security software, applications, systems,
POS terminals, SNMP, etc.) are removed or disabled.

2.1.c Interview personnel and examine supporting
documentation to verify that:

¢ All vendor defaults (including default passwords on
operating systems, software providing security services,
application and system accounts, POS terminals,
Simple Network Management Protocol (SNMP)
community strings, etc.) are changed before a system is
installed on the network.

¢ Unnecessary default accounts (including accounts used
by operating systems, security software, applications,
systems, POS terminals, SNMP, etc.) are removed or
disabled before a system is installed on the network.

_,\_m__o_ocm _3a_<_acm_m (external and internal to an
organization) often use vendor default settings,
account names, and passwords to compromise
operating system software, applications, and the
systems on which they are installed. Because these
default settings are often published and are well
known in hacker communities, changing these
settings will leave systems less vulnerable to attack.

Even if a default account is not intended to be used,
changing the default password to a strong unique
password and then disabling the account will prevent
a malicious individual from re-enabling the account
and gaining access with the default password.
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2.1.1 For wireless environments
connected to the cardholder data
environment or transmitting cardholder
data, change ALL wireless vendor
defaults at installation, including but not
limited to default wireless encryption
keys, passwords, and SNMP
community strings.

2.1.1.a Interview responsible personnel and examine
supporting documentation to verify that:

* Encryption keys were changed from default at
installation

» Encryption keys are changed anytime anyone with
knowledge of the keys leaves the company or
changes positions.

2.1.1.b Interview personnel and examine policies and
procedures to verify:

e Default SNMP community strings are required to be
changed upon installation.

¢ Default passwords/passphrases on access points are
required to be changed upon installation.

2.1.1.c Examine vendor documentation and login to
wireless devices, with system administrator help, to verify:
» Default SNMP community strings are not used.

» Default passwords/passphrases on access points are
not used.

2.1.1.d Examine vendor documentation and observe
wireless configuration settings to verify firmware on
wireless devices is updated to support strong encryption
for:

¢ Authentication over wireless networks

e Transmission over wireless networks.

2.1.1.e Examine vendor documentation and observe
wireless configuration settings to verify other security-
related wireless vendor defaults were changed, if
applicable.

If wireless networks are not implemented with
sufficient security configurations (including changing
default settings), wireless sniffers can eavesdrop on
the traffic, easily capture data and passwords, and
easily enter and attack the network.

In addition, the key-exchange protocol for clder
versions of 802.11x encryption (Wired Equivalent
Privacy, or WEP) has been broken and can render
the encryption useless. Firmware for devices should
be updated to support more secure protoccls.
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2.2 Develop configuration standards for
all system components. Assure that
these standards address all known
security vulnerabilities and are consistent
with industry-accepted system hardening
standards. v

Sources of industry-accepted system
hardening standards may include, but
are not limited to:

e Center for Internet Security (CIS)

¢ International Organization for
Standardization (ISO)

e SysAdmin Audit Network Security
(SANS) Institute

¢ National Institute of Standards
Technology (NIST).

2.2.a Examine the organization’s system configuration
standards for all types of system components and verify the
system configuration standards are consistent with industry-
accepted hardening standards.

2.2.b Examine policies and interview personnel to verify that
system configuration standards are updated as new
vulnerability issues are identified, as defined in Requirement
6.1.

2.2.¢c Examine policies and interview personnel to verify that
system configuration standards are applied when new
systems are configured and verified as being in place before
a system is installed on the network.

2.2.d Verify that system configuration standards include the
following procedures for all types of system components:

¢ Changing of all vendor-supplied defaults and elimination
of unnecessary default accounts

¢ Implementing only one primary function per server to
prevent functions that require different security levels
from co-existing on the same server .

« Enabling only necessary services, protocols, daemons,
etc., as required for the function of the system

+ Implementing additional security features for any
required services, protocols or daemons that are
considered to be insecure

e Configuring system security parameters to prevent
misuse )

¢ Removing all unnecessary functionality, such as scripts,
drivers, features, subsystems, file systems, and
unnecessary web servers.

There are known weaknesses with many operating
systems, databases, and enterprise applications, and
there are also known ways to configure these
systems to fix security vulnerabilities. To help those
that are not security experts, a number of security
organizations have established system-hardening
guidelines and recommendations, which advise how
to correct these weaknesses.

Examples of sources for guidance on configuration
standards include, but are not limited to:
www.nist.gov, www.sans.org, and
www.cisecurity.org, www.iso.org, and product
vendors.

System configuration standards must be kept up to
date to ensure that newly identified weaknesses are
corrected prior to a system being installed on the
network.
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2.2, ‘_ Implement only one v:BmQ
function per server to prevent functions
that require different security levels
from co-existing on the same server.
(For example, web servers, database
servers, and DNS should be
implemented on separate servers.)

Note: Where virtualization ﬁmgzo\o@am
are in use, implement only one primary
function per virtual system ooSno:mi

2.2. A .a Select a sample of system ooEno:m:w m:a
inspect the system configurations to verify that only one
primary function is implemented per server.

2.2.1.b If virtualization technologies are used, inspect the
system configurations to verify that only one primary
function is implemented per virtual system component or
device.

If server E:Q_o:m that need Q_mmﬂma mmoc;z _m<m_w
are located on the same server, the security level of
the functions with higher security needs would be
reduced due to the presence of the lower-security
functions. Additionally, the server functions with a
lower security level may introduce security
weaknesses to other functions on the same server.
By considering the security needs of different server
functions as part of the system configuration
standards and related processes, organizations can
ensure that functions requiring different security
levels don't co-exist on the same server.

2.2.2 Enable only necessary services,
protocols, daemons, etc., as required
for the function of the system.

2.2.2.a Select a sample of system components and
inspect enabled system services, daemons, and protocols
to verify that only necessary services or protocols are
enabled.

2.2.2.b Identify any enabled insecure services, ammao:m.,
or protocols and interview personnel to verify they are
justified per documented configuration standards.

As stated in Requirement 1.1.8, there are many
protocols that a business may need (or have enabled
by default) that are commonly used by malicious
individuals to compromise a network. Including this
requirement as part of an organization's configuration
standards and related processes ensures that only
the necessary services and protocols are enabled.

2.2.3 Implement additional security
features for any required services,
protocols, or daemons that are
considered to be insecure.

Note: Where SSL/early TLS i is used, the
SQSSSm:a in >Ecm:3x }m Scmﬁ om :
completed.

2.2.3.a Inspect configuration settings to verify that security
features are documented and implemented for all insecure
services, daemons, or protocols.

2.2.3.b If SSL/early TLS is used, perform testing
procedures in Appendix A2: Additional PCI DSS
Requirements for Entities using SSL/Early TLS.

Enabling security features before new servers are
deployed will prevent servers being installed into the
environment with insecure configurations.

Ensuring that all insecure services, protocols, and
daemons are adequately secured with appropriate
security features makes it more difficult for malicious
individuals to take advantage of commonly used
points of compromise within a network.

Refer to industry standards and best practices for
information on strong cryptography and secure
protocols (e.g., NIST SP 800-52 and SP 800-57,
OWASP, etc.).
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2.2.4 Configure system security
parameters to prevent misuse.

2.2.4.a Interview system administrators and/or security
managers to verify that they have knowledge of common
security parameter settings for system components.

2.2.4.b Examine the system configuration standards to
verify that common security parameter settings are
included.

2.2.4.c Select a sample of system components and
inspect the common security parameters to verify that they
are set appropriately and in accordance with the
configuration standards.

System configuration standards and related
processes should specifically address security
settings and parameters that have known security
implications for each type of system in use.

In order for systems to be configured securely,
personnel responsible for configuration and/or
administering systems must be knowledgeable in the
specific security parameters and settings that apply to
the system.

2.2.5 Remove all unnecessary
functionality, such as scripts, drivers,
features, subsystems, file systems, and
unnecessary web servers.

2.2.5.a Select a sample of system components and
inspect the configurations to verify that all unnecessary
functionality (for example, scripts, drivers, features,
subsystems, file systems, etc.) is removed.

2,2.5.b. Examine the documentation and security
parameters to verify enabled functions are documented
and support secure configuration.

2.2.5.c. Examine the documentation and security
parameters to verify that only documented functionality is
present on the sampled system components.

Unnecessary functions can provide additional
opportunities for malicious individuals to gain access
to a system. By removing unnecessary functionality,
organizations can focus on securing the functions
that are required and reduce the risk that unknown
functions will be exploited.

Including this in server-hardening standards and
processes addresses the specific security
implications associated with unnecessary functions
(for example, by removing/disabling FTP or the web
server if the server will not be performing those
functions).
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2, u Encrypt all non-console
administrative access using strong
cryptography.

Note: Where wmn\mm&\ \.m

‘Q‘E\msga :h,po.mzn (

2.3 wm_moﬂ a mmBU_m of system components m:a <m:2 that
non-console administrative access is encrypted by
performing the following:

2.3.a Observe an administrator log on to each system and
examine system configurations to verify that a strong
encryption method is invoked before the administrator’'s
password is requested.

2.3.b Review services and parameter files on systems to
determine that Telnet and other insecure remote-login
commands are not available for non-console access.

2.3.c Observe an administrator log on to each system to
verify that administrator access to any web-based
management interfaces is encrypted with strong
cryptography.

2.3.d Examine vendor documentation and interview
personnel to verify that strong cryptography for the
technology in use is implemented according to industry best
practices and/or vendor recommendations.

2.3.e If SSL/early TLS is used, perform testing procedures in
Appendix A2: Additional PCI DSS Requirements for Entities
using SSL/Early TLS.

If non- oo:mo_m A_so_ca_zo 6323 maa_:_m:m:o: Qowm
not use secure authentication and encrypted
communicaticns, sensitive administrative or
operational level information (like administrator's IDs
and passwords) can be revealed to an eavesdropper.
A malicious individual could use this information to
access the network, become administrator, and steal
data.

Clear-text protocols (such as HTTP, telnet, etc.) do
not encrypt traffic or logon details, making it easy for
an eavesdropper to intercept this information.

To be considered “strong cryptography,” industry-
recognized protocols with appropriate key strengths
and key management should be in place as
applicable for the type of technology in use. (Refer to
"strong cryptography” in the PC/ DSS and PA-DSS
Glossary of Terms, Abbreviations, and Acronyms,
and industry standards and best practices such as
NIST SP 800-52 and SP 800-57, OWASP, etc.)

2.4 Maintain an inventory of system
components that are in scope for PCI
DSS.

2.4.a Examine system inventory to verify that a list of
hardware and software components is maintained and
includes a description of function/use for each.

2.4.b Interview personnel to verify the documented inventory
is kept current.

Maintaining a current list of all system components
will enable an organization to accurately and
efficiently define the scope of their environment for
implementing PCI DSS controls. Without an
inventory, some system components could be
forgotten, and be inadvertently excluded from the
organization’s configuration standards.
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2.5 Ensure that security policies and
operational procedures for managing
vendor defaults and other security
parameters are documented, in use, and
known to all affected parties.

2.5 Examine documentation and interview personnel to
verify that security policies and operational procedures for
managing vendor defaults and other security parameters
are:

e Documented,
e Inuse, and ,
« Known to all affected parties.

Personnel need to be aware of and following security
policies and daily operational procedures to ensure
vendor defaults and other security parameters are
continuously managed to prevent insecure
configurations.

2.6 Shared hosting providers must
protect each entity’s hosted environment
and cardholder data. These providers
must meet specific requirements as
detailed in Appendix A1: Additional PCI
DSS Requirements for Shared Hosting
Providers.

2.6 Perform testing procedures A1.1 through A1.4 detailed
in Appendix A1: Additional PCI DSS Requirements for
Shared Hosting Providers for PCI DSS assessments of
shared hosting providers, to verify that shared hosting
providers protect their entities’ (merchants and service
providers) hosted environment and data.

This is intended for hosting providers that provide
shared hosting environments for multiple clients on
the same server. When all data is on the same server
and under control of a single environment, often the
settings on these shared servers are not manageable
by individual clients. This allows clients to add
insecure functions and scripts that impact the security
of all other client environments; and thereby make it
“easy for a malicious individual to compromise one
client's data and thereby gain access to all other
clients' data. See Appendix A1 for details of
requirements.
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Protect Cardholder Data

Requirement 3: Protect stored cardholder data

Protection methods such as encryption, truncation, masking, and hashing are critical components of cardholder data protection. If an intruder
circumvents other security controls and gains access to encrypted data, without the proper cryptographic keys, the data is unreadable and
unusable to that person. Other effective methods of protecting stored data should also be considered as potential risk mitigation opportunities. For
example, methods for minimizing risk include not storing cardholder data unless absolutely necessary, truncating cardholder data if full PAN is not
needed, and not sending unprotected PANs using end-user messaging technologies, such as e-mail and instant messaging.

Please refer to the PC/ DSS and PA-DSS Glossary of Terms, Abbreviations, and Acronyms for definitions of “strong cryptography” and other PCI

DSS terms.

_PCIDSS Requirements

. Hmm_:,:nm ?onkmm ures

Q:.

3.1 Keep cardholder data storage to a
minimum by implementing data retention
and disposal policies, procedures and
processes that include at least the following
for all cardholder data (CHD) storage:

¢ Limiting data storage amount and
retention time to that which is required
for legal, regulatory, and/or business
requirements

¢ Specific retention requirements for
cardholder data

e Processes for secure deletion of data
when no longer needed ‘

* A quarterly process for identifying and
securely deleting stored cardholder
data that exceeds defined retention.

3.1.a Examine the data retention and disposal policies,

procedures and processes to verify they include the following
for all cardholder data (CHD) storage:

Limiting data storage amount and retention time to that
which is required for legal, regulatory, and/or business
requirements.

Specific requirements for retention of cardholder data (for
example, cardholder data needs to be held for X period for
Y business reasons).

Processes for secure deletion of cardholder data when no
longer needed for legal, regulatory, or business reasons.

A quarterly process for identifying and securely deleting
stored cardholder data that exceeds defined retention
requirements.

3.1.b Interview personnel to verify that:

All locations of stored cardholder data are included in the
data retention and disposal processes.

Either a quarterly automatic or manual process is in place to
identify and securely delete stored cardholder data.

The quarterly automatic or manual process is performed for
all locations of cardholder data.

A formal data retention policy identifies what data
needs to be retained, and where that data resides
so it can be securely destroyed or deleted as
soon as it is no longer needed.

The only cardholder data that may be stored after
authorization is the primary account number or
PAN (rendered unreadable), expiration date,
cardholder name, and service code.

Understanding where cardholder data is located
is necessary so it can be properly retained or
disposed of when no longer needed. In order to
define appropriate retention requirements, an
entity first needs to understand their own
business needs as well as any legal or regulatory
obligations that apply to their industry, and/or that
apply to the type of data being retained.

(Continued on next page)
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34.cFora mmav_m of system components that store cardhoider
data:

¢ Examine files and system records to verify that the data
stored does not exceed the requirements defined in the
data retention policy

¢ Observe the deletion mechanism to verify data is deleted
securely.

Identifying and deleting stored data that has
exceeded its specified retention period prevents
unnecessary retention of data that is no longer
needed. This process may be automated or
manual or a combination of both. For example, a
programmatic procedure (automatic or manual) to
locate and remove data and/or a manual review
of data storage areas could be performed.

Implementing secure deletion methods ensure
that the data cannot be retrieved when it is no
longer needed.

3.2 Do not store sensitive authentication
data after authorization (even if encrypted).
If sensitive authentication data is received,
render all data unrecoverable upon
ooBU_oﬁ_os of the authorization Eoommm

3.2.a For issuers and/or companies that support issuing

services and store sensitive authentication data, review policies
and interview personnel to verify there is a documented
business justification for the storage of sensitive authentication
data.

Sensitive authentication data includes the
data as cited in the following Requirements
3.2.1 through 3.2.3:

3.2.b For issuers and/or companies that support issuing
services and store sensitive authentication data, examine data
stores and system configurations to verify that the sensitive
authentication data is secured.

3.2.c For all other entities, if sensitive authentication data is
received, review policies and procedures, and examine system
configurations to verify the data is not retained after
authorization.

Sensitive authentication data consists of full track
data, card validation code or value, and PIN data.
Storage of sensitive authentication data after
authorization is prohibited! This data is very
valuable to malicious individuals as it allows them
to generate counterfeit payment cards and create
fraudulent transactions.

Entities that issue payment cards or that perform
or support issuing services will often create and
control sensitive authentication data as part of the
issuing function. It is allowable for companies that
perform, facilitate, or support issuing services to
store sensitive authentication data ONLY IF they
have a legitimate business need to store such
data.

It should be noted that all PCI DSS requirements
apply to issuers, and the only exception for
issuers and issuer processors is that sensitive
authentication data may be retained if there is a
legitimate reason to do so. A legitimate reason is
one that is necessary for the performance of the
function being provided for the issuer and not one
of convenience. Any such data must be stored
securely and in accordance with all PCI DSS and
specific payment brand requirements.

(Continued on next page)
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u 2. q _uoﬂ all other entities, if sensitive mg%m:»_omao: Qmﬁm is

received, review procedures and examine the processes for
securely deleting the data to verify that the data is
unrecoverable.

For non-issuing entities, retaining sensitive
authentication data post-authorization is not
permitted.

3.2,1 Do not store the full contents of any
track (from the magnetic stripe located on
the back of a card, equivalent data
contained on a chip, or elsewhere) after
authorization. This data is alternatively
called full track, track, track 1, track 2,
and magnetic-stripe data.

Note: In the normal course of business, the
following data elements from the magnetic

stripe may need to be retaine
s  The cardholder’s 3m3mv, e
] h:Sme\naoo%chcmw PAN)
*  Expiration date -

e . Service qo% , L
To minimize: risk, mﬂoa only 3 ese Qmwm
m\m_‘:m:wm as needed for o:mSmmm

3.2.1 For a sample of system components, examine data
sources including but not limited to the following, and verify
that the full contents of any track from the magnetic stripe on
the back of card or equivalent data on a chip are not stored
after authorization:

* Incoming transaction data

+ All logs (for example, transaction, history, debugging,
error) .

« History files

o Trace files

e+ Several database schemas
+ Database contents.

If full track data is stored, malicious individuals
who obtain that data can use it to reproduce
payment cards and complete fraudulent
transactions.

3.2.2 Do not store the card verification
code or value (three-digit or four-digit
number printed on the front or back of a
payment card used to verify card-not-
present transactions) after authorization.

3.2.2 For a sample of system components, examine data
sources, including but not limited to the following, and verify
that the three-digit or four-digit card verification code or value
printed on the front of the card or the signature panel (CVV2,
CVC2, CID, CAV2 data) is not stored after authorization:

* Incoming transaction data

* All logs (for example, transaction, history, debugging,
error)

« History files

e Trace files

¢ Several database schemas
¢ Database contents.

The purpose of the card validation code is to
protect "card-not-present” transactions—Internet
or mail order/telephone order (MO/TQ)
transactions—where the consumer and the card
are not present.

If this data is stolen, malicious individuals can
execute fraudulent Internet and MO/TO
transactions.
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3.2,3 Do not store the personal
identification number (PIN) or the
encrypted PIN block after authorization.

3.2.3 For a sample of system components, examine amﬁm
sources, including but not limited to the following and. verify
that PINs and encrypted PIN blocks are not stored after
authorization:

e Incoming transaction data

e All logs (for example, transaction, history, debugging,
error)

» History files

o Trace files

e Several database schemas
+ Database contents.

These values should be _30<<: o:_< 8 the oma
owner or bank that issued the card. If this data is
stolen, malicious individuals can execute
fraudulent PIN-based debit transactions (for
example, ATM withdrawals).

3.3 Mask PAN when displayed (the first six
and last four digits are the maximum
number of digits to be displayed), such that
only personnel with a legitimate business
need can see more than the first six/last
four digits of the PAN.

Note: This r iczmsmi does not supersede
stricter SQ.S ements in place for displays of
cardholder data—for mxmzﬁm legalor .

payment. card uB:Q requireme :a for bo§.
of-sale (POS) rec msrw, o

3.3.a Examine written policies and procedures for masking the
display of PANs to verify:

¢ Alist of roles that need access to displays of more than
the first six/last four (includes full PAN) is documented,
together with a legitimate business need for each role to
have such access.

e PAN must be masked when displayed such that only
personnel with a legitimate business need can see more
than the first six/last four digits of the PAN.

¢ All roles not specifically authorized to see the full PAN
must only see masked PANs.

3.3.b Examine system configurations to verify that full PAN is
only displayed for users/roles with a documented business
need, and that PAN is masked for all other requests.

3.3.c Examine displays of PAN (for example, on screen, on
paper receipts) to verify that PANs are masked when displaying
cardholder data, and that only those with a legitimate business
need are able to see more than the first six/last four digits of the
PAN.

The display of fuil PAN on items such as
computer screens, payment card receipts, faxes,
or paper reports can result in this data being
obtained by unauthorized individuals and used
fraudulently. Ensuring that full PAN is only
displayed for those with a legitimate business
need to see the full PAN minimizes the risk of
unauthorized persons gaining access to PAN
data.

The masking approach should always ensure that
only the minimum number of digits is displayed as
necessary to perform a specific business function.
For example, if only the last four digits are needed
to perform a business function, mask the PAN so
that individuals performing that function can view
only the last four digits. As another example, if a
function needs access to the bank identification
number (BIN) for routing purposes, unmask only
the BIN digits (traditionally the first six digits)
during that function.

This requirement relates to protection of PAN
displayed on screens, paper receipts, printouts,
etc., and is not to be confused with Requirement
3.4 for protection of PAN when stored in files,
databases, efc.
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3.4 mosamﬂ PAN unreadable m:ésm_ﬂm it is
stored (including on portable digital media,
backup media, and in logs) by using any of
the following approaches:

* One-way hashes based on strong
cryptography, (hash must cm of the
entire PAN)

* Truncation (hashing cannot be used to
replace the truncated segment of PAN)

* Index tokens and pads (pads must be
securely stored)

* Strong cryptography with associated
key-management processes and
procedures.

Note: It is a relatively trivial effort for a
malicious individual to reconstruct original -
PAN data :ﬂ they have . access to both the
truncated and hashed \ version o_1 a PAN.

Where hashed and 350&8 versions 9«

the mmSm PAN are bsmmmi inanentity’s

mssBszE additional controls must be in-

place to ensure that the hashed and
truncated versions cannot be oo,.\m\m*mq to
88:&32 the oznsm\ PAN. ;

3.4.a Examine documentation about the m<mﬁm3 used to uﬂoﬁmoﬁ
the PAN, including the vendor, type of system/process, and the
encryption algorithms (if applicable) to verify that the PAN is
rendered unreadable using any of the following methods:

*  One-way hashes based on strong cryptography,

e  Truncation

* Index tokens and pads, with the pads being securely
stored ) ,

¢ Strong cryptography, with associated key-management
processes and procedures.

3.4.b Examine several tables or files from a sample of data
repositories to verify the PAN is ﬁm:am_‘ma unreadable (that is,
not stored in plain-text).

3.4.c Examine a sample of removable media (for example,
back-up tapes) to confirm that the PAN is rendered unreadable.

3.4.d Examine a sample of audit logs, including payment
application logs, to confirm that PAN is rendered unreadable or
is not present in the logs.

3.4.e If hashed and truncated versions of the same PAN are
present in the environment, examine implemented controls to
verify that the hashed and truncated versions cannot be
correlated to reconstruct the original PAN.

_u>2w wﬁoaa in U:Bmé wﬁo_‘m@o Em»mcmmmm or zmﬁ
files such as text files spreadsheets) as well as
non-primary storage (backup, audit legs,
exception or troubleshooting logs) must all be
protected.

One-way hash functions based on strong
cryptography can be used to render cardholder
data unreadable. Hash functions are appropriate
when there is no need to retrieve the original

-number (one-way hashes are irreversible). It is

recommended, but not currently a requirement,
that an additional, random input value be added to
the cardholder data prior to hashing to reduce the
feasibility of an attacker comparing the data
against (and deriving the PAN from) tables of pre-
computed hash values.

The intent of truncation is to permanently remove
a segment of PAN data so that only a portion
(generally not to exceed the first six and last four
digits) of the PAN is stored.

An index token is a cryptographic token that
replaces the PAN based on a given index for an
unpredictable value. A one-time pad is a system
in which a randomly generated private key is used
only once to encrypt a message that is then
decrypted using a matching one-time pad and
key.

The intent of strong cryptography (as defined in
the PCI DSS and PA-DSS Glossary of Terms,
Abbreviations, and Acronyms) is that the
encryption be based on an industry-tested and
accepted algorithm (not a proprietary or "home-
grown" algorithm) with strong cryptographic keys.

By correlating hashed and truncated versions of a
given PAN, a malicious individual may easily
derive the original PAN value. Controls that
prevent the correlation of this data will help ensure
that the original PAN remains unreadable.
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3.4.1 If disk encryption is used (rather
than file- or column-level database
encryption), logical access must be
managed separately and independently of
native operating system authentication
and access control mechanisms (for
example, by not using local user account
databases or general network login
credentials). Decryption keys must not be
associated with user accounts.

Note: This requirement applies in addition
to all other PCI DSS encryption and key-
management requirements.

3.4.1.a If disk encryption is used, inspect Sm oo:ﬁ_@cﬂmﬁ_o:
and observe the authentication process to verify that logical
access to encrypted file systems is implemented via a
mechanism that is separate from the native operating
system’s authentication mechanism (for example, not using
local user account databases or general network login
credentials).

3.4.1.b Observe processes and interview personnel to verify
that cryptographic keys are stored securely (for example,
stored on removable media that is adequately protected with
strong access controls).

3.4.1.c Examine the configurations and observe the
processes to verify that cardholder data on removable media
is m:oévﬁma wherever stored.

Note: If disk encryption is not used to encrypt removable :
media;, the data stored on this media will :mmc. to o m:QmSQ
::Bm&mc\m through some other method.

The intent of this requirement is to address the
acceptability of disk-level encryption for rendering
cardholder data unreadable. Disk-level encryption
encrypts the entire disk/partition on a computer
and automatically decrypts the information when
an authorized user requests it. Many disk-
encryption solutions intercept operating system
read/write operations and carry out the
appropriate cryptographic transformations without
any special action by the user other than
supplying a password or pass phrase upon
system startup or at the beginning of a session.
Based on these characteristics of disk-level
encryption, to be compliant with this requirement,
the method cannot:

1) Use the same user account authenticator as
the operating system, or

2) Use a decryption key that is associated with
-or derived from the system’s local user
account database or general network login
credentials.

Full disk encryption helps to protect data in the
event of physical loss of a disk and therefore may
be appropriate for portable devices that store
cardholder data.

3.5 Document and implement procedures to
protect keys used to secure stored
cardholder data against disclosure and
misuse:

‘Note: This acsasgw applies to keys

used to encrypt stored cardholder data, m.:Q,

;m\mo applies to xmx. 33\25@ key:s
protect Qmﬁm-m:oa\g:o keys—such x&r
encrypting keys must be at \an; nm m?oam,

as the data-encrypting x&\

3.5 Examine key-management policies and procedures to verify
processes are specified to protect keys used for encryption of
-ardholder data against disclosure and misuse and include at
least the following:

o Access to keys is restricted to the fewest number of
custodians necessary.

s Key-encrypting keys are at least as strong as the amﬁm-
encrypting keys they protect.

s Key-encrypting keys are stored separately from data-
encrypting keys. v

* Keys are stored securely in the fewest possible locations
and forms.

Cryptographic keys must be strongly protected
because those who obtain access will be able to
decrypt data. Key-encrypting keys, if used, must
be at least as strong as the data-encrypting key in
order to ensure proper protection of the key that
encrypts the data as well as the data encrypted
with that key.

The requirement to protect keys from disclosure
and misuse applies to both data-encrypting keys
and key-encrypting keys. Because one key-
encrypting key may grant access to many data-
encrypting keys, the key-encrypting keys require
strong protection measures.
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3. m 1 >QQEQ:& requirement for
service providers only: Maintain a
documented description of the
cryptographic architecture that includes:

¢ Details of all algorithms, protocols,
and keys used for the protection of
cardholder data, including key
strength and expiry date
» Description of the key usage for each
key
¢ Inventory of any HSMs ard other
SCDs used for key management
Note: This requirement is a best u\mn:.om.
until January.31,.2018, mnm\ s\\:g a
becomes a EQS\msm:N ‘

u 51 _:”m_‘<_m<< Emuo:m&_m personnel and review

documentation to verify that a document exists to describe the
cryptographic architecture, including:
¢ Details of all algorithms, protocols, and keys used for the
protection of cardholder data, including key strength and
expiry date
 Description of the key usage for each key

* Inventory of any HSMs and other SCDs used for key
management

Note: This EQS\mEmi mbnzmm only when the

entity be SQ mmmmmmmq is a service nBSQm\

Maintaining current documentation of the
cryptographic architecture enables an entity to
understand the algorithms, protocols, and
cryptographic keys used to protect cardholder
data, as well as the devices that generate, use
and protect the keys. This allows an entity to keep
pace with evolving threats to their architecture,
enabling them to plan for updates as the
assurance levels provided by different
algorithms/key strengths changes. Maintaining
such documentation also allows an entity to detect
lost or missing keys or key-management devices,
and identify unauthorized additions to their
cryptographic architecture.

3.5.2 Restrict access to cryptographic
keys to the fewest number of custodians
necessary.

3.5.2 Examine user access lists to verify that access to keys
is restricted to the fewest number of custodians necessary.

There should be very few who have access to
cryptographic keys (reducing the potential for
rending cardholder data visible by unauthorized
parties), usually only those who have key
custodian responsibilities.
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w 5.3 wﬁoa secret and private keys used
to encrypt/decrypt cardholder data in one
(or more) of the following forms at all
times:

e Encrypted with a key-encrypting key
that is at least as strong as the data-
‘encrypting key, and that is stored
separately from the data-encrypting
key

» Within a secure cryptographic device
(such as a hardware (host) security
module (HSM) or PTS-approved
point-of-interaction device)

e As at least two ful-length key
components or key shares, i
accordance with an industry-
accepted method

u m m a mxmB_:m documented procedures to <m1< Smﬁ
cryptographic keys used to encrypt/decrypt cardholder data
must only exist in one (or more) of the following forms at all
times.
¢ Encrypted with a key-encrypting key that is at least as
strong as the data-encrypting key, and that is stored
separately from the data-encrypting key
« Within a secure cryptographic device (such as a
hardware (host) security module (HSM) or PTS-approved
point-of-interaction device)

¢ As key components or key shares, in moooam:om with an
industry-accepted method

Note: [t is not required that n:go keys be

stored in one of these wo::m

3.5.3.b Examine system configurations and key storage
locations to verify that cryptographic keys used to
encrypt/decrypt cardholder data exist in one (or more) of the
following form at all times.

¢ Encrypted with a key-encrypting key

o Within a secure cryptographic device (such as a
hardware (host) security module (HSM) or PTS-approved
point-of-interaction device)

¢ As key components or key shares, in accordance with an
industry-accepted method

3.5.3.¢c Wherever key-encrypting keys are used, examine
system configurations and key storage locations to verify:
¢ Key-encrypting keys are at least as strong as the data-
encrypting keys they protect
o Key-encrypting keys are stored separately from data-
encrypting keys.

oa\vﬁooqmn:_o _8<m must co w”oaa wmoc_,m_< to
prevent unauthorized or unnecessary access that
couid result in the exposure of cardholder data.

It is not intended that the key-encrypting keys be
encrypted, however they are to be protected
against disclosure and misuse as defined in
Requirement 3.5. If key-encrypting keys are used,
storing the key-encrypting keys in physically
and/or logically separate locations from the data-
encrypting keys reduces the risk of unauthorized
access to both keys.

3.5.4 Store cryptographic keys in the
fewest possible locations.

3.5.4 Examine key storage locations and observe processes
to verify that keys are stored in the fewest possible locations.

Storing cryptographic keys in the fewest locations
helps an organization to keep track and monitor
all key locations, and minimizes the potential for
keys to be exposed to unauthorized parties.
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u 6 mc=< document and implement m__ xm<-
management processes and procedures for
cryptographic keys used for encryption of
cardholder data, including the following:

Note: Numerous industry standards for ke 3y

Sm:mQQSmE are. m<m;m2m from various
resources SQEQSQ NIST, s\\zg can be
found at http://csrc. nist. gov.

w 6.a >QQ§o=m\ testing procedure for service hBSQQ
assessments only: If the service provider shares keys with
their customers for transmission or storage of cardholder data,
examine the documentation that the service provider provides
to their customers to verify that it includes guidance on how to
securely transmit, store, and update customers’ keys,
accordance with Requirements 3.6.1 through 3.6.8 below.

3.6.b Examine the key-management procedures and processes
for keys used for encryption of cardholder data and perform the
following: ’

._.:m manner in E:_os oQEo@Bg.o xm<m are
managed is a critical part of the continued security
of the encryption solution. A good key-
management process, whether it is manual or
automated as part of the encryption product, is
based on industry standards and addresses all
key elements at 3.6.1 through 3.6.8.

Providing guidance to customers on how to
securely transmit, store and update cryptographic
keys can help prevent keys from being )
mismanaged or disclosed to unauthorized entities.

This requirement applies to keys used to encrypt
stored cardholder data, and any respective key-
encrypting keys.

Note: Testing Procedure 3.6.a is an .wQQsozm\ :
bxoncha %mﬁ only mnb\\mm ifthe mi\c\ cm.SQ "
assessed.is a service .oBSQm\

3.6.1 Generation of strong cryptographic
keys

3.6.1.a Verify that key-management procedures specify how
to generate strong keys.

3.6.1.b Observe the procedures for generating keys to verify
that strong keys are generated.

The encryption solution must generate strong
keys, as defined in the PC/ DSS and PA-DSS
Glossary of Terms, Abbreviations, and Acronyms
under "Cryptographic Key Generation.” Use of
strong cryptographic keys significantly increases
the level of security of encrypted cardholder data.

3.6.2 Secure cryptographic key
distribution

3.6.2.a Verify that key-management procedures specify how
to securely distribute keys.

3.6.2.b Observe the method for distributing keys to verify that
keys are distributed securely.

The encryption solution must distribute keys
securely, meaning the keys are distributed only to
custodians identified in 3.5.1, and are never
distributed in the clear.

3.6.3 Secure cryptographic key storage

3.6.3.a Verify that key-management procedures specify how
to securely store keys.

3.6.3.b Observe the method for storing keys to verify that
keys are stored securely.

The encryption solution must store keys securely,
for example, by encrypting them with a key-
encrypting key. Storing keys without proper
protection could provide access to attackers,
resulting in the decryption and exposure of
cardholder data.
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3. m A Cryptographic key changes qoq _8<m
that have reached the end of their
cryptoperiod (for example, after a defined
period of time has passed and/or after a
certain amount of cipher-text has been
produced by a given key), as defined by
the associated application vendor or key
owner, and based on industry best
practices and guidelines (for example,
NIST Special Publication 800-57).

m m a a <m:¢ that key-management Eoomacﬂmm _:o_cam a
defined cryptoperiod for each key type in use and define a
process for key changes at the end of the defined
cryptoperiod(s).

3.6.4.b Interview personnel to verify that keys are changed at
the end of the defined cryptoperiod(s).

A cryptoperiod is the time span during which a
particular cryptographic key can be used for its
defined purpose. Considerations for defining the
cryptoperiod include, but are not limited to, the
strength of the underlying algorithm, size or length
of the key, risk of key compromise, and the
sensitivity of the data being encrypted.

Periodic changing of encryption keys when the
keys have reached the end of their cryptoperiod is
imperative to minimize the risk of someone’s
obtaining the encryption keys, and using them to
decrypt data.

3.6.5 Retirement or replacement (for
example, archiving, destruction, and/or
revocation) of keys as deemed necessary
when the integrity of the key has been
weakened (for example, departure of an
employee with knowledge of a clear-text
key component), or keys are suspected of
being compromised.

Note: If retired or.replaced cryptographic

keys :mmq 8 be retained, these keys must

3.6.5.a Verify that key-management procedures specify
processes for the following:

¢ The retirement or replacement of keys when the integrity
of the key has been weakened

¢ The replacement of known or suspected compromised
keys.

» Any keys retained after retiring or replacing are not used
for encryption operations

be mmoc&? archived. 3”9, mxms.o\m 8\ :mSc
a xmu\.m:oégo: key). Archived
cryptographic keys should only be :wmq wo\
%o%go:\,\m%omao: purposes.

3.6.5.b Interview personnel to verify the following processes
are implemented:

o Keys are retired or replaced as necessary when the
integrity of the key has been weakened, including when

someone with knowledge of the key leaves the company.

o Keys are replaced if known or suspected to be
compromised.

o Any keys retained after retiring or replacing are not used
for encryption operations.

Keys that are no longer used or needed, or keys
that are known or suspected to be compromised,
should be revoked and/or destroyed to ensure
that the keys can no longer be used. If such keys
need to be kept (for example, to support archived,
encrypted data) they should be strongly protected.

The encryption solution should provide for and
facilitate a process to replace keys that are due
for replacement or that are known to be, or
suspected of being, compromised.
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3. m 6 If manual clear-text cryptographic
key-management operations are used,
these operations must be managed using
split knowledge and dual control.

Note: mxmanam of manual key-
Sm:momsmi onmﬁmao:m include, but are
not \\S%Q key Qm:m\mao: Nwm:msama:
;\omq\:@ &o\mnm and destruction. o

u m 6.a <m:a\ that manual clear-text xm<-3m:m@m3m3
procedures specify processes for the use of the following:

» Split knowledge of keys, such that key components are
under the control of at least two people who only have
knowledge of their own key components: AND

» Dual control of keys, such that at least two people are
required to perform any key-management operations and
no one person has access to the authentication materials
(for example, passwords or keys) of another.

3.6.6 b Interview personnel and/or observe processes to
verify that manual clear-text keys are managed with:

» Split knowledge, AND
o Dual control

Split knowledge and dual control of keys are used

to eliminate the possibility of one person having
access to the whole key. This control is applicable
for manual key-management operations, or where
key management is not implemented by the
encryption product.

Split knowledge is a method in which two or more
people separately have key components, where
each person knows only their own key
component, and the individual key components
convey no knowledge of the original cryptographic
key.

Dual control requires two or more people to
perform a function, and no single person can
access or use the authentication materials of
another.

3.6.7 Prevention of unauthorized
substitution of cryptographic keys.

3.6.7.a Verify that key-management procedures specify
processes to prevent unauthorized substitution of keys.

3.6.7.b Interview personnel and/or observe processes to
verify that unauthorized substitution of keys is prevented.

The encryption solution should not allow for or
accept substitution of keys coming from
unauthorized sources or unexpected processes.

3.6.8 Requirement for cryptographic key
custodians to formally acknowledge that
they understand and accept their key-
custodian responsibilities.

3.6.8.a Verify that key-management procedures specify
processes for key custodians to acknowledge (in writing or
electronically) that they understand and accept their key-
custodian responsibilities.

3.6.8.b Observe documentation or other evidence showing
that key custodians have acknowledged (in writing or
electronically) that they understand and accept their key-
custodian responsibilities.

This process will help ensure individuals that act
as key custodians commit to the key-custodian
role and c:qmaﬁm:a and accept the

3.7 Ensure that security policies and
operational procedures for protecting stored
cardholder data are documented, in use,
and known to all affected parties.

3.7 Examine documentation and interview personnel to verify
that security policies and operational procedures for protecting
stored cardholder data are:

e Documented,
e Inuse, and )
* Known to all affected parties.

Personnel need to be aware of and following
security policies and documented operational
procedures for managing the secure storage of
cardholder data on a continuous basis.
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Requirement 4: Encrypt transmission of cardholder data across open, public networks

Sensitive information must be encrypted during transmission over networks that are easily accessed by malicious individuals. Misconfigured
wireless networks and vulnerabilities in legacy encryption and authentication protocols continue to be targets of malicious individuals who exploit
these vulnerabilities to gain n:<__m@ma access to cardholder data environments. ,

_uo_ Umm xon:_..o:_w:ﬁ

a 1 Cmm m:ozo oénaman% and wmoczq

protocols to safeguard sensitive cardholder .

data during transmission over open, public
networks, including the following:

¢ Only trusted keys and certificates are
accepted.

¢ The protocol in use only supports
secure versions or configurations.

o The encryption strength is appropriate
for the encryption methodology in use.

Examples of open, bcgo :mgo}m ScEQm

4.1.a ldentify all _‘,oomaosm where cardholder data is

transmitted or received over open, public networks. Examine
documented standards and compare to system
configurations to verify the use of security protocols and
strong cryptography for all locations.

4.1.b Review documented policies and procedures to verify
processes are specified for the following:

o For acceptance of only trusted keys and/or certificates

o For the protocol in use to only support secure versions
" and configurations (that insecure versions or
configurations are not supported)
« For implementation of proper encryption strength per
the encryption methodology in use

but are not limited 8
e The 3632

«  Wieless Nmozso\o@mm SQ:&S@ 80211

_and m\cmﬂoos

4.1.c Select and observe a sample of inbound and outbound
transmissions as they occur (for example, by observing
system processes or network traffic) to verify that all
cardholder data is encrypted with strong cryptography
during transit.

. Cellular technologies, for mxmsu\mu
‘ Global m<&m3 for Mobile

-communications (GSM), Oonm SSmB:

4.1.d Examine keys and certificates to verify that only
trusted keys and/or certificates are accepted.

~_multiple access (CDMA)
e« General \umoxm%mmgo mm§8 B\umm .
o mRm\Em communications

4.1.e Examine system configurations to verify that the
protocol is implemented to use only secure configurations
and does not support insecure versions or configurations.

4.1.f Examine system configurations to verify that the proper

" encryption strength is implemented for the encryption

methodology in use. (Check vendor recommendations/best
practices.)

mmsm_ﬁzm .:ﬁo::m:o: must Um m:oé_&ma during
transmission over public networks, because it is
easy and common for a malicious individual to
intercept and/or divert data while in transit.

Secure transmission of cardholder data requires
using trusted keys/certificates, a secure protocol
for transport, and proper encryption strength to
encrypt cardholder data. Connection requests
from systems that do not support the required
encryption strength, and that would result in an
insecure connection, should not be accepted.

Note that some protocol implementations (such as
SSL, SSH v1.0, and early TLS) have known
vulnerabilities that an attacker can use to gain
control of the affected system. Whichever security
protocol is used, ensure it is configured to use
only secure versions and configurations to prevent
use of an insecure connection—for example, by
using only trusted certificates and supporting only
strong encryption (not supporting weaker,
insecure protocols or methods).

Verifying that certificates are trusted (for example,

have not expired and are issued from a trusted
source) helps ensure the integrity of the secure
connection.

(Continued on next page)
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41.9 _uoﬂ j.m _3u_m3m2m:o:m examine m<wﬁm3
configurations to verify that TLS is enabled whenever
cardholder data is transmitted or received.

For example, for browser-based implementations:

e "HTTPS’ appears as the browser Universal Record
Locator (URL) protocol, and

* Cardholder data is only requested if “HTTPS” appears
as part of the URL.

4.1.h If SSL/early TLS is used, perform testing procedures
in Appendix A2: Additional PCI DSS Requirements for
Entities using SSL/Early TLS.

Generally, the web page URL should begin with
"HTTPS" and/or the web browser display a
padlock icon somewhere in the window of the
browser. Many TLS certificate vendors also
provide a highly visible verification seal—
sometimes referred to as a “security seal,”
"secure site seal," or “secure trust seal’}—which
may provide the ability to click on the seal to
reveal information about the website.

Refer to industry standards and best practices for
information on strong cryptography and secure
protocols (e.g., NIST SP 800-52 and SP 800-57,
OWASP, etc.)

4.1.1 Ensure wireless networks transmitting
cardholder data or connected to the
cardholder data environment, use industry
best practices to implement strong
encryption for authentication and
transmission.

4.1.1 Identify all wireless networks transmitting cardholder
data or connected to the cardholder data environment.
Examine documented standards and compare to system
configuration settings to verify the following for all wireless
networks identified:

e Industry best practices are used to implement strong
encryption for authentication and transmission.

* Weak encryption (for example, WEP, SSL) is not
used as a security control for authentication or
transmission.

Malicious users use free and widely available
tools to eavesdrop on wireless communications.
Use of strong cryptography can help limit
disclosure of sensitive information across wireless
networks.

Strong cryptography for authentication and
transmission of cardholder data is required to
prevent malicious users from gaining access to
the wireless network or utilizing wireless networks
to access other internal networks or data.

4.2 Never send unprotected PANs by end-
user messaging technologies (for example, e-
mail, instant messaging, SMS, chat, etc.).

4.2.a If end-user messaging technologies are used to send
cardholder data, observe processes for sending PAN and
examine a sample of outbound transmissions as they occur
to verify that PAN is rendered unreadable or secured with
strong cryptography whenever it is sent via end-user
messaging technologies.

4.2.b Review written policies to verify the existence of a
policy stating that unprotected PANs are not to be sent via
end-user messaging technologies.

E-mail, instant messaging, SMS, and chat can be
easily intercepted by packet-sniffing during
delivery across internal and public networks. Do
not utilize these messaging tools to send PAN
unless they are configured to provide strong
encryption.

Additionally, if an entity requests PAN via end-
user messaging technologies, the entity should
provide a tool or method to protect these PANs
using strong cryptography or render PANs
unreadable before transmission.
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4.3 Ensure that security policies and 4.3 Examine documentation and interview personnel to

operational procedures for encrypting verify that security policies and operational procedures for security policies and operational procedures for
transmissions of cardholder data are encrypting transmissions of cardholder data are: managing the secure transmission of cardholder

documented, in use, and known to all

. . —UOGC_JJQ_J*@Q< data on a continuous basis.
affected parties.

¢ In.use, and
¢ Known to all affected parties.
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Maintain a Vulnerability _,\_m:‘mmm:_m:ﬁ Program

Requirement 5: Protect all systems against malware and regularly update anti-virus software or programs

approved activities including employee e-mail and use of the Internet, mobile computers, and sterage devices, resulting in the exploitation of
system vulnerabilities. Anti-virus software must be used on all systems commonly affected by malware to protect systems from current and
evolving malicious software threats. Additional anti-malware solutions may be considered as a supplement to the anti-virus software; however,
such additional solutions do not replace the need for anti-virus software to be in place.

]

Malicious software, commonly referred to as “malware’—including viruses, worms, and Trojans—enters the network during many business-

_ PCIDSS Reguiroments

_ Testing Procedures

5.1 Deploy anti-virus software on all 5.1 For a sample of system companents including all operating | There is a constant stream of attacks using widely
systems commonly affected by malicious | system types commonly affected by malicious software, verify published exploits, often called "zero day" (an
software (particularly personal computers | that anti-virus software is deployed if applicable anti-virus attack that exploits a previously unknown

and servers). technology exists. vulnerability), against otherwise secured systems.

Without an anti-virus solution that is updated
regularly, these new forms of malicious software
can attack systems, disable a network, or lead to
compromise of data.

5.1.1 Ensure that anti-virus programs 6.1.1 Review vendor documentation and examine anti-virus It is important to protect against ALL types and
are capable of detecting, removing, configurations to verify that anti-virus programs; forms of malicious software.
and protecting against all known types

Detect all known types of malicious software,
of malicious software. * P

e Remove all known types of malicious software, and
» Protect against all known types of Bm_mowocm software.

Examples of types of malicious software include viruses,
Trojans, worms, spyware, adware, and rootkits. v :
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5.1.2 For systems considered to be not
commonly affected by malicious
software, perform periodic evaluations
to identify and evaluate evolving
malware threats in order to confirm
whether such systems continue to not
require anti-virus software.

-~ ?mc:quoomn ures

lidance

5.1.2 Interview personnel to verify that evolving malware
threats are monitored and evaluated for systems not currently
considered to be commonly affected by malicious software, in
order to confirm whether such systems continue to not require
anti-virus software.

Typically, mainframes, mid-range computers

(such as AS/400) and similar systems may not
currently be commonly targeted or affected by
malware. However, industry trends for malicious
software can change quickly, so it is important for
organizations to be aware of new malware that
might affect their systems—for example, by
monitoring vendor security notices and anti-virus
news groups to determine- whether their systems
might be coming under threat from new and
evolving malware.

Trends in malicious software should be included
in the identification of new security vulnerabilities,
and methods to address new trends should be
incorporated into the company's configuration
standards and protection mechanisms as needed

5.2 Ensure that all anti-virus mechanisms
are maintained as follows:

e Are kept current,

¢ Perform periodic scans

e Generate audit logs which are
retained per PCI DSS Requirement
10.7.

5.2.a Examine policies and procedures to verify that anti-virus
software and definitions are required to be kept up to date.

5.2.b Examine anti-virus configurations, including the master
installation of the software to verify anti-virus mechanisms are:

e Configured to perform automatic updates, and
e Configured to perform periodic scans.

5.2.c Examine a sample of system components, including all
operating system types commonly affected by malicious
software, to verify that:

¢ The anti-virus software and definitions are current.

¢ Periodic scans are performed.

5.2.d Examine anti-virus configurations, including the master
installation of the software and a sample of system
components, to verify that:

¢ Anti-virus software log generation is enabled, and

e Logs are retained in accordance with PCI DSS
Requirement 10.7.

Even the best anti-virus solutions are limited in
effectiveness if they are not maintained and kept
current with the latest security updates, signature
files, or malware protections.

Audit logs provide the ability to monitor virus and
malware activity and anti-malware reactions.
Thus, it is imperative that anti-malware solutions
be configured to generate audit logs and that
these logs be managed in accordance with
Requirement 10.
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5.3 msmc_,m that anti-virus Bmosm:_mam
are actively running and cannot be
disabled or altered by users, unless
specifically authorized by management
on a'case-by-case basis for a limited
time period.

Note: Anti-virus solutions may be
33@033? Q\mmu\mq only.if Sma is
\m@a\:m& Nm%zam\ need, as mc%oanma
.8\ Sm:QOSmi ona ommm-&pnmmm ;
basis. If anti-virus bawm%o: needs to be
. Q\mmc\mq fora 'specific purpose, it Scmﬁ
be: 85&? mzsozumq Additional
security 1 measures 3% also. :mmq 3 be
implemented for the period of time during
which m:m.sxcm protection: is.not active.

5. u a mxma_:m anti-virus configurations, So_ca_so the Bmmﬁmﬁ

‘installation of the software and a sample of system

components, to verify the anti-virus software is actively running.

5.3.b Examine anti-virus configurations, including the master
installation of the software and a sample of system
components, to verify that the anti-virus software cannot be
disabled or altered by users.

5.3.¢ Interview responsible personnel and observe processes to
verify that anti-virus software cannot be disabled or altered by
users, unless specifically authorized by management on a
case-by-case basis for a limited time period.

>3_ -virus that continually runs m_.a is unable to be
altered will provide persistent security against
malware.

Use of policy-based controls on all systems to
ensure anti-malware protections cannot be altered
or disabled will help prevent system weaknesses
from being exploited by malicious software.

Additional security measures may also need to be
implemented for the period of time during which
anti-virus protection is not active—for example,
disconnecting the unprotected system from the
Internet while the anti-virus protection is disabled,
and running a full scan after it is re-enabled.

5.4 Ensure that security policies and
operational procedures for protecting
systems against malware are
documented, in use, and known to all
affected parties.

5.4 Examine documentation and interview personnel to verify
that security policies and operational procedures for protecting
systems against malware are:

s Documented,

o Inuse, and

» Known to all affected parties.

Personnel need to be aware of and following
security policies and operational procedures to
ensure systems are protected from malware on a
continuous basis.
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Requirement 6: Develop and maintain secure systems and applications

Unscrupulous individuals use security vulnerabilities to gain privileged access to systems. Many of these vulnerabilities are fixed by vendor-
provided security patches, which must be installed by the entities that manage the systems. All systems must have all appropriate software
patches to protect against the exploitation and compromise of cardholder data by malicious individuals and malicious software.

Note: ngagﬁm software bm&:mm are those u&%mm that have been evaluated and tested mcasmsS\ to Qmaﬁssm that the nmasmm donot

iy

,oozmﬁ with existing mmocza\ configt B:o:m Fori in-house Qm<m\ome mbgom:o:m :S:mxo: <:5mﬁm§5mm om: ,vm m<o§mq 8\ :mS@ &mzum&

system om%\%smi processes and ¢ mmoca 8%5 aogacmm

_uo_ Umm xonc_ﬁmamzﬂw

._.mmn_sa _u_.oomac re

6. \_ mwﬂm_u__ms a process to _Qmaé mmoc:a\
vulnerabilities, using reputable outside
sources for security vulnerability information,
and assign a risk ranking (for example, as
*high,” “medium,” or “low”) to newly
discovered security vuinerabilities.

Note: Risk rankings should be based on
industry best.practices as well as.
consideration of potentialimpact. ho\ :
mmeEm criteria for ranking ESm\m?\smm
;33\ include consideration of the CVSS um,mm ,
score, and/or the classification by the vendor,
m:Q\Q type Qq &\&mam mmmoﬂma o

imSon 8\ m<m\cm§n S§m§u § mm and -
mmmG:Su risK ratings will vary based on m:,
o@m:ﬁmmoz 's environment and. risk- :

m ._ a mxmB_:m vo_.o_mm and procedures to <m:? Emﬁ
processes are defined for the following:

To identify new security vulnerabilities

To assign a risk ranking to vulnerabilities that includes
identification of all “high risk” and “critical”
vulnerabilities.

To use reputable outside sources for security
vulnerability information.

‘assessment strategy. m\mxcﬁmzszum %o uld,
at a minimum, identify all vulnerabilities
considered to be a “high risk”to the
environment. in addition to the risk xm:xs
vulnerabilities may be considered ‘critical” if
they pose an imminent threat to the o
m:SS:Smi Sﬁmﬁ critical &imim m:u\oﬁ

would resultin a uo?\%m\ compromise if not

addressed. mmeEmm of critical systems 38\ ]

So\:Qm security &G%Sm bzga-mmosn
devices and systems databases, and o,Sma ,,
,&ﬁmim that store, p ocess, or fransmit
cardholderdata. -~ - ...

6.1.b Interview responsible personnel and observe
processes to verify that:

New security vulnerabilities are identified.

A risk ranking is assigned to vulnerabilities that includes
identification of all “high risk” and “critical”
vulnerabilities.

Processes to identify new security vulnerabilities include
using reputable outside sources for security vulnerability
information.

._.3m 563 oﬁ this an:_aama is Emﬁ on:_Nwao:m
keep up to date with new vulnerabilities that may
impact their environment.

Sources for vulnerability information should be
trustworthy and often include vendor websites,
industry news groups, mailing list, or RSS feeds.

Once an organization identifies a vulnerability that
could affect their environment, the risk that the
vulnerability poses must be evaluated and ranked.
The organization must therefore have a method in
place to evaluate vulnerabilities on an ongoing basis
and assign risk rankings to those vulnerabilities.
This is not achieved by an ASV scan or internal
vulnerability scan, rather this requires a process to
actively monitor Sacmﬁ sources for vulnerability
information.

Classifying the risks (for example, as “high,”
“medium,” or “low”) allows organizations to identify,
prioritize, and address the highest risk items more
quickly and reduce the likelihood that vuinerabilities
posing the greatest risk will be exploited.
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6.2 Ensure that m__ system Aoavo:m:a and
software are protected from known
vulnerabilities by installing applicable vendor-
supplied security patches. Install critical
security patches within one month of release.

Note: Ozzom\ mmn::e\ nmﬂgmm %oEQ um

uanmmm Qm.w ed in meSBSmi 6.1.

6. .o. a mxmB_:m uo__o.mm and procedures related 8 mmoc:a\-
patch installation to verify processes are defined for:

¢ Installation of applicable critical vendor-supplied
security patches within one month of release.

¢ Installation of all applicable vendor-supplied security
patches within an appropriate time frame (for example,
within three months).

6.2.b For a sample of system components and related
software, compare the list of security patches installed on
each system to the most recent vendor security-patch list, to
verify the following:

e That applicable critical vendor-supplied security patches
are installed within one month of release.

¢ All applicable vendor-supplied security patches are
installed within an appropriate time frame (for example,
within three months).

._.:Qm isa oosmﬁmz stream of mnmoxm using widely
published exploits, often called "zero day" (an attack
that exploits a previously unknown vulnerability),
against otherwise secured systems. If the most
recent patches are not implemented on critical
systems as soon as possible, a malicious individual
can use these exploits to attack or disable a system,
or gain access to sensitive data.

Prioritizing patches for critical infrastructure ensures
that high-priority systems and devices are protected
from vulnerabilities as soon as possible after a patch
is released. Consider prioritizing patch installations
such that security patches for critical or at-risk
systems are installed within 30 days, and other
lower-risk patches are installed within 2-3 months.

This requirement applies to applicable patches for
all installed software, including payment applications
(both those that are PA-DSS validated and those
that are not).

6.3 Develop internal and external software
applications (including web-based
administrative access to applications)
securely, as follows:

¢ In accordance with PCI DSS (for
example, secure authentication and
logging)

¢ Based on industry standards and/or best
practices.

¢ Incorporating information security
throughout the software-development life
cycle

Note: this mbgmm to all software. Qm,\m\obmn
SﬂmSmS\ as well as ummboxm or n:&os ;
software Qm<m§cmq bya 3‘& bmé\

6.3.a Examine written software-development processes to
verify that the processes are based on industry standards
and/or best practices.

6.3.b Examine written software-development processes to
verify that information security is included throughout the life
cycle.

6.3.c Examine written software-development processes to
verify that software applications are developed in
accordance with PCI DSS.

6.3.d Interview software developers to verify that written
software-development processes are implemented.

Without the inclusion of security during the
requirements definition, design, analysis, and testing
phases of software development, security
vulnerabilities can be inadvertently or maliciously
introduced into the production environment.

Understanding how sensitive data is handled by the
application—including when stored, transmitted, and
when in memory—can help identify where data
needs to be protected.
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6.3.1 Remove development, test and/or
custom application accounts, user IDs, and
passwords before applications become
active or are released to customers.

6. u 1 mxma_:m <<:nm3 mons\m_.m-amé_ouama Eoomacam
and interview responsible personnel to verify that pre-
production and/or custom application accounts, user IDs
and/or passwords are removed before an application goes
into production or is released to customers.

Um<m_o_u3m2 test mso_\oﬂ ocmﬁoa m_uu__omﬁ_oz

accounts, user IDs, and passwords should be
removed from production code before the
application becomes active or is released to
customers, since these items may give away
information about the functioning of the application.
Possession of such information could facilitate
compromise of the application and related
cardholder data.

6.3.2 Review custom code prior to release
to production or customers in order to
identify any potential coding vulnerability
(using either manual or automated
processes) to include-at least the following:

« Code changes are reviewed by
individuals other than the originating
code author, and by individuals
knowledgeable about code-review
‘techniques and secure coding
practices.

e Code reviews ensure code is
developed according to secure coding
guidelines

« Appropriate corrections are
implemented prior to release.

e Code-review results are reviewed and

approved by management prior to
release.

(Continued on next page)

6.3.2.a Examine written software-development procedures
and interview responsible personnel to verify that all
custom application code changes must be reviewed (using
either manual or automated processes) as follows:

« Code changes are reviewed by individuals other than
the originating code author, and by individuais who
are knowledgeabie in code-review techniques and
secure coding practices.

« Code reviews ensure code is developed according to
secure coding guidelines (see PCl DSS Requirement
6.5).

« Appropriate corrections are implemented prior to
release.

e Code-review results are reviewed and approved by
management prior to release.

Security vulnerabilities in custom code are
commonly exploited by malicious individuals to gain
access to a network and compromise cardholder
data.

An individual knowledgeable and experienced in
code-review technigues should be involved in the
review process. Code reviews should be performed
by someone other than the developer of the code to
allow for an independent, objective review.
Automated tools or processes may also be used in
lieu of manual reviews, but keep in mind that it may
be difficult or even impossible for an automated tool
to identify some coding issues.

Correcting coding errors before the code is deployed
into a production environment or released to
customers prevents the code exposing the
environments to potential exploit. Faulty code is also
far more difficult and expensive to address after it
has been deployed or released into production
environments.

Including a formal review and signoff by
management prior to release helps to ensure that
code is approved and has been developed in
accordance with policies and procedures.
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Note: This requirement for code reviews
applies to all ockoa code 303 S&Sm\ ard
public-facing), as part of the &ﬁms .
development life cycle. ;

Code reviews can be oo:Q:RmQ by
knowledgeable internal personnel or third
parties. Public-facing web applications are

also mcsms to additional controls, fo mQQ\m,mm .

o:QoS@ threats and <E:m$§§mm after
\Sb\msmimmoz mm Qmw:mo. at hQ me
meSSSQE 66 o

6.3. N c mw_moﬁ a sample of recent custom mvv__nm:o:
changes and verify that custom application code is
reviewed according to 6.3.2.a, above.

6.4 Follow change control processes and
procedures for all changes to system
components. The processes must include the
following:

6.4 Examine policies and procedures to verify the following
are defined:

¢ Development/test environments are separate from
production environments with access control in place to
enforce separation.

e A separation of duties between personnel mwm_@:ma to
the development/test environments and those assigred
to the production environment.

* Production data (live PANs) are not used for testing or
development.

¢ Test data and accounts are removed before a
production system becomes active.

» Change control procedures related to implementing
security patches and software modifications are
documented.

Without properly documented and implemented
change controls, security features could be
inadvertently or deliberately omitted or rendered
inoperable, processing irregularities could occur, or
malicious code could be introduced.

6.4.1 Separate development/test
environments from production
environments, and enforce the separation
with access controls.

6.4.1.a Examine network documentation and network
device configurations to verify that the development/test
environments are separate from the production
environment(s).

6.4.1.b Examine access controls settings to verify that
access controls are in place to enforce separation
between the development/test environments and the
production environment(s).

Due to the constantly changing state of development
and test environments, they tend to be less secure
than the production environment. Without adequate
separation between environments, it may be
possible fcr the production environment, and
cardholder data, to be compromised due to less-
stringent security configurations and possible
vulnerabilities in a test or development environment.

Payment Card Industry (PCl) Data Security Standard, v3.2
© 2006-2016 PCI Security Standards Council, LLC. All Rights Reserved.

Page 56
April 2016



B Security ®
Standards Council

_uo_ Umm wmnc__.o_sm_:m

._.wwzzm _u_,ooon:_,mw

Enw:oo

6.4. n mmvmﬂmgo: of duties between
development/test and production
environments

m h 2 Ocmm_.<m processes and interview personnel
assigned to development/test environments and personnel
assigned to production environments to verify that
separation of duties is in place between development/test
environments and the production environment.

mmacos@ the :cacmﬂ of umao_._:m_ <<_§ access 6
the production environment and cardholder data
minimizes risk and helps ensure that access is
limited to those individuals with a business need to
know.

The intent of this requirement is to separate
development and test functions from production
functions. For example, a developer may use an
administrator-level account with elevated privileges
in the development environment, and have a
separate account with user-level access to the
production environment.

6.4.3 Production data (live PANs) are not
used for testing or development

6.4.3.a Observe testing processes and interview
personnel to verify procedures are in place to ensure
production data (live PANs) are not used for testing or
development.

6.4.3.b Examine a sample of test data to verify production
data (live PANSs) is not used for testing or development.

Security controls are usually not as stringent in test
or development environments. Use of production
data provides malicious individuals with the
opportunity to gain unauthorized access to
production data (cardholder data).

6.4.4 Removal of test data and accounts
from system components before the system
becomes active / goes into production.

6.4.4.a Observe testing processes and interview
personnel to verify test data and accounts are removed
before a production system becomes active.

6.4.4.b Examine a sample of data and accounts from
production systems recently installed or updated to verify
test data and accounts are removed before the system
becomes active.

Test data and accounts should be removed before
the system component becomes active (in
production), since these items may give away
information about the functioning of the application
or system. Possession of such information could
facilitate compromise of the system and related
cardholder data.
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6.4.5 Change control procedures must
include the following:

6.4.5.a mxms_am documented change 838_ EoomQEmm
and verify procedures are defined for:

¢ Documentation of impact

» Documented change approval by authorized parties

» Functionality testing to verify that the change does not
adversely impact the security of the system

e Back-out procedures

6.4.5.b For a sample of system components, interview
responsible personnel to determine recent changes. Trace
those changes back to related change control
documentation. For each change examined, perform the
following:

If :oﬁ _uﬂovm% 3m:moma the impact oﬁ <m$3
changes—such as hardware or software updates
and installation of security patches—might not be
fully realized and could have unintended
consequences.

6.4.5.1 Documentation of impact.

6.4.5.1 Verify that documentation of impact is included in
the change control documentation for each sampled
change.

The impact of the change should be documented so
that all affected parties can plan appropriately for
any processing changes.

6.4.5.2 Documented change approval by
authorized parties.

6.4.5.2 Verify that documented approval by authorized
parties is present for each sampled change.

Approval by authorized parties indicates that the
change is a legitimate and approved change
sanctioned by the organization.

6.4.5.3 Functionality testing to verify that
the change does not adversely impact the
security of the system.

6.4.5.3.a For each sampled change, verify that
functionality testing is performed to verify that the change
does not adversely impact the security of the system.

6.4.5.3.b For custom code changes, .<m12 that all
updates are tested for compliance with PCI DSS
Requirement 6.5 before being deployed into production.

Thorough testing should be performed to verify that
the security of the environment is not reduced by
implementing a change. Testing should validate that
all existing security controls remain in place, are
replaced with equally strong controls, or are
strengthened after any change to the environment.

6.4.5.4 Back-out procedures.

6.4.5.4 Verify that back-out procedures are prepared for
each sampled change.

For each change, there should be documented
back-out procedures in case the change fails or
adversely affects the security of an application or
system, to allow the system to be restored back to
its previous state.

Payment Card Industry (PCI} Data Security Standard, v3.2
© 2006-2016 PC/ Security Standards Council, LLC. All Rights Reserved.

Page 58
April 2016



[ Sexurity b
Standarzels Council

6.4.6 Upon completion of a significant

change, all relevant PCI DSS requirements
must be implemented on all new or changed
systems and networks, and documentation
updated as applicable.

Note: This require

ment is a best practice until:

January 31, 2018,

after which it becomes a -

requirement.

Testing Procedures

6.4.6 For a sample of significant changes, examine change

records, interview personnel, and observe the affected
systems/networks to verify that applicable PCI DSS
requirements were implemented and documentation
updated as part of the change. :

Having processes to analyze significant changes
helps ensure that all appropriate PCI DSS controls
are applied to any systems or networks added or
changed within the in-scope environment.

Building this validation into change management
processes helps ensure that device inventories and
configuration standards are kept up to date and
security controls are applied where needed.

A change management process should include
supporting evidence that PCI DSS requirements are
implemented or preserved through the iterative
process. Examples of PCI DSS requirements that
could be impacted include, but are not limited to:

o Network diagram is updated to reflect changes.

e Systems are configured per configuration
standards, with all default passwords changed
and unnecessary services disabled.

e Systems are protected with required controls—
e.q., file-integrity monitoring (FIM), anti-virus,
patches, audit logging.

¢ Sensitive authentication data (SAD) is not
stored and all cardholder data (CHD) storage is
documented and incorporated into data-
retention policy and procedures

e New systems are included in the quarterly
vulnerability scanning process.
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a m >Qa_.omm common coding vulnerabilities in
software-development processes as follows:

¢ Train developers at least annually in up-
to~-date secure coding techniques,
including how to avoid common coding
vulnerabilities.
* Develop applications based on secure
coding guidelines.
Note: The vulnerabilities listed at 6.5.1
through 6.5.10 were current with industry best
practices when this version of PCI DSS was
published. Ios\m,\m\ as industry best o
practices for <S:2m§:< management. ma
-updated (for. mmeEm the OWASP Guide,
‘SANS CWE Top 25, CERT Secure Ooqsn.
etc.), the oc\\ngmmgaozomm Scma um used:
for these requirements.

6.5.a mxmB_so software-development policies m:a
procedures to verify that up-to-date training in secure coding
techniques is required for developers at least annually,
based on industry best practices and guidance.

6.5.b Examine records of training to verify that software
developers receive up-to-date training on secure coding
techniques at least annually, including how to avoid

common coding vulnerabiliti

6.5.c Verify that processes are in place to protect
applications from, at a minimum, the following
vulnerabilities:

The application layer is high-risk and may be
targeted by both internal and external threats.

Requirements 6.5.1 through 6.5.10 are the minimum
controls that should be in place, and organizations
should incorporate the relevant secure coding
practices as applicable to the particular technology
in their environment.

Application developers should be properly trained to
identify and resolve issues related to these (and
other) common coding vulnerabilities. Having staff
knowledgeable of secure coding guidelines should
minimize the number of security vulnerabilities
introduced through poor coding practices. Training
for developers may be provided in-house or by third
parties and should be applicable ﬁoﬂ technology
used.

As industry-accepted secure coding practices
change, organizational coding practices and
developer training should likewise be updated to
address new threats—for example, memory
scraping attacks.

ilities identified in 6.5.1 through 6.5.10
provide a minimum baseline. It is up to the
organization to remain up to date with vulnerability
trends and incorporate appropriate measures into
their secure coding practices.
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Note: meS.mem:R 6.5.1 through 6.5.6, below, m%? to all mnb:.omw.o:m «SBSN\ or external).

6.5.1 Injection flaws, particularly SQL
injection. Also consider OS Command
Injection, LDAP and XPath injection flaws
as well as other injection flaws.

6.5.1 Examine software-development policies and
procedures and interview responsible personnel to verify
that injection flaws are addressed by coding techniques
that include:

o Validating input to verify user data cannot modify
meaning of commands and queries.

o Utilizing parameterized queries.

Injection flaws, particularly SQL injection, are a
commonly used method for compromising
applications. Injection occurs when user-supplied
data is sent to an interpreter as part of a command
or query. The attacker's hostile data tricks the
interpreter into executing unintended commands or
changing data, and allows the attacker to attack
components inside the network through the
application, to initiate attacks such as buffer
overflows, or to reveal both confidential information
and server application functionality.

Information should be validated before being sent to
the application—for example, by checking for all
alpha characters, mix of alpha and numeric
characters, etc.

6.5.2 Buffer overflows

- 6.5.2 Examine software-development policies and

procedures and interview responsible personnel to verify
that buffer overflows are addressed by coding techniques
that include: -

¢ Validating buffer boundaries.
¢ Truncating input strings.

Buffer overflows occur when an application does not
have appropriate bounds checking on its buffer
space. This can cause the information in the buffer
to be pushed out of the buffer's memory space and
into executable memory space. When this occurs,
the attacker has the ability to insert malicious code
at the end of the buffer and then push that malicious
code into executable memory space by overflowing
the buffer. The malicious code is then executed and
often enables the attacker remote access to the
application and/or infected system.

6.5.3 Insecure cryptographic storage

6.5.3 Examine software-development policies and
procedures and interview responsible personnel to verify
that insecure cryptographic storage is addressed by
coding techniques that:

¢ Prevent cryptographic flaws.

¢ Use strong cryptographic algorithms and keys.

Applications that do not utilize strong cryptographic
functions properly to store data are at increased risk
of being compromised, and exposing authentication
credentials and/or cardholder data. If an attacker is
able to exploit weak cryptographic processes, they
may be able to gain clear-text access to encrypted
data.
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6.5.4 mxmBSm monsmqm-amé_o_oama uo__o_mm and
procedures and interview responsible personnel to verify
that insecure communications are addressed by coding
techniques that properly authenticate and encrypt all
sensitive communications.

Applications that fail to adequately encrypt network
traffic using strong cryptography are at increased
risk of being compromised and exposing cardholder
data. If an attacker is able to exploit weak
cryptographic processes, they may be able to gain
control of an application or even gain clear-text
access to encrypted data.

6.5.5 Improper error handling

6.5.5 Examine software-development policies and
procedures and interview responsible personnel to verify

“that improper error handling is addressed by coding

techniques that do not leak information via error messages
(for example, by returning generic rather than specific
error details).

Applications can unintentionally leak information
about their configuration or internal workings, or
expose privileged information through improper error
handling methods. Attackers use this weakness to
steal sensitive data or compromise the system
altogether. If a malicious individual can create errors
that the application does not handle properly, they
can gain detailed system information, create denial-
of-service interruptions, cause security to fail, or
crash the server. For example, the message
"incorrect password provided" tells an attacker the
user ID provided was accurate and that they should
focus their efforts only on the password. Use more
generic error messages, like "data could not be
verified."

6.5.6 All “high risk” vulnerabilities identified
in the vulnerability identification process (as
defined in PCI DSS Requirement 6.1).

6.5.6 Examine software-development policies and
procedures and interview responsible personnel to verify
that coding techniques address any “high risk”
vulnerabilities that could affect the application, as
identified in PCI DSS Requirement 6.1.

All vulnerabilities identified by an organization's
vulnerability risk-ranking process (defined in
Requirement 6.1) to be “high risk” and that could
affect the application should be identified and
addressed during application development.

Note: mmcc\\msm:a 6.5.7 through 6.5.10, am\os\ mbg\ to web applications and m.c.c\amao: interfaces

(internal or external):

Web applications, both internally and externally
(public) facing, have unique security risks based
upon their architecture as well as the relative ease
and occurrence of compromise.

6.5.7 Cross-site scripting (XSS)

6.5.7 Examine software-development policies and
procedures and interview responsible personnel to verify
that cross-site scripting (XSS) is addressed by coding
techniques that include

¢ Validating all parameters before inclusion
* Utilizing context-sensitive escaping.

XSS ftaws occur whenever an application takes
user-supplied data and sends it to a web browser
without first validating or encoding that content. XSS
allows attackers to execute script in the victim's
browser, which can hijack user sessions, deface
web sites, possibly introduce worms, etc.
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6.5.8 Improper access control (such as 6.5.8 Examine software-development policies and

insecure direct object references, failure to procedures and interview responsible personnel to verify

restrict URL access, directory traversal, and that improper access control—such as insecure direct

failure to restrict user access to functions). object references, failure to restrict URL access, and
directory traversal—is addressed by coding technique that
includes:

o Proper authentication of users
e Sanitizing input
* Not exposing internal object references to users:

o User interfaces that do not permit access to
unauthorized functions.

A direct object reference occurs when a developer
exposes a reference to an internal implementation
object, such as a file, directory, database record, or
key, as a URL or form parameter. Attackers can
manipulate those references to access other objects
without authorization.

Consistently enforce access control in presentation
layer and business logic for all URLs. Frequently,
the only way an application protects sensitive.
functionality is by preventing the display of links or
URLs to unauthorized users. Attackers can use this
weakness to access and perform unauthorized
operations by accessing those URLs directly.

An attacker may be able to enumerate and navigate
the directory structure of a website (directory
traversal) thus gaining access to unauthorized
information as well as gaining further insight into the
workings of the site for later exploitation.

If user interfaces permit access to unauthorized
functions, this access could result in unauthorized
individuals gaining access to privileged credentials
or cardholder data. Only authorized users should be
permitted to access direct object references to
sensitive resources. Limiting access to data
resources will help prevent cardholder data from
being presented to unauthorized resources.

6.5.9 Cross-site request forgery (CSRF) 6.5.9 Examine software development policies and
procedures and interview responsible personnel to verify
that cross-site request forgery (CSRF) is addressed by
coding techniques that ensure applications do not rely on
authorization credentials and tokens automatically
submitted by browsers.

A CSREF attack forces a logged-on victim's browser
to send a pre-authenticated request to a vulnerable
web application, which then enables the attacker to
perform any state-changing operations the victim is
authorized to perform (such as updating account

" details, making purchases, or even authenticating to

the application).
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6. m 10 Broken authentication and session 6.5. ._c Examine software development no__o_mw and wmoca mcsma_omco: and session Bmzmmmamz
management. procedures and interview responsible personnel to verify prevents unauthorized individuals from
that broken authentication and session management are compromising legitimate account credentials, keys,
addressed via coding techniques that commonly inciude: or session tokens that would otherwise enable the
« Flagging session tokens (for example cookies) as intruder to assume the identity of an authorized
“secure” user.
» Not exposing session IDs in the URL
» Incorporating appropriate time-outs and rotation of
session [Ds after a successful login.
6.6 For public-facing web applications, 6.6 For public-facing web applications, ensure that either Public-facing web applications are primary targets
address new threats and vulnerabilities on an = one of the following methods is in place as follows: for attackers, and poorly coded web applications

ongoing basis and ensure these applications
are protected against known attacks by either
of the following methods:

provide an easy path for attackers to gain access to
sensitive data and systems. The requirement for
reviewing applications or installing web-application
firewalls is intended to reduce the number of

e Examine documented processes, interview personnel,
and examine records of application security
assessments to verify that public-facing web

* Reviewing public-facing web applications are reviewed—using either manual or ; bl ! = o
applications via manual or automated automated vulnerability security assessment tools or | COMpromises on public-facing web applications due
application vulnerability security methods—as follows: . to poor coding or application management practices.
assessment tools or methods, at least - At least annually ; * Manual or automated vulnerability security
annually and after any changes - After any changes assessment tools or methods review and/or

Note: This assessment is not the same as the - By an organization that specializes in application test the mnnromgo: for vulnerabilities
vulnerability scans .omlo::mq \Oa 5 security * Web-application firewalls filter and block non-
Requirement12. . - That, at a minimum, all vulnerabilities in essential traffic at the application layer. Used in

conjunction with a network-based firewall, a
properly configured web-application firewall
prevents application-layer attacks if

Requirement 6.5 are included in the assessment

* Installing an automated technical
¢ - That all vulnerabilities are corrected

solution that detects and prevents web-

based attacks (for example, a web- - Thatthe application is re-evaluated after the applications are improperly coded or
application firewall) in front of public- corrections. configured. This can be achieved through a
facing web applications, to continually * Examine the system configuration settings and combination of technology and praocess.
check all traffic. interview responsible personnel to verify that an Process-based solutions must have
automated technical solution that detects and prevents mechanisms that facilitate timely responses to
web-based attacks (for example, a web-application alerts in order to meet the intent of this
firewall) is in place as follows: - requirement, which is to prevent aftacks.

- Is situated in front of public-facing web applications Note: “An oémanm:o: that specializes i

to amﬁ.moﬁ and vwm<m2 web-based mnmoxm.. application security” can be either a thi u.bm,\d\ ,
- Is actively running and up to date as applicable. company or an internal organization, as long as Sm
- Is generating audit logs. reviewers specialize in application security and can

- Is configured to either block web-based attacks, or QmSo:m#mﬁm S%bmaqgnm rom Sm m<m§§mﬂ ,
generate an alert that is immediately investigated. team.
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6.7 Ensure that security policies and
operational procedures for developing and
maintaining secure systems and applications
are documented, in use, and known to all
affected parties.

.;,._.mm(,::n_w;..owmc_“m_dm _

6.7 Examine documentation and interview personnel to
verify that security policies and operational procedures for
developing and maintaining secure systems and
applications are:

¢ Documented,
e |nuse, and
¢ Known to all affected parties.

Personnel need to be aware of and following
security policies and operational procedures to
ensure systems and applications are securely
developed and protected from vulnerabilities on a
continuous basis.
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Implement Strong Access Control Measures

Requirement 7: Restrict access to cardholder data by business need to know

To ensure critical data can only be accessed by authorized personnel, systems and processes must be in place to limit access based on need to
know and according to job responsibilities.

“Need to know" is when access rights are granted to only the least amount of data and privileges needed to perform a job.

vo_ Umm R n:_a_ﬂm:nw

._.mmcau vqonanc_.mm

7.1 Limit access to system
components and cardholder data to
only those individuals whose job
requires such access.

u 1 _-xmB_sm <<:nm3 policy for access control, m:a <m3ﬂ< Emﬁ Em
policy incorporates 7.1.1 through 7.1.4 as follows:

- o Defining access needs and privilege assignments for each role

¢ Restriction of access to privileged user IDs to least privileges
necessary to perform job respons

‘s Assignment of access based on individual personnel’s job
classification and function

* Documented approval (electronically or in writing) by
authorized parties for all access, including listing of specific
privileges approved.

The more people who have access to cardholder

data, the more risk there is that a user's account will
be used maliciously. Limiting access to those with a
legitimate business reason for the access helps an
organization prevent mishandling of oma:o_aQ data
through inexperience or malice.

7.1.1 Define access needs for
each role, including:

* System components and data
resources that each rcle
needs to access for their job
function

* Level of privilege required (for

example, user, administrator,
etc.) for accessing resources.

7.1.1 Select a sample of roles and verify access needs for each
role are defined and include:

« System components and data resources that each role
needs to access for their job function

« Identification of privilege necessary for each role to perform
their job function.

In order to limit access to cardholder data to only
those individuals who need such access, first it is
necessary to define access needs for each role (for
example, system administrator, call center
personnel, store clerk), the systems/devices/data
each role needs access to, and the level of privilege
each role needs to effectively perform assigned
tasks. Once roles and corresponding access needs
are defined, individuals can be @838 access
accordingly.

7.1.2 Restrict access to privileged
user IDs to least privileges
necessary to perform job
responsibilities.

7.1.2.a Interview personnel responsible for assigning access to
verify that access to privileged user IDs is:

¢ Assigned only to roles that specifically require such
privileged access

¢ Restricted 8 least privileges necessary to perform job
responsibi

When assigning privileged IDs, it is important to
assign individuals only the privileges they need to
perform their job (the “least privileges”). For
example, the database administrator or backup
administrator should not be assigned the same
privileges as the overall systems administrator.

«,Oo::.::mq on next page)
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7.1.2.b Select a sample of user IDs with privileged access and
interview responsible management personnel to verify that
privileges assigned are:

¢ Necessary for that individual's job function

o Restricted to least privileges necessary to perform job
responsibilities.

Assigning least privileges helps prevent users
without sufficient knowledge about the application
from incorrectly or accidentally changing application
configuration or altering its security settings.
Enforcing least privilege also helps to minimize the
scope of damage if an unauthorized person gains
access to a user ID.

7.1.3 Assign access based on
individual personnel’s job
classification and function.

7.1.3 Select a sample of user IDs and interview responsible
management personnel to verify that privileges assigned are
based on that individual’s job classification and function.

Once needs are defined for user roles (per PCI DSS
requirement 7.1.1), it is easy to grant individuals
access according to their job classification and
function by using the already-created roles.

7.1.4 Require documented
approval by authorized parties
specifying required privileges.

7.1.4 Select a sample of user IDs and compare with documented
approvals to verify that:

¢ Documented approval exists for the assigned privileges

e The approval was by authorized parties

¢ That specified privileges match the roles assigned to the
individual.

Documented approval (for example, in writing or
electronically) assures that those with access and
privileges are known and authorized by
management, and that their access is necessary for

‘their job function.

7.2 Establish an access control
system(s) for systems components
that restricts access based on a
user's need to know, and is set to

“deny all’ unless specifically allowed.

This access control system(s) must
include the following:

7.2 Examine system settings and vendor documentation to verify
that an access control system(s) is implemented as follows:

7.2.1 Coverage of all system
components

7.2.1 Confirm that access control systems are in place on all
system components.

7.2.2 Assignment of privileges to
individuals based on job
classification and function.

7.2.2 Confirm that access control systems are configured to
enforce privileges assigned to individuals based on job
classification and function.

unless/until a rule is written to specifically deny it.

7.2.3 Default “deny-all” setting.

7.2.3 Confirm that the access control systems have a default
“deny-all” setting.

Without a mechanism to restrict access based on
user’s need to know, a user may unknowingly be
granted access to cardholder data. Access control
systems automate the process of restricting access
and assigning privileges. Additionally, a default
“deny-all” setting ensures no one is granted access
until and unless a rule is established specifically
granting such access. Entities may have one or
more access controls systems to manage user
access.

Note: Some access control systems are set b
default to “allow-all,” thereby permitting acces
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7.3 mzwca that mmoczz uo__o_mm m:o_
operational procedures for restricting
access to cardholder data are
documented, in use, and known to
all affected parties.

.\. m m-xma_sm aoocamsﬁmﬁ_o: and interview nm_wmozzw_ 8 <m:2 Sm»
security policies and operational procedures for restricting access
to cardholder data are:

* Documented,
¢ Inuse, and
e Known to all affected parties.

_um_‘mo::m_ :mma to cm aware of m:a “o__oé_:@
security policies and operational procedures to
ensure that access is controlled and based on need-
to-know and least privilege, on a continuous basis.
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Requirement 8:

Identify and authenticate access fo system components

Assigning a unique identification (ID) to each person with access ensures that each individual is uniquely accountable for their actions. When such
accountability is in place, actions taken on critical data and systems are performed by, and can be traced to, known and authorized users and

processes.

The effectiveness of a password is largely determined by the design and implementation of the authentication system—particularly, how
frequently password attempts can be made by an attacker, and the security methods to protect user passwords at the point of m35> during

transmission, and while in storage.

Note: These meSBSm:R are mbn\amua for m\\ accounts, SQ:&SQ point-of-sale accounts, with administrative ombmus:mm and all accounts used

to view or access om&:o\%\ data orto access &\,ﬁmSm with cardholder QmB d:m
mmeEm for ,m%non or Bm\:aam:o& ?mmm \mac:.m\:m:w Qo not mbg\ 8 accoun rw,:mmq b

IoSm,\mw mm?:msga m 1.1, 82 m m m 3 S\ocg 2.5, m:Q 8.1. m SB:@: m Q mﬂmxm no
sale nm.S:mR application 1 Smﬁ only 3m<m moommm to one oma :Ssgw at a time in order to EQSm&

includes accounts used by vendors and other. 2.3 Pi\mmu for |
cons g,sm\m (e nms%oimj&
i intendea ,8 apply to user accounts §SS a b int-of-

a single #m:mmo:oz «m:% as omm?mx moco::@

vo_ _umw mmnc 3:6:;,

8.1 Define and impiement policies m:a
procedures to ensure proper user
identification management for non-

consumer users and administrators on all:

system components as follows:

._.omczm Sng ‘

m \_ a mm<_m<< Eoomacqmw and confirm 5m< amdq ine processes for
each of the items below at 8.1.1 through 8.1.8

m< ensuring mmo: user is c:_gcm_< am:ﬁ_ﬁmal
instead of using one ID for several employees—an

8.1.b Verify that procedures are implemented for user
identification management, by performing the following:

organization can maintain individual responsibility
for actions and an effective audit trail per employee.
This will help speed issue resolution and

8.1.1 Assign all users a unique 1D
before allowing them to access system
components or cardholder data.

8.1.1 Interview administrative personnel to confirm that all
users are assigned a unigue 1D for access to system
components or cardholder data.

containment when misuse or malicious intent
occurs.

8.1.2 Control addition, deletion, and
modification of user |Ds, credentials,
and other identifier objects.

8.1.2 For a sample of privileged user IDs and general user IDs,
examine associated authorizations and observe system
settings to verify each user ID and privileged user ID has been
implemented with only the privileges specified on the
documented approval.

To ensure that user accounts granted access to
systems are all valid and recognized users, strong
processes must manage all changes to user IDs and
other authentication credentials, including adding
new ones and modifying or deleting existing ones.

8.1.3 Immediately revoke access for
any terminated users.

8.1.3.a Select a sample of users terminated in the past six
months, and review current user access lists—for both local
and remote access—to verify that their IDs have been
deactivated or removed from the access lists.

If an employee has left the company and still has
access to the network via their user account,
unnecessary or malicious access to cardholder data
could occur—either by the former employee or by a

8.1.3.b Verify all physical authentication methods—such as,
smart cards, tokens, etc.—have been returned or deactivated.

malicious user who exploits the old and/or unused
account. To prevent unauthorized access, user
credentials and other authentication methods
therefore need to be revoked promptly (as soon as
possible) upon the employee’s departure.
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m 1 A mm30<m\9mw_o_m inactive user
accounts within 90 days.

8.1 A Ocmm2m user accounts to verify that any _:moﬁ_<m
accounts over 90 days old are either removed or disabled.

>oooc3m Smﬁ are not used ﬂm@c_m% are owms
targets of attack since it is less likely that any
changes (such as a changed password) will be
noticed. As such, these accounts may be more
easily exploited and used to access cardholder data.

8.1.5 Manage IDs used by third parties
to access, support, or maintain system
components via remote access as
follows:"

¢ Enabled only during the time -
period needed and disabled when
not in use.

¢ Monitored when in use.

8.1.5.a Interview personnel and observe processes for
managing accounts used by third parties to access, support, or
maintain system components to verify that accounts used for
remote access are:

¢ Disabled when not in use

 Enabled only when needed by the third party, and
disabled when not in use.

8.1.5.b Interview personnel and observe processes to verify
that third-party remote access accounts are monitored while
being used.

Allowing vendors to have 24/7 access into your
network in case they need to support your systems
increases the chances of unauthorized access,
either from a user in the vendor’s environment or
from a malicious individual who finds and uses this
always-available external entry point into your
network. Enabling access only for the time periods
needed, and disabling it as soon as it is no longer
needed, helps prevent misuse of these connections.

Monitoring of vendor access provides assurance
that vendors are accessing only the systems
necessary and only during approved time frames.

8.1.6 Limit repeated access attempts
by locking out the user ID after not
more than six attempts.

8.1.6.a For a sample of system components, inspect system
configuration settings to verify that authentication parameters
are set to require that user accounts be locked out after not
more than six invalid logon attempts.

8.1.6.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation, and observe implemented
processes to verify that non-consumer customer user accounts
are temporarily locked-out after not more than six invalid
access attempts.

Note: Testing Procedure 8.1.6.b is an additional
ﬁSomQ:\ that o:? mg\am ifthe mi\c\ cm :Q
‘assessed s a service bBSme ,

Without account-lockout mechanisms in place, an
attacker can continually attempt to guess a
password through manual or automated tools (for
example, password cracking), until they achieve
success and gain access to a user's account.

8.1.7 Set the lockout duration to a
minimum of 30 minutes or until an
administrator enables the user ID.

8.1.7 For a sample of system components, inspect system
configuration settings to verify that password parameters are
set to require that once a user account is locked out, it remains
locked for a minimum of 30 minutes or until a system
administrator resets the account.

If an account is locked out due to someone
continually trying to guess a password, controls to
delay reactivation of these locked accounts stops
the malicious individual from continually guessing
the password (they will have to stop for a minimum
of 30 minutes until the account is reactivated).
Additionally, if reactivation must be requested, the
admin or help desk can validate that it is the actual
account owner requesting reactivation.
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more than 15 minutes, require the user
to re-authenticate to re-activate the
terminal or session.

onents, inspect system
configuration settings to verify that system/session idle time out
features have been set to 15 minutes or less.

Whe
access to critical system components or cardholder
data, that machine may be used by others in the
user’s absence, resuiting in unauthorized account
access and/or misuse.

The re-authentication can be applied either at the
system level to protect all sessions running on that
machine, or at the application level.

8.2 In addition to assigning a unique ID,
ensure proper user-authentication
management for non-consumer users
and administrators on all system
components by employing at least one of
the following methods to authenticate all
users:

e Something you know, such as a
password or passphrase

¢ Something you have, such as a
token device or smart card

e Something you are, such as a
biometric.

8.2 To verify that users are authenticated using unique 1D and
additional authentication (for example, a password/phrase) for
access to the cardholder data environment, perform the
following:

» Examine documentation describing the authentication
method(s) used.

 For each type of authentication method used and for each
type of system component, observe an authentication to
verify authentication is functioning consistent with
documented authentication method(s).

These authentication methods, when used in
addition to unique IDs, help protect users’ IDs from
being compromised, since the one attempting the
compromise needs to know both the unique ID and
the password (or other authentication used). Note
that a digital certificate is a valid option for
“something you have” as long as it is unique for a
particular user.

Since one of the first steps a malicious individual will
take to compromise a system is to exploit weak or
nonexistent passwords, it is important to implement:
good processes for authentication management.
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8. N 1 Using strong cryptography,
render all authentication credentials
(such as passwords/phrases)
unreadable during transmission and
storage on all system components.

8.2 \_.m mxma_:m vendor documentation and system
configuration settings to verify that passwords are protected
with strong cryptography during transmission and storage.

8.2.1.b For a2 sample of system components, examine
password files to verify that passwords are unreadable during
storage.

8.2.1.c For a sample of system components, examine data
transmissions to verify that passwords are unreadable during
transmission.

8.2.1.d Additional testing procedure for service provider
assessments only: Observe password files to verify that non-

consumer customer passwords are unreadable during storage.

8.2.1.e Additional testing procedure for service provider
assessments only: Observe data transmissions to verify that
non-consumer customer passwords are unreadable during
transmission.

Many network devices and applications transmit

unencrypted, readable passwords across the
network and/or store passwords without encryption.
A malicious individual can easily intercept
unencrypted passwords during transmission using a

“sniffer,” or directly access unencrypted passwords

in files where they are stored, and use this data to
gain unauthorized access.

Note: Testing Procedures 8.2. 1.d and 8.21eare
additional .oaocham Smw only m.og\ if. Sm_ mi&\

being mmmmmmmq is-a service provider.

8.2.2 Verify user identity before
modifying any authentication
credential—for example, performing
password resets, provisioning new
tokens, or generating new keys.

8.2.2 Examine authentication procedures for modifying
authentication credentials and observe security personnel to
verify that, if a user requests a reset of an authentication
credential by phone, e-mail, web, or other non-face-to-face
method, the user’s identity is verified before the authentication
credential is modified.

Many malicious individuals use "social
engineering’—for example, calling a help desk and
acting as a legitimate user—to have a password
changed so they can utilize a user ID. Consider use
of a “secret question” that only the proper user can
answer to help administrators identify the user prior
to re-setting or modifying authentication credentials.
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meet the following:

* Require a minimum length of at
least seven characters.

¢ Contain both numeric and
alphabetic characters.

Alternatively, the passwords/
passphrases must have complexity
and strength at least equivalent to the
parameters specified above.

8.2.3a _uoﬁ a mma_o_o of m<w83 ooanosmam _:mvmoﬁ m<m63
configuration settings to verify that user password/passphrase
parameters are set to require at least the following
strength/complexity:

¢ Require a minimum length of at least seven characters.
¢ Contain both numeric and alphabetic characters.

8.2.3.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that non-consumer
customer passwords/passphrases are required to meet at least
the following strength/complexity:

¢ Require a minimum length of at least seven characters.
 Contain both numeric and alphabetic characters.

m:o:@ nmmméoam\ummmn:qmmmm are the first __sm of
defense into a network since a malicious individual
will often first try to find accounts with weak or non-
existent passwords. If passwords are short or simple
to guess, it is relatively easy for a malicious
individual to find these weak accounts and
compromise a network under the guise of a valid
user ID.

This requirement specifies that a minimum of seven
characters and both numeric and alphabetic
characters should be used for passwords/
passphrases. For cases where this minimum cannot
be met due to technical limitations, entities can use
“equivalent strength” to evaluate their alternative.
For information on variability and equivalency of
password strength (also referred to as entropy) for
passwords/passphrases of different formats, refer to
industry standards (e.g., the current version of NIST
SP 800-63.)

Note: Testing Procedure 8. 2.3bis m: mQQso:m\

procedure that oac\ applies if the mi&\ mSn

assessed is a service provider.

8.2.4 Change user
passwords/passphrases at least once
every 90 days.

8.2.4.a For a sample of system components, inspect system
configuration settings to verify that user password/passphrase
parameters are set to require users to change passwords at
least once every 90 days.

8.2.4.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that:

¢ Non-consumer customer user passwords/passphrases are
required to change periodically; and

¢ Non-consumer customer users are given guidance as to
when, and under what circumstances,
passwords/passphrases must change.

Passwords/passphrases that are valid for a long
time without a change provide malicious individuals
with more time to work on breaking the
password/phrase.

Note: Testing. hBoqum 8.24bisan mqqsozm\

procedure that only applies if the. mi\a\ umSQ
assessed fs a service provider.
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8. N m Do not allow an individual 8
submit a new password/passphrase
that is the same as any of the last four
passwords/passphrases he or she has
used.

8. N 5.a moﬁ a sample of system ooanosoam. ozm_: and
inspect system configuration settings to verify that password

© parameters are set to require that new passwords/passphrases
cannot be the same as the four previously used
passwords/passphrases.

8.2.5.b Additional testing procedure for service provider
assessments only: Review internal processes and
customer/user documentation to verify that new non-consumer
customer user passwords/passphrase cannot be the same as
the previous four passwords.

If vmmmsoa j_mﬁoa\ isn't maintained, the
effectiveness of changing passwords is reduced, as
previous passwords can be reused over and over.
Requiring that passwords cannot be reused for a
period of time reduces the likelihood that passwords
that have been guessed or brute-forced will be used
in the future.

Note: Testing Procedure 8.2.5.b is an additional H

b\oochﬁ that oé\ mb.%mm ifthe m:g\ umSQ
assessed /s a service bSSQm . .

8.2.6 Set passwords/passphrases for
first-time use and upon reset to a
unique value for each user, and
change immediately after the first use.

8.2.6 Examine password procedures and observe security
personnel to verify that first-time passwords/passphrases for
new users, and reset passwords/passphrases for existing
users, are set to a unique value for each user and changed
after first use.

8.3 Secure all individual non-console
administrative access and all remote
access to the CDE using multi-factor
authentication.

Note: Multi-factor authentication.re Q::.mm
that a minimum of two of the three

mnSmiam:o: methods (see
Requirement 8.2 for descriptions of
authen n&a:;s sthods) be used for
mcﬁam::om:o:. Jsing one meOw twice
(for mxmBEm using two separate
pas s\oa& is not oo:mim\mq 3:5-@&9

;mzs m::om tion.

If the same password is used for every new user, an
internal user, former employee, or malicious
individual may know or easily discover this
password, and use it to gain access to accounts.

Multi-factor authentication requires an individual to
present a minimum of two separate forms of
authentication (as described in Requirement 8.2),
before access is granted.

Multi-factor authentication provides additional
assurance that the individual attempting to gain
access is who they claim to be. With multi-factor
authentication, an attacker would need to
compromise at least two different authentication
mechanisms, increasing the difficulty of compromise
and thus reducing the risk.

Multi-factor authentication is not required at both the
system-level and application-level for a particular
system component. Multi-factor authentication can
be performed either upon authentication to the
particular network or to the system component.

Examples of multi-factor technologies include but
are not limited to remote authentication and dial-in
service (RADIUS) with tokens; terminal access
controller access control system (TACACS) with
tokens; and other technologies that facilitate multi-
factor authentication.
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authentication for all non-console
access into the CDE for personnel with
administrative access.

cmooSmm arequirement.

8.3.1.a mxmBSm 3220} and/or m<m$3 oo:a@c_ﬁ_osm as
applicable, to verify multi-factor authentication is required for all
non-console administrative access into the CDE.

8.3.1.b Observe a sample of administrator personnel login to the
CDE and verify that at least two of the three authentication
methods are used.

This anc__.m_jma is _:ﬁmzama 8 mvv_< 8 m__
personnel with administrative access to the CDE.
This requirement applies only to personnel with
administrative access and only for non-console
access to the CDE; it does not apply to application
or system accounts performing automated functions.

If the entity does not use segmentation to separate
the CDE from the rest of their network, an
administrator could use multi-factor authentication
either when logging onto the CDE network or when
logging onto a system.

If the CDE is segmented from the rest of the entity’s
network, an administrator would need to use multi-
factor authentication when connecting to a CDE
system from a non-CDE network. Multi-factor
authentication can be implemented at network level
or at system/application level; it does not have to be
both. If the administrator uses MFA when logging
into the CDE network, they do not also need to use
MFA to log into a particular system or application
within the CDE.

8.3.2 Incorporate multi-factor
authentication for all remote network
access (both user and administrator, and
including third-party access for support
or maintenance) originating from outside
the entity’'s network.

8.3.2.a Examine system configurations for remote access
servers and systems to verify multi-factor authentication is
required for:

¢ All remote access by personnel, both user and
administrator, and

¢ All third-party/vendor remote access (including access to
applications and system components for support or
maintenance purposes).

8.3.2.b Observe a sample of personnel (for example, users and
administrators) connecting remotely to the network and verify
that at least two of the three authentication methods are used.

This requirement is intended to apply to all
personnel—including general users, administrators,
and vendors (for support or maintenance) with
remote access to the network—where that remote
access could lead to access to the CDE. If remote
access is to an entity’s network that has appropriate
segmentation, such that remote users cannot
access or impact the cardholder data environment,
multi-factor authentication for remote access to that
network would not be required. However, multi-
factor authentication is required for any remote
access to networks with access to the cardholder
data environment, and is recommended for all
remote access to the entity’s networks.
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8.4 Uoo:Bm:ﬁ m:a communicate
authentication policies and procedures to
all users including:

Guidance on selecting strong
authentication credentials
Guidance for how users should
protect their authentication
credentials

Instructions not to reuse previously
used passwords

Instructions to change passwords if
there is any suspicion the password
could be compromised.

8.4.a mxmB_:m Eoomacam and interview nmao::m_ 6 <m:€ ﬁ:m,
authentication policies and procedures are distributed to all
users.

8.4.b Review authentication policies and procedures that are

distributed to users and verify they include:

» Guidance on selecting strong authentication credentials

» Guidance for how users should protect their authentication
credentials.

» Instructions for users not to reuse previously used
passwords

o Instructions to change passwords if there is any suspicion
the password could be compromised.

8.4.c Interview a sample of users to verify that they are familiar
with authentication policies and procedures.

0033c3_ow§@ vmmméoa\mcﬁm:gom:o: co__o_mm
and procedures to-all users helps those users
understand and abide by the policies.

For example. guidance on selecting strong
passwords may include suggestions to help
personnel select hard-to-guess passwords that don't
contain dictionary words, and that don’t contain
information about the user (such as the user ID,
names of family members, date of birth, etc.).
Guidance for protecting authentication credentials
may include not writing down passwords cr saving
them in insecure files, and being alert for rnalicious
individuals who may attempt to exploit their
passwords (for example, by calling an employee and
asking for their password so the caller can

;_ﬁscc_mm:oo" a problem”).

Instructing users to change passwords if there is a.
chance the password is no longer secure can
prevent malicious users from using a legitimate
password to gain unauthorized access.

8.5 Do not use group, shared, or generic
IDs, passwords, or other authentication
methods as follows:

Generic user IDs are disabled or
removed.

Shared user IDs do not exist for
system administration and other
critical functions.

Shared and generic user IDs are not
used to administer any system
components.

8.5.a For a sample of system components, examine user ID lists
to verify the following:

o Generic user IDs are disabled or removed.

¢ Shared user IDs for system administration activities and other
critical functions do not exist.

¢ Shared and generic user IDs are not used to administer any
system components.

8.5.b Examine authentication policies and procedures to verify
that use of group and shared IDs and/or passwords or other
authentication methods are explicitly prohibited.

8.5.c Interview system administrators to verify that group and
shared IDs and/or passwords or other authentication methods
are not distributed, even if requested.

If multiple users share the same authentication
credentials (for example, user account and
password), it becomes impossible to trace system
access and activities to an individual. This in turn
prevents an entity from assigning accountability for,
or having effective logging of, an individual's actions,
since a given action could have been performed by
anyone in the group that has knowledge of the
authentication credentials.
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8.5.1 Additional requirement for
service providers only: Setrvice
providers with remote access to
customer premises (for example, for
support of POS systems or servers)
must use a unique authentication
credential (such as a password/phrase)
for each customer.

Note: This requirement is not intended to

apply to shared hosting nas.%a ,
accessing their own hosting -

m:SB:SmR ssma 3&%6 n:mSSm ”
m:s\ossga are hosted: ,

8.5.1 >QQ§0:& ummszu 338&:3 for service E.OSQQ.
assessments only: Examine authentication policies and
procedures and interview personnel to verify that different
authentication credentials are used for access to each
customer.

Note: This EQSSSmR mbgmm only ssm: Sm m:qc\
omSQ assessed.is.a service provider,

To prevent the compromise of multiple customers
through the use of a single set of credentials,
vendors with remote access accounts to customer
environments should use a different authentication
credential for each customer.

Technologies, such as multi-factor mechanisms, that
provide a unique credential for each connection (for
example, via a single-use password) could also
meet the intent of this requirement.

8.6 Where other authentication
mechanisms are used (for example,
physical or logical security tokens, smart
cards, certificates, etc.), use of these
mechanisms must be assigned as
follows:

¢ Authentication mechanisms must be
assigned to an individual account
and not shared among multiple
accounts.

¢ Physical and/or logical controls must
be in place to ensure only the
intended account can use that
mechanism to gain access.

8.6.a Examine authentication policies and procedures to verify
that procedures for using authentication mechanisms such as
physical security tokens, smart cards, and certificates are
defined and include:

¢ Authentication mechanisms are assigned to an individual
account and not shared among multiple accounts.

¢ Physical and/or logical controls are defined to ensure only
the intended account can use that mechanism to gain
access.

8.6.b Interview security personnel to verify authentication
mechanisms are assigned to an account and not shared among
multiple accounts.

8.6.c Examine system configuration settings and/or physical
controls, as applicable, to verify that controls are implemented to
ensure only the intended account can use that mechanism to
gain access. *

If user authentication mechanisms such as tokens,
smart cards, and certificates can be used by multiple
accounts, it may be impossible to identify the
individual using the authentication mechanism.
Having physical and/or logical controls (for example,
a PIN, biometric data, or a password) to uniquely
identify the user of the account will prevent
unauthorized users from gaining access through use
of a shared -authentication mechanism.
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m u All access 8 any database
containing cardholder data (including
access by applications, administrators,
and all other users) is restricted as
follows:

* All user access to, user queries of,
and user actions on databases are
through programmatic methods.

» Only database administrators have
the ability to directly access or query
databases.

¢ Application IDs for database
applications can only be used by the
applications (and not by individual
users or other non-application
processes):

8.7.a Review database and application confi @Emﬁ_o: mmz_:@m
and verify that all users are authenticated prior to access.

8.7.b Examine database and application configuration settings to
verify that all user access to, user queries of, and user actions on
(for example, move, copy, delete), the database are through
programmatic methods only (for example, through stored
procedures).

8.7.c Examine database access control settings and database
application configuration settings to verify that user direct access
to or queries of databases are restricted to database
administrators.

8.7.d Examine database access control settings, database
application configuration settings, and the related application 1Ds
to verify that application IDs can only be used by the applications
(and not by individual users or other processes).

<<§o§ user mcﬁsm:zom:o: for access 8 Qmﬁmcmmmw
and applications, the potential for unauthorized or
malicious access increases, and such access
cannot be logged since the user has not been
authenticated and is therefore not known to the
system. Also, database access should be granted
through programmatic methods only (for example,
through stored procedures), rather than via direct
access to the database by end users (except for
DBAs, who may need direct access to the database
for their administrative duties).

8.8 Ensure that security policies and
operational procedures for identification
and authentication are documented, in
use, and known to all affected parties.

8.8 Examine documentation and interview personnel to verify
that security policies and operational procedures for identification
and authentication are:

* Documented,

¢ Inuse, and

e Known to all affected parties.

Personnel need to be aware of and following
security policies and operational procedures for
managing identification and authorization on a
continuous basis.
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Requirement 9: Restrict physical access to cardholder data

Any physical access to data or systems that house cardholder data provides the opportunity for individuals to access devices or data and to
remove systems or hardcopies, and should be appropriately restricted. For the purposes of Requirement 9, “onsite personnel’ refers to full-time
and part-time employees, temporary employees, contractors and consultants who are physically present on the entity’s premises. A “visitor” refers
to a vendor, guest of any onsite personnel, service workers, or anyone who needs to enter the facility for a short duration, usually not more than
one day. “Media” refers to all paper and electronic media containing cardholder data.

__PCIDSS Requirements
9.1 Use appropriate facility entry controls

Without physical access controls, such as badge

to limit and monitor physical access to computer room, data center, and other physical areas with systems and door controls, unauthorized persons

systems in the cardholder data systems in the cardholder data environment. could potentially gain access to the facility to steal,

environment. « Verify that access is controlled with badge readers or other disable, disrupt, or destroy critical systems and
cardholder data.

devices including authorized badges and lock and key.
o Observe a system administrator’s attempt to log into consoles Locking console login screens prevents

for randomly selected systems in the cardholder data unauthorized persons from gaining access to
environment and verify that they are “locked” to prevent sensitive information, altering system
unauthorized use. configurations, introducing vulnerabilities into the
network, or destroying records.
9.1.1 Use either video cameras or 9.1.1.a Verify that either video cameras or access control When investigating physical breaches, these
access control mechanisms (or both) to mechanisms (or both) are in place to monitor the entry/exit controls can help identify the individuals that
monitor individual physical access to points to sensitive areas. physically accessed the sensitive areas, as well as
sensitive areas. Review collected data when they entered and exited.

9.1.1.b Verify that either video cameras or access control
mechanisms (or both) are protected from tampering or disabling.

and correlate with other entries. Store
for at least three months, unless
otherwise restricted by law.

Criminals attempting to gain physical access to
sensitive areas will often attempt to disable or
bypass the monitoring controls. To protect these

Note: “Sensitive areas”refers to any. controls from tampering, video cameras could be
data center, server room or any area that positioned so they are out of reach and/or be
houses systems that store, ,Uxowm ss, or monitored to detect tampering. Similarly, access
transmit cardholder data. This excludes | control mechanisms could be monitored or have
public-facing areas where only point-of- physical protections installed to prevent them being
sale terminals are present, such as the damaged or disabled by malicious individuals.

cashier areas in a retail store.
(Continued on next page)
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9. A 1.c <m:€ that data from video cameras and/or access
control mechanisms is reviewed, and that data is stored for at
least three months.

Examples of sensitive areas include corporate
database server rooms, back-office rooms at retail
locations that store cardholder data, and storage
areas for large quantities of cardholder data.
Sensitive areas should be identified by each
organization to ensure the appropriate physical
monitoring controls are implemented.

9.1.2 Implement physical and/or logical
controls to restrict access to publicly
accessible network jacks.

For example, network jacks located in
bcgn areas and areas accessible 8

visitors 8&& be Qamu\mg m:q o:c\ ,
m:mc\mq ssm: :mgo% accessis -
mxb\a\S\ mS&o:wmQ E&Smaéa\_

processes could b mplemented to
ensure that visitors are escorted at all
times in areas with active network .Boxm

9.1.2 Interview responsible personnel and observe locations of
publicly accessible network jacks to verify that physical and/or
logical controls are in place to restrict access to publicly
accessible network jacks.

Restricting access to network jacks (or network
ports) will prevent malicious individuals from
plugging into readily available network jacks and
gain access into internal network resources.

Whether logical or physical controls, or a
combination of both, are used, they should be
sufficient to prevent an individual or device that is
not explicitly authorized from being able to connect
to the network.

9.1.3 Restrict physical access to
wireless access points, gateways,
handheld devices,
networking/communications hardware,
and telecommunication lines.

9.1.3 Verify that physical access to wireless access points,
gateways, handheld devices, networking/communications
hardware, and telecommunication lines is appropriately
restricted.

Without security over access to wireless
components and devices, malicious users could
use an organization’s unattended wireless devices
to access network resources, or even connect their
own devices to the wireless network to gain
unauthorized access. Additionally, securing
networking and communications hardware
prevents malicious users from intercepting network
traffic or physically connecting their own devices to
wired network resources.
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9. N Dm<m_on procedures to easily
distinguish between onsite personnel
and visitors, to include:

Identifying onsite personnel and
visitors (for example, assigning
badges)

Changes to access requirements
Revoking or terminating onsite
personnel and expired visitor
identification (such as ID badges).

9, n a Review aoocam:ﬁma processes 8 <m3ﬂ< Smﬁ vﬂoomacam are

defined for identifying and distinguishing between onsite
personnel and visitors.

e Verify procedures include the following:

o Identifying onsite personnel and visitors (for example,
assigning badges),

e Changing access requirements, and

¢ Revoking terminated onsite personnel and expired visitor
identification (such as ID badges)

9.2.h Examine identification methods (such as ID badges) and
observe processes for identifying and distinguishing between
onsite personnel and smzoa to verify that:

* Visitors are o_om% identified, and

o |tis easy to distinguish between onsite _omﬂwo::m_ and visitors.

9.2.c Verify that access to the identification process (such as a
badge system) is limited to authorized personnel.

Identifying authorized visitors so they are easily
distinguished from onsite personnel prevents
unauthorized visitors from being granted access to
areas containing cardholder data.

9.3 Control physical access for onsite
personnel to sensitive areas as follows:

Access must be authorized and
based on individual job function.
Access is revoked immediately upon
termination, and all physical access
mechanisms, such as keys, access
cards, etc., are returned or disabled.

9.3.a For a sample of onsite personnel with physical access to
sensitive areas, interview responsible personnel and observe
access control lists to verify that:

¢ Access to the sensitive area is authorized.

o Access is required for the individual's job function.

9.3.b Observe personnel accessing sensitive areas to verify that
all personnel are authorized before being granted access.

9.3.c Select a sample of recently terminated employees and
review access control lists to verify the personnel do not have
physical access to sensitive areas.

Controlling physical access to sensitive areas
helps ensure that only authorized personnel with a
legitimate business need are granted access.

When personnel leave the organization, all
physical access mechanisms should be returned or
disabled promptly (as soon as possible) upon their
departure, to ensure personnel cannot gain
physical access to sensitive areas once their
employment has ended.
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9.4 _Bu_mgm:ﬁ Eoomac_ﬂmw to _Qm:ﬂ_a\ and
authorize visitors.

_uBom.acSm should include the following:

9.4 <m_._2 Smﬁ <_m;o_ﬂ authorization and access oo::o_m are in
place as follows:

9.4.1 Visitors are authorized before
entering, and escorted at all times
within, areas where cardholder data is
processed or maintained.

9.4.1.a Observe procedures and interview personnel to verify
that visitors must be authorized before they are granted access
to, and escorted at all times within, areas where cardholder data
is processed or maintained.

9.4.1.b Observe the use of visitor badges or other identification
to verify that a physical token badge does not permit unescorted
access to physical areas where cardholder data is processed or
maintained.

9.4.2 Visitors are identified and given a
badge or other identification that
expires and that visibly distinguishes
the visitors from onsite personnel.

9.4.2.a Observe people within the facility to verify the use of
visitor badges or other identification, and that visitors are easily
distinguishable from onsite personnel.

9.4.2.b Verify that visitor badges or other identification expire.

9.4.3 Visitors are asked to surrender
the badge or identification before
leaving the facility or at the date of
expiration.

9.4.3 Observe visitors leaving the facility to verify visitors are
asked to surrender their badge or other identification upon
departure or expiration.

9.4.4 A visitor log is used to maintain a
physical audit trail of visitor activity to
the facility as well as computer rooms
and data centers where cardholder
data is stored or transmitted.

Document the visitor's name, the firm
represented, and the onsite personnel
authorizing physical access on the log.

Retain this log for a minimum of three
months, unless otherwise restricted by
law.

9.4.4.a Verify that a visitor log is in use to record physical
access to the facility as well as computer rooms and data
centers where cardholder data is stored or transmitted.

9.4.4.b Verify that the log contains:
o The visitor's name,
s The firm represented, and
* The onsite personnel authorizing physical access.

9.4.4.c Verify that the log is retained for at least three months.

Visitor oosqo_m are _Bno:ma 8 reduce the mc___q
of unauthorized and malicious persons to gain
access to facilities (and potentially, to cardholder
data).

Visitor controls ensure visitors are identifiable as
visitors so personnel can monitor their activities,
and that their access is restricted to just the
duration of their legitimate visit.

Ensuring that visitor badges are returned upon
expiry or completion of the visit prevents malicious
persons from using a previously authorized pass to
gain physical access into the cc__a_zm after the visit
has ended.

A visitor log documenting minimum information on
the visitor is easy and inexpensive to maintain and
will assist in identifying physical access to a
building or room, and potential access to
cardholder data.
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9. m Physicaily secure all media.

9.5 <m:2 Sm, vqoomac_.mm for protecting cardholder amﬁm So_cam
controls for physically securing all media (including but not limited
to computers, removable electronic media, paper receipts, paper
reports, and faxes).

Controls for physically securing media are intended
to prevent unauthorized persons from gaining
access to cardholder data on any type of media.
Cardholder data is susceptible to unauthorized
viewing, copying, or scanning if it is unprotected
while it is on removable or portable media, printed
out, or left on someone’s desk.

9.5.1 Store media backups in a secure
location, preferably an off-site facility,
such as an alternate or backup site, or
a commercial storage facility. Review

the location’s security at least annually.

9.5.1 Verify that the storage location security is reviewed at least
annually to confirm that backup media storage is secure.

If stored in a non-secured facility, backups that
contain cardholder data may easily be lost, stolen,
or copied for malicious intent.

Periodically reviewing the storage facility enables
the organization to address identified security
issues in a timely manner, minimizing the potential
risk. .

9.6 Maintain strict control over the
internal or external distribution of any
kind of media, including the following:

9.6 Verify that a policy exists to control distribution of media, and
that the policy covers all distributed media including that
distributed to individuals.

Procedures and processes help protect cardholder
data on media distributed to internal and/or
external users. Without such procedures data can
be lost or stolen and used for fraudulent purposes.

9.6.1 Classify media so the sensitivity
of the data can be determined.

9.6.1 Verify that all media is classified so the sensiti ity of the
data can be determined.

It is important that media be identified such that its
classification status can be easily discernible.
Media not identified as confidential may not be
adequately protected or may be lost or stolen.

Note: This does not mean the media needs to

‘thatthe o@mZNmmoz has i
,ooimSm mw:m&é data so

have a “Confidential” label attache the intent is

9.6.2 Send the media by secured
courier or other delivery method that
can be accurately tracked.

9.6.2.a Interview personnel and examine records to verify that
all media sent outside the facility is logged and sent via secured
courier or other delivery method that can be tracked.

9.6.2.b Select a recent sample of several days of offsite tracking
logs for all media, and verify tracking details are documented.

Media may be lost or stolen if sent via a non-
trackable method such as regular postal mail. Use
of secure couriers to deliver any media that
contains cardholder data allows organizations to
use their tracking systems to maintain inventory
and location of shipments.

Payment Card Industry (PCl) Data Security Standard, v3.2
© 2006-2016 PCI Security Standards Council, LLC. All Rights Reserved.

Page 83
April 2016



.,vo, Umm Wmnc__.mz._mim

...mmc:m P.oomn:_.m

O:.am:om

9.6.3 Ensure management approves
any and all media that is moved from a
secured area (including when media is
distributed to individuals).

9.6.3 mm_moﬁ a 882 sample of several days of oqm;m Qmox_:@
logs for all media. From examination of the logs and interviews
with responsible personnel, verify proper management
authorization is obtained whenever media is moved from a
secured area (including when media is distributed to
individuais).

<<_505 a 33 process for ensuring Emﬁ all media
movements are approved before the media is
removed from secure areas, the media would not
be tracked or appropriately protected, and its
location would be unknown, leading to lost or
stolen media.

9.7 Maintain strict control over the
storage and accessibility of media.

9.7 Obtain and examine the policy for controlling storage and
maintenance of all media and verify that the policy requires
periodic media inventories.

9.7.1 Properly maintain inventory logs
of all media and conduct media
inventories at least annually.

9.7.1 Review media inventory logs to verify that logs are
maintained and media inventories are performed at least
annually.

Without careful inventory methods and storage
controls, stolen or missing media could go
unnoticed for an indefinite amount of time.

If media is not inventoried, stolen or lost media
may not be noticed for a long time or at all.

9.8 Destroy media when it is no longer
needed for business or legal reasons as
follows:

9.8 Examine the periodic media destruction policy and verify that
it covers all media and defines requirements for the following:

¢ Hard-copy materials must be crosscut shredded, incinerated,
or pulped such that there is reasonable assurance the hard-
copy materials cannot be reconstructed.

e Storage containers used for materials that are to be
destroyed must be secured.

¢ Cardholder data on electronic media must be rendered
unrecoverable (e.g., via a secure wipe program in accordance
with industry-accepted standards for secure deletion, or by
physically destroying the media).

9.8.1 Shred, incinerate, or pulp hard-
copy materials so that cardholder data
cannot be reconstructed. Secure
storage containers used for materials
that are to be destroyed.

9.8.1.a Interview personnel and examine procedures to verify
that hard-copy materials are crosscut shredded, incinerated, or
pulped such that there is reasonable assurance the hard-copy
materials cannot be reconstructed.

9.8.1.b Examine storage containers used for materials that
contain information to be destroyed to verify that the containers
are secured.

9.8.2 Render cardholder data on
electronic media unrecoverable so that
cardholder data cannot be
reconstructed.

9.8.2 Verify that cardholder data on electronic media is rendered
unrecoverable (e.g., via a secure wipe program in accordance
with industry-accepted standards for secure deletion, or by
physically destroying the media).

If steps are not taken to destroy information
contained on hard disks, portable drives,
CD/DVDs, or paper prior to disposal, malicious
individuals may be able to retrieve information from
the disposed media, leading to a data compromise.
For example, malicious individuals may use a
technique known as "dumpster diving,” where they
search through trashcans and recycle bins looking
for information they can use to launch an attack.

Securing storage containers used for materials that
are going to be destroyed prevents sensitive
information from being captured while the materials
are being collected. For example, “to-be-shredded”
containers could have a lock preventing access to
its contents or physic ally prevent access to the
inside of the container.

Examples of methods for securely destroying
electronic media include secure wiping,
degaussing, or physical destruction (such as
grinding or shredding hard disks).
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9.9 Protect devices that capture payment
card data via direct physical interaction
with the card from tampering and

substitution.

Note: ﬂ:mm.m. 180

d.in card-present.
%m:mmow\ozm (that is, card swipe or dip) at
the point of sale. This requirement is not
‘intended. 8 mbba\ 8 manual »m..rm:S\

components such as computer -
keyboards and POS keypads.

rements apply to card-

9.9 Examine Qoocamama uo__o_mm m:a vaomacaw to <m:2 5m<
include:
¢ Maintaining a list of devices
e Periodically inspecting devices to _oox for tampering or
substitution
e Training personnel to be aware of suspicious behavior and
to report tampering or substitution of devices.

O:B_:m_m mzmavﬂ to steal om&:o_amq amﬁm c<
stealing and/or manipulating card-reading devices
and terminals. For example, they will try to steal
devices so they can learn how to break into them,
and they often try to replace legitimate devices with
fraudulent devices that send them payment card
information every time a card is entered. Criminals
will also try to add “skimming” components to the
outside of devices, which are designed to capture
payment card details before they even enter the
device—for example, by attaching an additional
card reader on top of the legitimate card reader so
that the payment card details are captured twice:
once by the criminal’'s component and then by the
device’s legitimate component. In this way,
transactions may still be completed without
interruption while the criminal is “skimming” the
payment card information during the process.

This requirement is recommended, but not
required, for manual key-entry components such
as computer keyboards and POS keypads.

Additional best practices on skimming prevention
are available on the PCI SSC website.

9.9.1 Maintain an up-to-date list of
devices. The list should include the
following:

¢ Make, model of device

¢ Location of device (for example,
the address of the site or facility
where the device is located)

« Device serial number or other
method of unique identification.

9.9.1.a Examine the list of devices to verify it includes:

¢ Make, model of device

o Location of device (for example, the address of the site or
facility where the device is located)

e Device serial number or other method of unique
identification.

9.9.1.b Select a sample of devices from the list and observe
devices and device locations to verify that the list is accurate
and up to date.

9.9.1.c Interview personnel to verify the list of devices-is

updated when devices are added, relocated, decommissioned,

etc.

Keeping an up-to-date list of devices helps an
organization keep track of where devices are
supposed to be, and quickly identify if a device is
missing or lost.

The method for maintaining a list of devices may
be automated (for example, a device-management
system) or manual (for example, documented in
electronic or paper records). For on-the-road
devices, the location may include the name of the
personnel to whom the device is assigned.
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9. m 2 vm:oa_om_:\ inspect device
surfaces to detect tampering (for
example, addition of card skimmers to
devices), or substitution (for example,
by checking the serial number or other
device characteristics to verify it has
not been swapped with a fraudulent
device). .
Note: Examples of signs that a device
might have been tampered with or
substituted include c%éma_&,
attachments ol

9.9. N a mxma_:m documented procedures to <m:? processes
are defined to include the following:

» Procedures for inspecting devices
¢ Frequency of inspections.

device, S\mmic or n:m:cmq mmoc:? :
\mum\w uwo»m: or QimwmaS\ colored
,ammSQ, or 3 nges fo the mm:m\ ::3@2
or other mxa\:m\ markings. :

9.9.2.b Interview responsible personnel and observe inspection
processes to verify:
» Personnel are aware of procedures for inspecting devices.

* All devices are periodically inspected for evidence of
tampering and substitution.

mmmc_mﬁ _:w_omo:o:m of am<_omw <<_= so_n
organizations to more quickly detect tampering or
replacement of a device, and thereby minimize the
potential impact of using fraudulent devices.

The type of inspection will depend on the device—
for example, photographs of devices that are
known to be secure can be used to compare a
device’s current appearance with its original
appearance to see whether it has changed.
Another option may be to use a secure marker
pen, such as a UV light marker, to mark device
surfaces and device openings so any tampering or
replacement will be apparent.-Criminals will often
replace the outer casing of a device to hide their
tampering, and these methods may help to detect
such activities. Device vendors may also be able to
provide security guidance and “how to” guides to
help determine whether the device has been
tampered with.

The frequency of inspections will depend on factors
such as location of device and whether the device
is attended or unattended. For example, devices
left in public areas without supervision by the
organization’s personnel may have more frequent
inspections than devices that are kept in secure
areas or are supervised when they are accessible
to the public. The type and frequency of
inspections is determined by the merchant, as
defined by their annual risk-assessment process.
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9.9.3 Provide training for personnel to
be aware of attempted tampering or
replacement of devices. Training
should include the following:

o Verify the identity of any third-party
persons claiming to be repair or
maintenance personnel, prior to
granting them access to modify or
troubleshoot devices.

e Do notinstall, replace, or return
devices without verification.

o Be aware of suspicious behavior
around devices (for example,
attempts by unknown persons to
unplug or open devices).

¢ Report suspicious behavior and
indications of device tampering or
substitution to appropriate
personnel (for example, to a
manager or security officer).

9.9.3.a mo<_m<< :m_s_zm Bmﬁm:m_m for Umﬂmoszm_ mﬁ uoi-o?mm_m

locations to verify they include training in the following:

o Verifying the identity of any third-party persons claiming to
be repair or maintenance personnel, prior to granting them
access to modify or troubleshoot devices

« Not to install, replace, or return devices without verification

o Being aware of suspicious behavior around devices (for
example, attempts by unknown persons to unplug or open
devices)

o Reporting suspicious behavior and indications of device

tampering or substitution to appropriate personnel (for
example, to'a manager or security officer).

9.9.3.b Interview a sample of personnel at point-of-sale
locations to verify they have received training and are aware of
the procedures for the following:

« Verifying the identity of any third-party persons claiming to
be repair or maintenance personnel, prior to granting them
access to modify or troubleshoot devices

o Not to install, replace, or return devices without verification

¢ Being aware of suspicious behavior around devices (for
example, attempts by unknown persons to unplug or open
devices)

¢ Reporting suspicious behavior and indications of device
tampering or substitution to appropriate personnel (for
example, to a manager or security officer).

Criminals will often pose as authorized
maintenance personnel in order to gain access to
POS devices. All third parties requesting access to
devices should always be verified before being
provided access—for example, by checking with
management or phoning the POS maintenance
company (such as the vendor or acquirer) for
verification. Many criminals will try to fool personnel
by dressing for the part (for example, carrying
toolboxes and dressed in work wear), and could
also be knowledgeable about locations of devices,’
s0 it's important personnel are trained to follow
procedures at all times.

Another trick criminals like to use is to send a
“new” POS system with instructions for swapping it
with a legitimate system and “returning” the
legitimate system to a specified address. The
criminals may even provide return postage as they
are very keen to get their hands on these devices.
Personnel always verify with their manager or
supplier that the device is legitimate and came
from a trusted source before installing it or using it
for business.

9.10 Ensure that security policies and
operational procedures for restricting
physical access to cardholder data are
documented, in use, and known to all
affected parties.

9.10 Examine documentation and interview personnel to verify
that security policies and operational procedures for restricting
physical access to cardholder data are:

e Documented,

¢ Inuse, and

¢ Known to all affected parties.

Personnel need to be aware of and following
security policies and operational procedures for
restricting physical access to cardholder data and
CDE systems on a continuous basis.
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Requirement 10: Track and monitor all access to network resources and cardholder data

Logging mechanisms and the ability to track user activities are critical in preventing, detecting, or minimizing the impact of a data compromise. The
presence of logs in all environments allows thorough tracking, alerting, and analysis when something does go wrong. Determining the cause of a
compromise is very difficult, if not impossible, without system activity logs.

PCI DSS Requirements

_ Testing Procedures

.

— =

10.1 Implement audit trails to link all
access to system components to each
individual user.

10.1 Verify, through observation and interviewing the system

administrator, that:

* Audit trails are enabled and active for system components.
* Access to system components is linked to individual users.

It is critical to have a process or system that links
user access to system components accessed.
This system generates audit logs and provides the
ability to trace back suspicious activity to a
specific user.

10.2 Implement automated audit trails for
all system components to reconstruct the
following events:

10.2 Through interviews of responsible personnel, observation of
audit logs, and examination of audit log settings, perform the
following:

Generating audit trails of suspect activities alerts .
the system administrator, sends data to other
monitoring mechanisms (like intrusion detection
systems), and provides a history trail for post-
incident follow-up. Logging of the following events
enables an organization to identify and trace
potentially malicious activities

10.2.1 All individual user accesses to
cardholder data

10.2.1 Verify all individual access to cardholder data is logged.

Malicious individuals could obtain knowledge of a
user account with access to systems in the CDE,
or they could create a new, unauthorized account
in order to access cardholder data. A record of all
individual accesses to cardholder data can identify

-which accounts may have been compromised or

misused.

10.2.2 All actions taken by any
individual with root or administrative
privileges

10.2.2 Verify all actions taken by any individual with root or
administrative privileges are logged.

Accounts with increased privileges, such as the
*administrator” or “root” account, have the -
potential to greatly impact the security or
operational functionality of a system. Without a fog
of the activities performed, an organization is
unable to trace any issues resulting from an
administrative mistake or misuse of privilege back
to the specific action and individual.
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._o 2. w Access to all audit trails

10.2.3 <m3< access to all mc% trails is _oo@ma

_,\_m__o_ocm users onm: msz_oﬂ to m_ﬁmﬁ mc% logs to
hide their actions, and a record of access allows
an organization to trace any inconsistencies or
potential tampering of the logs to an individual
account. Having access to logs identifying
changes, additions, and deletions can help retrace
steps made by unauthorized personnel. ,

10.2.4 Invalid logical access attempts

10.2.4 Verify invalid logical access attempts are logged.

Malicious individuals will often perform multiple
access attempts on targeted systems. Multiple
invalid login attempts may be an indication of an
unauthorized user's attempts to “brute force” or
guess a password.

10.2.5 Use of and changes to
identification and authentication
mechanisms—including but not limited
to creation of new accounts and
elevation of privileges—and all
changes, additions, or deletions to
accounts with root or administrative
privileges

10.2.5.a Verify use of identification and authentication
mechanisms is logged. .

10.2.5.b Verify all elevation of privileges is logged.

10.2.5.c Verify all changes, additions, or deletions to any account
with root or administrative privileges are logged.

Without knowing who was logged on at the time of
an incident, it is impossible to identify the
accounts that may have been used. Additionally,
malicious users may attempt to manipulate the
authentication controls with the intent of
bypassing them or impersonating a valid account.

10.2.6 Initialization, stopping, or
pausing of the audit logs

~10.2.6 Verify the following are logged:

o |Initialization of audit logs
» Stopping or pausing of audit logs.

Turning the audit logs off (or pausing them) prior
to performing illicit activities is a common practice
for malicious users wishing to avoid detection.
Initialization of audit logs could indicate that the
log function was disabled by a user to hide their
actions.

10.2.7 Creation and deletion of system-
level objects

10.2.7 Verify creation and deletion of system level objects are
logged.

Malicious software, such as malware, often
creates or replaces system level objects on the
target system in order to control a particular
function or operation on that system. By logging
when system-level objects, such as database
tables or stored procedures, are created or
deleted, it will be easier to determine whether
such modifications were authorized.
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._c 3 mmooa at least the following m_._a;
trail entries for all system components for
each event:

_o w jﬁoco: interviews and observation of audit _oom for omoz
auditable event (from 10.2), perform the following:

10.3.1 User identification

10.3.1 Verify user identification is included in log entries.

10.3.2 Type of event

10.3.2 Verify type of event is included in log entries.

10.3.3 Date and time

10.3.3 Verify date and time stamp is included in log entries.

10.3.4 Success or failure indication

10.3.4 Verify success or failure indication is included in log
entries.

10.3.5 Origination of event

10.3.5 Verify origination of event is included in log entries.

10.3.6 ldentity or name of affected
data, system component, or resource.

10.3.6 Verify identity or name of affected data, system
component, or resources is included in log entries.

w< _,mooa_:o Emmm details for the mca_azm events
at 10.2, a potential compromise can be quickly
identified, and with sufficient detail to know who,
what, where, when, and how.

10.4 Using time-synchronization
technology, synchronize all critical
system clocks and times and ensure that
the following is implemented for
acquiring, distributing, and storing time.

Note: One mxmsb\m oftime ..
synchronizatior 8%3083\ \m Zm\s\o%
Time \u\oﬁono\ «Zdnc

10.4 Examine configuration standards and processes to verify that
time-synchronization technology is implemented and kept current
per PCI DSS Requirements 6.1 and 6.2.

10.4.1 Critical systems have the
correct and consistent time.

10.4.1.a Examine the process for acquiring, distributing and
storing the correct time within the organization to verify that:

¢ Only the designated central time server(s) receives time
signals from external sources, and time signals from external
sources are based on International Atomic Time or UTC.

e Where there is more than one designated time server, the
time servers peer with one another to keep accurate time,

¢ Systems receive time information os_< from designated
central time server(s).

Time synchronization technology is used to
synchronize clocks on multiple systems. When
clocks are not properly synchronized, it can be
difficult, if not impossible, to compare log files
from different systems and establish an exact
sequence of event (crucial for forensic analysis in
the event of a breach). For post-incident forensics
teams, the accuracy and consistency of time
across all systems and the time of each activity is
critical in determining how the systems were
compromised.
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‘_o.h.‘_._u, Observe the time-related system-parameter settings for
a sample of system components to verify:

e Only the designated central time server(s) receives time
signals from external sources, and time signals from external
sources are based on International Atomic Time or UTC.

« Where there is more than one designated time server, the
designated central time server(s) peer with one another to
keep accurate time.

o Systems receive time only from designated central time
server(s).

10.4.2 Time data is protected.

10.4.2.a Examine system configurations and time-
synchronization settings to verify that access to time data is
restricted to only personnel with a business need to access time
data.

10.4.2.b Examine system configurations, time synchronization
settings and logs, and processes to verify that any changes to
time settings on critical systems are logged, monitored, and
reviewed.

10.4.3 Time settings are received from
industry-accepted time sources.

10.4.3 Examine systems configurations to verify that the time
server(s) accept time updates from specific, industry-accepted
external sources (to prevent a malicious individual from changing
the clock). Optionally, those updates can be encrypted with a
symmetric key, and access control lists can be created that
specify the IP addresses of client machines that will be provided
with the time updates (to prevent unauthorized use of internal
time servers).

10.5 Secure audit trails so they cannot
be altered.

10.5 Interview system administrators and examine system
configurations and permissions to verify that audit trails are
secured so that they cannot be altered as follows:

Often a malicious individual who has entered the
network will attempt to edit the audit logs in order
to hide their activity. Without adequate protection
of audit logs, their completeness, accuracy, and
integrity cannot be guaranteed, and the audit logs
can be rendered useless as an investigation tool
after a compromise.
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10.5.1 Limit viewing of audit trails to
those with a job-related need.

3 m 1 o:_< individuals who have a job-related need can view
audit trail files.

10.5.2 Protect audit trail files from
unauthorized modifications.

10.5.2 Current audit trail files are protected from unauthorized
modifications via access control mechanisms, physical
segregation, and/or network segregation.

10.5.3 Promptly back up audit trail files
to a centralized log server or media
that is difficult to alter.

10.5.3 Current audit trail files are promptly backed up to a
centralized log server or media that is difficult to alter.

>amncm6 _o_woﬁmo:o: of the audit logs :_o_camm
strong access control (limit access to logs based
on “need to know” only), and use of physical or
network segregation to make the logs harder to
find and modify.

Promptly backing up the logs to a centralized log
server or media that is difficult to alter keeps the
logs protected even if the system generating the
logs becomes compromised.

10.5.4 Write logs for external-facing
technologies onto a secure,
centralized, internal log server or
media device.

10.5.4 Logs for external-facing technologies (for example,
wireless, firewalls, DNS, mail) are written onto a secure,
centralized, internal log server or media.

By writing logs from external-facing technologies
such as wireless, firewalls, DNS, and mail
servers, the risk of those logs being lost or altered
is lowered, as they are more secure within the
internal network.

Logs may be written directly, or offloaded or
copied from external systems, to the secure
internal system or media.

10.5.5 Use file-integrity monitoring or
change-detection software on logs to
ensure that existing log data cannot be
changed without generating alerts
(although new data being added
should not cause an alert).

10.5.5 Examine system settings, monitored files, and resuits from
monitoring activities to verify the use of file-integrity monitoring or
change-detection software on logs.

File-integrity monitoring or change-detection
systems check for changes to critical files, and
notify when such changes are noted. For file-
integrity monitoring purposes, an entity usually
monitors files that don't regularly change, but
when changed indicate a possible compromise.

10.6 Review logs and security events for
all system components to identify
anomalies or suspicious activity.

Note: Log harvesting, parsing, and
alerting tools may be :me to SmQ this
Requirement. - E

10.6 Perform the following:

Many breaches occur over days or months before
being detected. Regular log reviews by personnel
or automated means can identify and proactively
address unauthorized access to the cardholder
data environment.

The log review process does not have to be
manual. The use of log harvesting, parsing, and
alerting tools can help facilitate the process by
identifying log events that need to be reviewed.
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._o.m.‘_ mmsmé the following at _mmwﬁ
daily:

o All security events

¢ Logs of all system components that
store, process, or transmit CHD
and/or SAD

o Logs of all critical system
components

o Logs of all servers and system
components that perform security
functions (for example, firewalls,
intrusion-detection
systems/intrusion-prevention
systems (IDS/IPS), authentication
servers, e-commerce redirection
servers, etc.).

‘_o m ._ .a mxmB_:m mmoc:c\ vo__o_mw m:a Uaomacam to <m:2 52
procedures are defined for reviewing the following at least daily,
either manually or via log tools:

o All security events

o Logs of all system components that store, process, or
transmit CHD and/or SAD

o Logs of all critical system components

o Logs of all servers and system components that perform
security functions (for example, firewails, intrusion-detection
systems/intrusion-prevention systems (IDS/IPS),
authentication servers, e-commerce redirection servers, etc.)

10.6.1.b Observe processes and interview personnel to verify
that the following are reviewed at least daily:

o All security events

e Logs of all system components that mﬁoa process, or
transmit CHD and/or SAD

o Logs of all critical system components

¢ Logs of all servers and system components that perform
security functions (for example, firewalls, intrusion-detection

systems/intrusion-prevention systems (IDS/IPS),
authentication servers, e-commerce redirection servers, etc.).

Checking logs daily minimizes the amount of time
and exposure of a potential breach.

Daily review of security events—for example,
notifications or alerts that identify suspicious or
anomalous activities—as well as logs from critical
system components, and logs from systems that
perform security functions, such as firewalls,
IDS/IPS, file-integrity monitoring (FIM) systems,
etc. is necessary to identify potential issues. Note
that the determination of “security event” will vary
for each organization and may include
consideration for the type of technology, location,
and function of the device. Organizations may
also wish to maintain a baseline of “normal” traffic
to help identify anomalous behavior.

10.6.2 Review logs of all other system
components periodically based on the
organization’s policies and risk
management strategy, as determined
by the organization’s annual risk
assessment.

10.6.2.a Examine security policies and procedures to verify that
procedures are defined for reviewing logs of all other system
components periodically—either manually or via log tools—based
on the organization’s policies and risk management strategy.

10.6.2.b Examine the organization’s risk-assessment
documentation and interview personnel to verify that reviews are
performed in accordance with organization’s policies and risk
management strategy.

Logs for all other system components should also
be periodically reviewed to identify indications of
potential issues or attempts to gain access to
sensitive systems via less-sensitive systems. The
frequency of the reviews should be determined by
an entity’s annual risk assessment.

10.6.3 Follow up exceptions and
anomalies identified during the review
process.

10.6.3.a Examine security policies and procedures to verify that
procedures are defined for following up on exceptions and
anomalies identified during the review process.

10.6.3.b Observe processes and interview personnel to verify
that follow-up to exceptions and anomalies is performed.

If exceptions and anomalies identified during the
log-review process are not investigated, the entity
may be unaware of unauthorized and potentially
malicious activities that are occurring within their
own network.
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_o 7 Retain m:% trail history for at _mmwﬁ
one year, with a minimum of three

" months immediately available for
analysis (for example, online, archived,
or restorable from backup).

10.7.a mxma_:m mmoczq policies and procedures 8 <m:? Smﬁ 5m<

define the following:

¢ Audit log retention policies

* Procedures for retaining audit logs for at least one year, with
a minimum of three months immediately available online.

10.7.b Interview personnel and examine audit logs to verify that
audit logs are retained for at least one year.

10.7.¢ Interview personnel and observe processes to verify that at
least the last three months’ logs are immediately available for
analysis.

PmESSo _omm for at _mmmﬁ a <mmﬂ m__oém 3_. 5@
fact that it often takes a while to notice that a
compromise has occurred or is occurring, and
allows investigators sufficient log history to better
determine the length of time of a potential breach
and potential system(s) impacted. By having three
months of logs immediately available, an entity
can quickly identify and minimize impact of a data
breach. Storing logs in off-line locations could
prevent them from being readily available,
resulting in longer time frames to restore log data,
perform analysis, and identify impacted systems
or data.

10.8 Additional requirement for
service providers only: Implement a
process for the timely detection and
reporting of failures of critical security
control systems, including but not limited
to failure of:

e Firewalls

* IDS/IPS

e FIM

o Anti-virus

¢ Physical access controls

* Logical access controls

¢ Audit logging mechanisms

e Segmentation controls (if used)

cmnosmm a mcsasmi

10.8.a Examine documented policies and procedures to verify that
processes are defined for the timely detection and reporting of
failures of critical security control systems, including but not limited
to failure of:

e Firewalls

e IDS/IPS

¢ FIM

o Anti-virus

* Physical access controls

e Logical access controls

¢ Audit logging mechanisms

* Segmentation controls (if used)

10.8.b Examine detection and alerting processes and interview

-personnel to verify that processes are implemented for all critical

security controls, and that failure of a critical security control results
in the generation of an alert.

Note: This BQS\mSmR applies. oé\ when 3m
m:§\ omSn mmmmmmmq is a service provider.

Without formal processes to detect and alert when
critical security controls fail, failures may go
undetected for extended periods and provide
attackers ample time to compromise systems and
steal sensitive data from the cardholder data
environment.

The specific types of failures may vary depending
on the function of the device and technology in
use. Typical failures include a system ceasing to
perform its security function or not functioning in
its intended manner; for example, a firewall
erasing all its rules or going offline.
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10.8.1 Additional requirement wo\
service providers only: Respond to
failures of any critical security controls in
a timely manner. Processes for:
responding to failures in security controls
must include:

e Restoring security functions

¢ |dentifying and documenting the
duration (date and time start to end)
of the security failure

¢ |dentifying and documenting
cause(s) of failure, including root
cause, and documenting
remediation required to address
root cause ‘

¢ Identifying and addressing any
security issues that arose during
the failure

o Performing a risk assessment to
determine whether further actions
are required as a result of the
security failure

¢ Implementing controls to prevent
cause of failure from reoccurring

¢ - Resuming monitoring of security
controls

‘Note: This SQSBEmS is a best .cBomom‘,

‘until January 31, 2018, mmm\ which: ;
becomes a requirement.

10.8.1.a mxmB_:m aoocamama policies and Eoooacam m:a
interview personnel to verify processes are defined and
implemented to respond to a security control failure, and include:

¢ Restoring security functions

¢ ldentifying and documenting the duration (date and time
start to end) of the security failure

¢ Identifying and documenting cause(s) of failure, including
root cause, and documenting remediation required to
address root cause

¢ ldentifying and addressing any security issues that arose
during the failure

o Performing a risk assessment to determine whether further

" actions are required as a result of the security failure

» Implementing controls to prevent cause of failure from
reoccurring

¢ Resuming monitoring-of security controls

,Zou

10.8.1.b Examine records to verify that security control failures
are documented to include:
¢ Identification of cause(s) of the failure, including root cause
o Duration (date and time start and end) of the security failure

o Details of the remediation required to address the root
cause

entity. cms.e mmmmmmmq a a mmgom ,oS Qm\.

If critical security control failures “alerts are not
quickly and effectively responded to, attackers
may use this time to insert malicious software,
gain control of a system, or steal data from the
entity's environment.

Documented evidence (e.g., records within a
problem management system) should support that
processes and procedures are in place to respond
to security failures. In addition, personnel should
be aware of their responsibilities in the event of a
failure. Actions and responses to the failure
should be captured in the documented evidence.

10.9 Ensure that security policies and
operational procedures for monitoring all
access to network resources and
cardholder data are documented, in use,
and known to all affected parties.

10.9 Examine documentation and interview personnel to verify that
security policies and operational procedures for monitoring all
access to network resources and cardholder data are:

e Documented,

¢ Inuse, and

¢ Known to all affected parties.

Personnel need to be aware of and following
security policies and daily operational procedures
for monitoring all access to network resources and
cardholder data on a continuous basis.

Payment Card Industry (PCl) Data Security Standard, v3.2
© 2006-2016 PCI Security Standards Council, LLC. All Rights Reserved.

Page 95
April 2016



arity ®
ndards Council

Requirement 11: Regularly test security systems and processes.

Vulnerabilities are being discovered continually by malicious individuals and researchers, and being introduced by new software. System
components, processes, and custom software should be tested frequently to ensure security controls continue to reflect a changing environment.

vo_ Umm mg_::.mami

- ,m..mmmwﬂ«._ﬂmuw_‘u..,onmm.\&mm.‘

1.1 _BU_mBm:, processes to test for the
presence of wireless access points
(802.11), and detect and identify all
authorized and unauthorized wireless
access points on a quarterly basis.

flethods 3& may be used in the

11.1.a Examine policies and procedures to verify processes
are defined for detection and identification of both authorized

and unauthorized wireless access points on a quarterly basis.

b\onmmm include but are :oﬁ \Simq to ,
wireless network scans, b\:\mam\\a gical

inspections of system 83@0:%& and.
infrastructure, network access oo:ws\ )
,«2\, C), or s\;m\mmm Gm\:um

S\Eo:m_\mx SmSo% are used, va. must be

mcao_mi to Qﬂmow and identify both
m:So,,:NmQ\, and unauthorized devices.

11.1.b Verify that the methodology is adequate to detect and
identify any unauthorized wireless access points, including at

least the following:

¢ WLAN cards inserted into system components

¢ Portable or mobile devices attached to system
components to create m,<<:m_mwm access point (for
example, by USB, etc.)

* Wireless devices attached to a network port or network
device.

11.1.c If wireless scanning is utilized, examine output from
recent wireless scans to verify that:

¢ Authorized and unauthorized wireless access points are
identified, and

¢ The scan is performed at least quarterly for all system
components and facilities.

‘:.‘_,.n_ If automated monitoring is utilized (for example,
wireless IDS/IPS, NAC, etc.), verify the configuration will
generate alerts to notify personnel.

Implementation and/or exploitation of wireless
technology within a network are some of the most
common paths for malicious users to gain access
to the network and cardholder data. If a wireless
device or network is installed without a company’s
knowledge, it can allow an attacker to easily and
“invisibly” enter the network. Unauthorized wireless
devices may be hidden within or attached to a
computer or other system component, or be
attached directly to a network port or network

~ device, such as a switch or router. Any such

unauthorized device could result in an
unauthorized access point into the environment.

Knowing which wireless devices are authorized
can help administrators quickly identify non-
authorized wireless devices, and responding to the
identification of unauthorized wireless access
points helps to proactively minimize the exposure
of CDE to malicious individuals.

Due to the ease with which a wireless access point
can be attached to a network, the difficulty in
detecting their presence, and the increased risk
presented by unauthorized wireless devices, these
processes must be performed even when a policy
exists prohibiting the use of wireless technology.

The size and complexity of a particular
environment will dictate the appropriate tools and
processes to be used to provide sufficient
assurance that a rogue wireless access point has
not been installed in the environment.

(Continued on next page)
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11.1.1 Maintain an inventory of 11.1.1 Examine documented records to verify that an For mkmSEm. in Sm case of a single mﬁ:&m\gm
authorized wireless access points inventory of authorized wireless access points is maintained | retajj kiosk in a m:oanQ Smi where all ,
including a documented business and a business justification is documented for all authorized | communicati ntained s,§3 ,
justification. ) wireless access points. ,Nmsbm\.,\mwimi and ESom _evident casings, ,
performing a detailed physi al inspection of the
11.1.2 Implement incident response 11.1.2.a Examine the organization’s incident response plan | kiosk itself may be mtﬂ&m 8 provide ass Jrance
procedures in the event unauthorized (Requirement 12.10) to verify it defines and requires a that a rogue wireless access point has not been
wireless access points are detected. response in the event that an unauthorized wireless access | attached o Installed. How ever. in an environment
point is detected. with multiple nodes (such as in a large retail store,
call center, server room or data center), detailed
11.1.2.b Interview responsible personnel and/or inspect physical S%méo: is difficult. In this case, m ultiple
recent wireless scans and related responses to verify action | metho e combined to meet the -
is taken when unauthorized wireless access points are requ Swaw m:% a bmw\o::s@ Ed@om\ &\m
found. , inspections in ¢ E: fio §S Sm smm%m fa

wireless analyzer.

Payment Card Industry (PCl) Data Security Standard, v3.2 . : Page 97
© 2006-2016 PCI Security Standards Council, LLC. All Rights Reserved. . . April 2016



	Boehringer - Consent Judgment - 12 26 2017.pdf
	Boehringer Ingelheim - Abrams - 12-20-2017
	Charles Desautels - Kolber - 04-19-2017
	Christopher Wilk - Kolber - 06-12-2017
	David Bushey - Kolber - 07-28-2017
	Donna Aiken - Kolber - 11-22-2017
	FireCo - Clark - 07-11-2017
	GM - Abrams - 10-26-2017
	Gordon Watson - Kolber - 04-21-2017
	Grand Buffet - Kriger - 02-15-2017
	Hilton - Kriger - 10-31-2017
	Johnson and Johnson - Abrams - 05-24-2017
	JPay - Layman - 06-02-2017
	Lenovo - Kriger - 09-05-2017
	Literati - Kriger - 07-12-2017
	Nationwide - Kriger - 08-09-2017
	Roger Demar - Kolber - 11-07-2017
	SAManage - Kriger - 09-29-2017
	Ship Sevin - Salembier - 06-29-2017
	Target - Kriger - 05-23-2017
	United Way of Bennington County-Settlement Agreement - 07-17-2017
	Western Union - Layman - 01-31-2017



