
[GSQUARED letter head] 

 

January __, 2020 

 

Memorandum 

From: GSquared Solutions 

To: All Employees and Contractors 

Re: Notice of data security breach 

 

GSquared takes the protection and proper use of your information very seriously. For this reason, 
we write to tell you about a data security incident that may have allowed an unauthorized person 
to access some of your personal information.  

What happened?  

On [date] we were informed by 3 contractors about irregularities regarding their payroll 
processed on [date]. We immediately notified our online payroll service provider, Netchex, 
which conducted an investigation. We use an administrative account to process payroll, and we 
access the account using an administrator username and password. Netchex’s investigation found 
that between November 3, 2019, and December 20, 2019, an unauthorized person accessed our 
administrative account by logging in with the valid username and password credentials.  

What information was involved? 

Our administrative account has access to all demographic information stored with Netchex, 
including names, dates of birth, social security numbers, bank routing numbers, and other 
sensitive personal information. While we do not have evidence that the intruder actually accessed 
or acquired such information, it would have been possible.  

What we are doing.  

We immediately notified Netchex, and their information security team swiftly launched an 
investigation into this matter. Netchex helped us reset our administrative password and configure 
security features to help guard against this type of unauthorized access from happening again. At 
this time, we are not aware of any unauthorized access to our network or underlying systems or 
misuse of the potentially compromised information.  
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What you can do.  

Please regularly change your Netchex account password, and do not to share it with others. You 
should also remain vigilant for incidents of fraud and identity theft by reviewing account 
statements and monitor your credit report for unauthorized activity. You may also consider 
placing a fraud alert or credit freeze with each of the three credit bureaus, which may be 
contacted here: 

Equifax 
P.O. Box 740241 

Atlanta, GA 30374 
1-800-685-111 

Experian 
P.O. Box 2104 

Allen, TX 75013 
1-888-397-3742 

TransUnion 
P.O. Box 2000 

Chester, PA 19022 
1-800-888-4213 

 
You are also entitled to a free credit report every year from each of these agencies at 
www.annualcreditreport.com. Also review the “Additional Resources” section included with this 
letter.  

For more information.  

Protecting your information is important to us. If you have questions about this letter, please call 
me at [phone number]. 

Sincerely,  

 

[point of contact at GSquared] 

  



 


