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NOTICE OF DATA BREACH
Dear <<Name 1>>:

Fareway Stores, Inc. (“Fareway Stores”) respects the privacy of your information, which is why we are writing to tell 
you about a data security incident by our third-party payroll processor, PaperlessPay Corporation (“PaperlessPay”), 
that may have exposed some of your personal information. We take the protection and proper use of your information 
very seriously. For this reason, we are contacting you directly to explain the circumstances of PaperlessPay’s data 
security incident.

What Happened

On March 20, 2020, PaperlessPay provided notice to Fareway Stores that an unauthorized individual gained access 

unauthorized individual had the ability to query any payroll data within the server.

from within its database, but was unable to eliminate the possibility. Because we take the protection of our current 
and former employees’ personal information very seriously, we are providing you with notice of the possible 
unauthorized disclosure and one (1) year of identity monitoring at no cost to you to allow you to take steps to 
protect your personal information.

What Information Was Involved

individual. However, as a result of this incident, some of your personal information may have been accessed and/or 

We are notifying you so you can take appropriate steps to protect your personal information.

What We Are Doing

its identity monitoring service.

www.MyTrueIdentity.com to activate and take advantage of your identity monitoring service.

You have until <<EnrollmentDate>> to activate your identity monitoring service.

my <<ACTIVATION CODE>>

Return Mail Processing Center 
P.O. Box 6336 

<<Mail ID>>
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
<<Address 3>>
<<Address 4>> <<Date>>
<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>
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Additional information describing this service is included with this letter. We encourage you to review the description 
and to consider enrolling in this service.

Rest assured that we are committed to ensuring our third-party vendor is keeping our data as secure as possible. We 

What You Can Do

Please review the enclosed “Additional Resources” information included with this letter, which describes additional 

For More Information

personal information very seriously and apologize for any inconvenience PaperlessPay’s incident may cause you. We 

Sincerely,

Mike Mazour
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ADDITIONAL RESOURCES

Contact information for the three nationwide credit reporting agencies is:

Equifax

Experian

TransUnion

Free Credit Report. It is recommended that you remain vigilant for incidents of fraud and identity theft by reviewing 
account statements and monitoring your credit report for unauthorized activity over the next twenty-four months, and 

You may obtain a copy of your credit report, free of charge, once every 12 months from each of the three nationwide 
credit reporting agencies. You may also seek to have information relating to fraudulent transactions removed from 

www.annualcreditreport.com or call toll free 
at 1-877-322-8228.

You can also order your annual free credit report by mailing a completed Annual Credit Report Request Form 

For Colorado, Georgia, Maine, Maryland, New Jersey, Puerto Rico, and Vermont residents: You may obtain 
one or more (depending on the state) additional copies of your credit report, free of charge. You must contact each of 
the credit reporting agencies directly to obtain such additional report(s).

Fraud Alert.
above. A fraud alert tells creditors to follow certain procedures, including contacting you before they open any new 
accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but also may delay 
you when you seek to obtain credit.

Security Freeze. You have the ability to place a security freeze on your credit report free of charge.

A security freeze is intended to prevent credit, loans, and services from being approved in your name without your 

information must be included when requesting a security freeze (note that if you are requesting a credit report for your 
 
 

 If you believe you are the victim of identity theft 
or have reason to believe your personal information has been misused, you should immediately contact the Federal 

information on how to prevent or avoid identity theft.

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania 
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Complimentary One-Year myTrueIdentity Credit Monitoring Service
As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service 
(my ® one of 
the three nationwide credit reporting companies.

How to Enroll: You can sign up online or via U.S. mail delivery

my www.MyTrueIdentity.com 
and, in the space referenced as “Enter Activation Code,” enter the 12-letter Activation Code 
<<Insert Unique 12-letter Activation Code>> and follow the three steps to receive your credit 
monitoring service online within minutes.

• If you do not have access to the Internet and wish to enroll in a similar offline, paper-based 

Services toll-free hotline at 1-855-288-5422. When prompted, enter the six-digit telephone 
passcode <<Insert static 6-digit Telephone Pass Code>> and follow the steps to enroll in the 
offline credit monitoring service, add an initial fraud alert to your credit file, or to speak to a 

 
<<Enrollment Deadline>>. Due to privacy laws, we cannot register you directly. Please note that credit 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH COMPLIMENTARY CREDIT 
MONITORING SERVICE:

credit report and credit score.

changes of address, and more.

event that your identity is compromised and up to $1,000,000 in identity theft insurance with no 
deductible. (Policy limitations and exclusions may apply.)

Activation Code: <<Activation Code>>


