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July 6, 2020

Dear ,

This letter is to inform you of a recent incident involving your personal information. Accu Copy 
of Greenville, Incorporated (“Accu Copy”) is a printing company that contracts with businesses to 
send out billing statements and letters, among other services. 

What happened?
some Physicians East patient data was impacted by a security event that began April 1, 2020 and 
was detected by Accu Copy on approximately April 10, 2020.  

What information was involved?
determined the impacted Accu Copy servers may have contained a billing statement related to an 

Cost Information.  Your medical record, Social Security number, insurance policy number, credit 
were not impacted.  

What are we doing?  We have taken this matter very seriously.  Accu Copy has assured Physicians 
East that it has taken extensive steps to prevent additional incidents, such as changing all user and 

What can you do?   We do not think there is anything more that you need to do at this time. 

For more information, you may call toll-free 1-888-259-9992, Monday through Friday, between 
9:00 a.m. and 9:00 p.m. Eastern Time.   We sincerely regret any concern this may cause you. 

Sincerely,

Tom O’Brien
President
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Accu Copy of Greenville, Incorporated
PO Box 30080

Greenville, NC 27834

 



STEPS YOU CAN TAKE TO PROTECT YOUR INFORMATION 

Below are additional actions you may take, if you feel it is necessary.   

FREEZE YOUR CREDIT FILE. You have a right to place a ‘security freeze’ on your credit report,
which will prohibit a consumer reporting agency from releasing information in your credit report
without your express authorization. The security freeze is designed to prevent credit, loans, and
services from being approved in your name without your consent. However, you should be aware that
using a security freeze to take control over who gets access to the personal and financial information
in your credit report may delay, interfere with, or prohibit the timely approval of any subsequent
request or application you make regarding a new loan, credit, mortgage, or any other account involving
the extension of credit. Note that a security freeze generally does not apply to existing account
relationships and when a copy of your report is requested by your existing creditor or its agents or
affiliates for certain types of account review, collection, fraud control or similar activities. There is no
charge to place or lift a security freeze.

To place a security freeze on your credit report, contact each of the three major consumer reporting agencies 
using the contact information listed below: 

Equifax 
P.O. Box 105788  
Atlanta, GA 30348 
1 -800-685-1111 
www.equifax.com 

Experian 
P.O. Box 9554 
Allen, TX 75013 
1-888-397-3742  
www.experian.com

TransUnion 
P.O. Box 160 
Woodlyn, PA 19094 
1-800-909-8872
www.transunion.com/cre

To request a security freeze, you will need to provide the following: 

Your full name (including middle initial as well as Jr., Sr., II, III, etc.); 
Social Security number;
Date of birth;
If you have moved in the past five (5) years, the addresses where you have lived over the
prior five years;
Proof of current address, such as a current utility bill or telephone bill;
A legible photocopy of a government issued identification card (state driver’s license or ID
card, military identification, etc.); and
If you are a victim of identity theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft.

 

If you request a security freeze via toll-free telephone or other secure electronic means, the credit reporting 
agencies have one (1) business day after receiving the request to place the freeze.  In the case of a request 
made by mail, the bureaus have three (3) business days after receiving your request to place a security 
freeze on your credit report. The credit bureaus must also send written confirmation to you within five (5) 
business days and provide you with a unique personal identification number (PIN) or password, or both 
that can be used by you to authorize the removal or lifting of the security freeze. To lift the security freeze 
to allow a specific entity or individual access to your credit report, you must call or send a written request 
to the credit reporting agencies by mail and include proper identification (name, address, and Social 
Security number) and the PIN number or password provided to you when you placed the security freeze, 
as well as the identities of those entities or individuals you would like to receive your credit report or the 



specific period of time you want the credit report available. The credit reporting agencies have three (3) 
business days after receiving a request to lift the security freeze for those identified entities or for the 
specified period of time. To remove the security freeze, you must send a written request to each of the three 
credit bureaus by mail and include proper identification (name, address, and Social Security number) and 
the PIN number or password provided to you when you placed the security freeze. The credit bureaus have 
three (3) business days after receiving the request to remove the freeze. 

PLACE FRAUD ALERTS ON YOUR CREDIT FILE. As an alternative to a security freeze, you
have the right to place an initial or extended fraud alert on your credit file at no cost. An initial fraud
alert is a 1-year alert that is placed on a consumer’s credit file. Upon seeing a fraud alert display on a
consumer’s credit file, a business is required to take steps to verify the consumer’s identity before
extending new credit. If you are a victim of identity theft, you are entitled to an extended fraud alert,
which is an alert lasting 7 years. Contact the credit reporting agencies listed above to activate an alert.

REMAIN VIGILANT: REVIEW YOUR ACCOUNT STATEMENTS, & REPORT FRAUD.
Carefully review your credit reports, debit/credit card, insurance policy, bank account and other
account statements. Activate alerts on your bank accounts to notify you of suspicious activity. Report
suspicious or fraudulent charges to your insurance statements, credit report, credit card or bank
accounts to your insurance company, bank/credit card vendor and law enforcement. (For Oregon &
Iowa residents: Report any suspected identity theft to law enforcement, Federal Trade Commission,
and your State Attorney General.)

ORDER YOUR FREE ANNUAL CREDIT REPORTS. Visit www.annualcreditreport.com or call
877-322-8228 to obtain one free copy of your credit report annually. Periodically review a copy of
your credit report for discrepancies and identify any accounts you did not open or inquiries you did
not authorize. (For Colorado, Maine, Maryland, Massachusetts, New Jersey, Puerto Rico, and
Vermont residents: You may obtain additional copies of your credit report, free of charge. You must
contact each of the three credit reporting agencies directly to obtain such additional reports.)

POLICE REPORT: You have a right to a police report about this incident (if any exists).  If you're
an identity theft victim, you have the right to file a police report and obtain a copy of it.

ADDITIONAL INFORMATION: The Federal Trade Commission also provides information at
www.ftc.gov/idtheft.   The  FTC can be reached by phone: 1 - 877-438-4338; TTY: 1-866-653-4261 or by 
writing: 600 Pennsylvania Ave., NW, Washington, D.C.  20580. Your State Attorney General also may
provide information.

For Maryland residents: You may contact Maryland Office of the Attorney General, Consumer
Protection Division, 200 St. Paul Place, 16th Floor, Baltimore, MD 21202, www.oag.state.md.us,  and
1-888-743-0023.

For North Carolina residents: You may contact North Carolina Office of the Attorney General,
Consumer Protection Division, 9001 Mail Service Center, Raleigh, NC  27699-9001, www.ncdoj.gov,
1-877-566-7226.

For Rhode Island residents: You may contact the Rhode Island Office of the Attorney General, 150 South 
Main Street, Providence, RI 02903, http://www.riag.ri.gov, 1-401-274-4400.


