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NOTICE OF DATA BREACH

Dear <<Name 1>>:

payment services to hospitals and other healthcare providers. HFMI is sending you this notice to inform you that 

treatment at <<Variable Data1>> (“the Hospital”). HFMI understands the importance of protecting your information. 
This notice describes the incident, outlines the measures that HFMI has taken in response, and advises you on steps 
you can take to further protect your information.

What Happened? 

seamless restoration of security and services on the same day. HFMI thereafter retained a forensic investigation 
 

been compromised. 

What Information Was Involved? 

incident may have resulted in unauthorized access to and/or acquisition of protected health information including 
your name, date of birth, Social Security number, and hospital medical record number. Please note, no other health 

used to enable near seamless restoration of security and services on the same day. HFMI has retained a forensic 

to help prevent this from happening in the future. 

<<Mail ID>>
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
<<Address 3>>
<<Address 4>> <<Date>>
<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>
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my  This product helps detect possible misuse 

and resolution of identity theft. 
my

theft protection and TransUnion my
. TO TAKE ADVANTAGE 

OF THE FREE CREDIT MONITORING OFFER, YOU MUST ENROLL BY <<Enrollment Deadline>>.

by enrolling in the credit monitoring service, closely monitoring all mail, email, or other contact from individuals 

For further information on steps you can take to prevent against possible fraud or identity 
theft, please see the attachments to this letter. HFMI understands the importance of protecting your personal 
information, and deeply regrets any concern this may have caused to you. 

 

Sincerely,

Jack Guggisberg
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and credit reports for unauthorized activity. 
 To order your free credit reports, visit  

authorities, your state attorney general, and/or the Federal Trade Commission.

you can place on your credit report to put your creditors on notice that you may be a victim of fraud—an initial alert 
and an extended alert.

• Initial Alert:
are about to be, a victim of identity theft. A fraud alert does not impact your ability to get a loan or credit, but 
rather alerts a business that your personal information may have been compromised and requires the business 
to verify your identity before issuing you credit. Although this may cause some delay if you are applying for 
credit, it may protect against someone else obtaining credit in your name. An initial fraud alert stays on your 

• 

Additionally, you have the right to put a credit freeze

able to access your credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay 

Equifax Experian TransUnion

For residents of Hawaii, Michigan, Missouri, Virginia, Vermont and North Carolina: It is recommended by 

and monitoring your credit report for unauthorized activity.

For residents of Illinois, Iowa, Maryland, Missouri, North Carolina, Oregon and West Virginia: It is required 

information listed above.

For residents of Iowa
Attorney General.

For residents of Oregon
including the Attorney General, and the Federal Trade Commission.

For residents of Maryland, Rhode Island, Illinois and North Carolina
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Maryland Office of the Attorney General Rhode Island Office of the Attorney General

150 South Main Street

Office of the Illinois Attorney General
Identity Theft Hotline

100 W Randolph St, Fl. 12

North Carolina Office of the Attorney General

For residents of Massachusetts and Rhode Island
right to obtain a police report if you are a victim of identity theft.

For residents of Connecticut, Massachusetts, Rhode Island and West Virginia
place a security freeze on your credit report by contacting any of the credit bureaus listed above.

FAIR CREDIT REPORTING ACT

reporting agencies. The FTC has published a list of the primary rights created by the FCRA  

 

your request; (2) To receive a free copy of your credit report, at your request, once every 12 months from each 

report if a company takes adverse action against you (e.g. denying your application for credit, insurance, or 

your report is inaccurate because of fraud, including identity theft; (4) To ask for a credit score; (5) To dispute 

and (10) To seek damages from violators. Note—Identity theft victims and active duty military personnel have 
additional rights. 
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  my

at no cost to you, in an online credit monitoring 
service (myTrueIdentity) for <<12/24>> months provided by TransUnion Interactive, a subsidiary 
of TransUnion,®

How to Enroll: online or via 

• To enroll in this service, go to the my

• 
credit monitoring service, via U.S. Mail delivery, please call the TransUnion Fraud Response 

passcode 

if you believe you may be a victim of identity theft.

• 
credit report and credit score.

• 

payments, changes of address, and more.

• The service also includes access to an identity restoration program that provides assistance in the 


