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¿UVWBQDPH!!PLGGOHBQDPH!!ODVWBQDPH!!VXႈ[!!
DGGUHVVB!!
DGGUHVVB!!
FLW\!!VWDWHBSURYLQFH!!SRVWDOBFRGH!!
<<country >>

Notice of Data Security Incident
Dear <<FirstName>> <<LastName>>,
NAFSA: Association of International Educators (“NAFSA”) is writing to notify you of a data security incident relating to
your purchase through our online store (https://shop.nafsa.org/) that may have involved your payment card information.
At NAFSA, we take the privacy and security of your information very seriously. We are writing to both inform you of the
incident, and to advise you about certain steps you can take to protect your information.
What happened? On May 11, 2020, we learned of suspicious activity occurring in our online store. Upon discovering
the activity, we took immediate steps to secure our system and member information. We also immediately took steps to
LQYHVWLJDWHWKHVLWXDWLRQ1$)6$UHWDLQHGDQGZRUNHGZLWKDQDWLRQDOO\UHFRJQL]HGIRUHQVLFV¿UPWRLQYHVWLJDWHZKHWKHU
any purchaser’s information had been accessed or acquired without authorization. On July 16, 2020, the forensic
investigation determined that certain payment card information may have been exposed as a result of unauthorized
activity in the online store.
What information was involved? The unauthorized access to our online store potentially compromised payment card
information belonging to individuals who made purchases through our online store between April 8, 2020 and May 15,
2020. The payment card information that may have been compromised included names, card numbers, expiration dates,
and security codes.
What we are doing. As soon as we discovered the incident, we took the steps described above. In addition, we reported
the matter to the payment card brands to protect your payment card information and prevent fraudulent activity. We have
also reported the incident to the Federal Bureau of Investigation, and will provide whatever cooperation is necessary to
hold the perpetrators accountable.
$VDQDGGHGSUHFDXWLRQZHDUHRႇHULQJDWQRFRVWWR\RXRQH\HDURI)UDXG&RQVXOWDWLRQDQG,GHQWLW\7KHIW5HVWRUDWLRQ
services through Kroll. Kroll is a global leader in risk mitigation and response, and their team has extensive experience
KHOSLQJSHRSOHZKRKDYHVXVWDLQHGDQXQLQWHQWLRQDOH[SRVXUHRIFRQ¿GHQWLDOGDWD
Your Membership Number is: <<Member ID>>
Additional information describing your services is included with this letter.
What you can do. You can follow the recommendations included with this letter to help protect your personal information.
We recommend that you review your current and past credit and debit card account statements for discrepancies or
unusual activity. If you see anything that you do not understand or that looks suspicious, or if you suspect that any
fraudulent transactions have taken place, you should call the bank that issued the card immediately.

ELN-3141-0820

For more information. If you have questions, please contact our dedicated call center at 1-833-389-2395, Monday
WKURXJK)ULGD\IURPDPWRSP&HQWUDO7LPH3OHDVHKDYH\RXUPHPEHUVKLSQXPEHUUHDG\
:H WDNH WKLV PDWWHU YHU\ VHULRXVO\ 3OHDVH DFFHSW RXU VLQFHUH DSRORJLHV IRU DQ\ FRQFHUQ RU LQFRQYHQLHQFH WKDW WKLV
incident may cause you.
Sincerely,

-DQH+RႇPDQ
&KLHI)LQDQFLDO2ႈFHU
NAFSA: Association of International Educators
1307 New York Ave NW #8,
:DVKLQJWRQ'&
3K

Steps You Can Take to Further Protect Your Information
Review Your Account Statements and Notify Law Enforcement of Suspicious Activity: As a precautionary
measure, I recommend that you remain vigilant by reviewing your account statements and credit reports closely. If you
GHWHFWDQ\VXVSLFLRXVDFWLYLW\RQDQDFFRXQW\RXVKRXOGSURPSWO\QRWLI\WKH¿QDQFLDOLQVWLWXWLRQRUFRPSDQ\ZLWKZKLFK
the account is maintained. You also should promptly report any fraudulent activity or any suspected incidence of identity
WKHIWWRSURSHUODZHQIRUFHPHQWDXWKRULWLHV\RXUVWDWHDWWRUQH\JHQHUDODQGRUWKH)HGHUDO7UDGH&RPPLVVLRQ )7& 
Copy of Credit Report: You may obtain a free copy of your credit report from each of the three major credit reporting
agencies once every 12 months by visiting http://www.annualcreditreport.com/, calling toll-free 877-322-8228, or by
FRPSOHWLQJDQ$QQXDO&UHGLW5HSRUW5HTXHVW)RUPDQGPDLOLQJLWWR$QQXDO&UHGLW5HSRUW5HTXHVW6HUYLFH32%R[
$WODQWD*$<RXFDQSULQWWKLVIRUPDWKWWSVZZZDQQXDOFUHGLWUHSRUWFRPFUDUHTXHVWIRUP¿QDOSGI<RX
also can contact one of the following three national credit reporting agencies:
TransUnion
32%R[
&KHVWHU3$

www.transunion.com

Experian
32%R[
Allen, TX 75013

www.experian.com

Equifax
32%R[
Atlanta, GA 30348
1-800-685-1111
www.equifax.com

Free Annual Report
32%R[
Atlanta, GA 30348
1-877-322-8228
www.annualcreditreport.com

Fraud Alert: You may want to consider placing a fraud alert on your credit report. An initial fraud alert is free and will
VWD\RQ\RXUFUHGLW¿OHIRUDWOHDVWRQH\HDU7KHDOHUWLQIRUPVFUHGLWRUVRISRVVLEOHIUDXGXOHQWDFWLYLW\ZLWKLQ\RXUUHSRUW
and requests that the creditor contact you prior to establishing any accounts in your name. To place a fraud alert on your
FUHGLWUHSRUWFRQWDFWDQ\RIWKHWKUHHFUHGLWUHSRUWLQJDJHQFLHVLGHQWL¿HGDERYH$GGLWLRQDOLQIRUPDWLRQLVDYDLODEOHDW
http://www.annualcreditreport.com.
Security Freeze:8QGHUIHGHUDOODZ\RXKDYHWKHULJKWWRSXWDVHFXULW\IUHH]HRQ\RXUFUHGLW¿OHIRUXSWRRQH\HDUDWQR
FRVW7KLVZLOOSUHYHQWQHZFUHGLWIURPEHLQJRSHQHGLQ\RXUQDPHZLWKRXWWKHXVHRID3,1QXPEHUWKDWLVLVVXHGWR\RX
when you initiate the freeze. A security freeze is designed to prevent potential creditors from accessing your credit report
without your consent. As a result, using a security freeze may interfere with or delay your ability to obtain credit. You must
VHSDUDWHO\SODFHDVHFXULW\IUHH]HRQ\RXUFUHGLW¿OHZLWKHDFKFUHGLWUHSRUWLQJDJHQF\,QRUGHUWRSODFHDVHFXULW\IUHH]H
\RXPD\EHUHTXLUHGWRSURYLGHWKHFRQVXPHUUHSRUWLQJDJHQF\ZLWKLQIRUPDWLRQWKDWLGHQWL¿HV\RXLQFOXGLQJ\RXUIXOO
QDPH6RFLDO6HFXULW\QXPEHUGDWHRIELUWKFXUUHQWDQGSUHYLRXVDGGUHVVHVDFRS\RI\RXUVWDWHLVVXHGLGHQWL¿FDWLRQ
card, and a recent utility bill, bank statement or insurance statement. You cannot be charged to place, lift or remove a
security freeze.
Additional Free Resources:<RXFDQREWDLQLQIRUPDWLRQIURPWKHFRQVXPHUUHSRUWLQJDJHQFLHVWKH)7&RUIURP\RXU
respective state Attorney General about fraud alerts, security freezes, and steps you can take toward preventing identity
WKHIW<RXPD\UHSRUWVXVSHFWHGLGHQWLW\WKHIWWRORFDOODZHQIRUFHPHQWLQFOXGLQJWRWKH)7&RUWRWKH$WWRUQH\*HQHUDO
LQ\RXUVWDWH&RQWDFWLQIRUPDWLRQIRUWKH)7&LV)HGHUDO7UDGH&RPPLVVLRQ3HQQV\OYDQLD$YH1::DVKLQJWRQ
'&  ZZZFRQVXPHUIWFJRY RU ZZZIWFJRYLGWKHIW  5HVLGHQWV RI 1HZ <RUN 0DU\ODQG 1RUWK
&DUROLQD DQG 5KRGH ,VODQG FDQ REWDLQ PRUH LQIRUPDWLRQ IURP WKHLU $WWRUQH\V *HQHUDO XVLQJ WKH FRQWDFW LQIRUPDWLRQ
below.
New York Attorney
General
Bureau of Internet and
7HFKQRORJ\5HVRXUFHV
28 Liberty Street
New York, NY 10005
ifraud@ag.ny.gov
1-212-416-8433

Maryland Attorney
General
6W3DXO3ODFH
Baltimore, MD 21202
oag.state.md.us
1-888-743-0023

North Carolina Attorney
General
0DLO6HUYLFH&HQWHU
5DOHLJK1&
ncdoj.gov
1-877-566-7226

Rhode Island Attorney
General
150 South Main Street
3URYLGHQFH5,
http://www.riag.ri.gov
401-274-4400

You also have certain rights under the Fair Credit Reporting Act (FCRA): These rights include knowing what is
LQ \RXU ¿OH WR GLVSXWH LQFRPSOHWH RU LQDFFXUDWH LQIRUPDWLRQ WR KDYH FRQVXPHU UHSRUWLQJ DJHQFLHV FRUUHFW RU GHOHWH
LQDFFXUDWHLQFRPSOHWHRUXQYHUL¿DEOHLQIRUPDWLRQDVZHOODVRWKHUV)RUPRUHLQIRUPDWLRQDERXWWKH)&5$DQG\RXU
ULJKWVXQGHUWKH)&5$SOHDVHYLVLWKWWS¿OHVFRQVXPHU¿QDQFHJRYIBFISEBVXPPDU\B\RXUULJKWVXQGHUIFUDSGI

TAKE ADVANTAGE OF FRAUD CONSULTATION AND IDENTITY THEFT RESTORATION SERVICES
You have been provided with access to the following services from Kroll:
Fraud Consultation
You have unlimited access to consultation with a Kroll fraud specialist. Support includes interpreting how personal
information is accessed and used, explaining your rights and protections under the law, assistance with fraud alerts, and
VKRZLQJ\RXWKHPRVWHႇHFWLYHZD\VWRSURWHFWSHUVRQDOLQIRUPDWLRQLQFOXGLQJLQYHVWLJDWLQJVXVSLFLRXVDFWLYLW\WKDWFRXOG
be tied to an identity theft event.
Identity Theft Restoration
An experienced Kroll licensed investigator will work on your behalf to resolve issues related to identity theft. You will have
access to a dedicated investigator who understands your issues and will do most of the work for you. Your investigator
will be able to dig deep to uncover all aspects of the identity theft, and then work to resolve it.

