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Dear :

We are writing to let you know about a data security incident at Blackbaud, a third-party vendor. Blackbaud is 
 

out of an abundance of caution to explain the incident and timely provide you with the information that Blackbaud 
has provided its customers.

What Happened

of the issue, we commenced an immediate and thorough investigation. As part of our investigation, we engaged 
external cybersecurity professionals experienced in handling these types of incidents. 

engaged forensic experts and law enforcement to assist in their internal investigation. The investigation concluded 
that the cybercriminal removed data from Blackbaud’s systems intermittently between February 7, 2020 and  

What Information Was Involved

On July 31, 2020, we determined that the information removed by the threat actor may have contained your full name 
and Social Security number. The threat actor did not access your payment card information or bank account 
information because Detroit Mercy does not store this information in the Blackbaud database. 

What Blackbaud Is Doing

Blackbaud has stated that their teams were able to quickly identify the vulnerability associated with this incident, 

through enhancements to access management, network segmentation, deployment of additional endpoint and  
network-based platforms. 

What You Can Do

Again, according to Blackbaud, there is no evidence to believe that any data will be misused, disseminated, or 
otherwise made publicly available. Nevertheless, out of an abundance of caution, we want to make you aware of 
the incident. 
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your complimentary one-year membership, please see the additional information provided in this letter. 

This letter also provides other precautionary measures you can take to protect your personal information, including 

you should always remain vigilant in reviewing your account statements for fraudulent or irregular activity on a 
regular basis. 

For More Information

We sincerely apologize for this incident and regret any inconvenience it may cause you. We remain fully committed 
to maintaining the privacy of personal information in our possession and have taken many precautions to safeguard 
it. We continually evaluate and modify our practices, and those of our third party services providers, to enhance the 
security and privacy of your personal information. 

.
professionals familiar with this incident and knowledgeable on what you can do to protect against misuse of your 

Sincerely,
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– OTHER IMPORTANT INFORMATION –

.

1. ENROLL by:  
2. the Experian IdentityWorks website to enroll: 
3. the Activation Code: 

prepared to provide engagement number  as proof of eligibility for the identity restoration 
services by Experian. 

A credit card is not required for enrollment 

immediately without needing to enroll in the product
Restoration specialists are available to help you address credit and non-credit related fraud. 

 
reports are available for online members only.*

 
 Experian IdentityWorks ExtendCARETM

 **  
fund transfers.

Activate your membership today at  
or call to register with the activation code above.

There are additional actions you can consider taking to reduce the 

report or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team 

* 

** 

description herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions of the policies 
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Placing a Fraud Alert on Your Credit File.

Whether or not you choose to use the complimentary 12-month credit monitoring services, we recommend that 

personally before they open any new accounts. To place a fraud alert, call any one

Equifax

www.equifax.com

Experian 

Allen, TX 75013
www.experian.com www.transunion.com

.

reporting agencies from releasing your credit report or any information from it without your express authorization. 
all three 

following contact information:

https://www.freeze.equifax.com
Allen, TX 75013
http://experian.com/freeze http://www.transunion.com/

securityfreeze

and other personal information. After receiving your freeze request, each credit monitoring company will send you a 

you currently reside.

to remove the freeze in order to sign up for the credit monitoring service. After you sign up for the credit monitoring 

Obtaining a Free Credit Report.

each of the above three 
 or request your free credit reports online at  

www.annualcreditreport.com

you have questions or notice incorrect information, contact the credit reporting company.

Additional Helpful Resources.

spot problems and address them quickly.

and security freezes.


