
 
 
 
September 28, 2020 
 

  
       

    
 
Dear , 
 
We are writing to inform you about a data security incident that involved some of your 
information. Blackbaud, a fundraising software service provider, recently experienced a 
data incident. Shelburne Farms uses Blackbaud-hosted services for our donor and 
relationship management program and is one of many nonprofits that was affected. We 
are therefore contacting you as a precautionary measure to explain the incident. 
 
What Happened 
 
Blackbaud notified Shelburne Farms of a data security incident affecting nonprofits and 
higher education institutions across the world. This incident occurred on February 7 and 
continued until May 20.  
 
Blackbaud informed us that they discovered and stopped a ransomware attack and, 
with the help of independent forensics experts and law enforcement, successfully 
prevented the cybercriminal from blocking or encrypting files. During the incident, a 
backup file containing information of some individuals was acquired. According to 
Blackbaud, they paid the cybercriminal a ransom to ensure the backup file was 
permanently destroyed. 
 
As reported by Blackbaud, data fields containing credit card or bank account information 
are encrypted and were not a part of the attack. However, we have determined that the 
file removed may have contained your  

.  
 
Shelburne Farms has conducted its own research and determined that the backup files 
contained a Charitable Gift Annuity contract from 2004 that included your  

.  
 
Blackbaud assured us that the backup file has been destroyed by the unauthorized 
individual and there is no reason to believe any data was or will be misused or will be 
disseminated or otherwise made available publicly.  Blackbaud has hired a third-party 
team of experts to continue monitoring for any such activity.  Although we have no 



indication that your information has been misused, we encourage you to remain vigilant 
for incidents of fraud or identity theft by reviewing your account statements for 
unauthorized activity. For more information on identity theft prevention, please see the 
additional information provided in this letter.    
  
We are notifying you of this incident and sharing steps that we, and Blackbaud, are 
taking in response. Blackbaud has informed us that they identified and fixed the 
vulnerability associated with this incident, implemented several changes that will better 
protect your data from any subsequent incidents, and are undertaking additional efforts 
to harden their environment. Shelburne Farms is implementing procedures to redact 
account numbers from check images.   
 
Although there is currently no evidence presented to us by Blackbaud that your 
information will be misused, we recommend that you remain vigilant and promptly report 
to us and the proper law enforcement authorities any suspicious activity. 
 
We are so grateful to have you as part of our community and we sincerely apologize for 
this incident and regret any inconvenience it may cause you. 
 
Sincerely,  
 
 
 
 
Robin Turnau 
Chief Advancement Officer 
 
  



 
Below is a check list of suggestions of how you can best protect yourself. 
 

1. Review your bank, credit card and debit card account statements over the 
next twelve to twenty-four months and immediately report any suspicious activity 
to your bank or credit union.  Monitor your credit reports with the major credit 
reporting agencies. 
 

• Equifax 1-800-685-1111 P.O. Box 740241 Atlanta, GA 30374-0241 

www.equifax.com 

• Experian 1-888-397-3742 P.O. Box 2104 Allen, TX 75013 

www.experian.com 

• TransUnion 1-800-916-8800 P.O. Box 2000 Chester, PA 19022 

www.transunion.com  

 
Under Vermont law, you are entitled to a free copy of your credit report 
from those agencies every twelve months. 
 
Call the credit reporting agency at the telephone number on the report if 
you find: 
 

• Accounts you did not open. 

• Inquiries from creditors that you did not initiate. 

• Inaccurate personal information, such as home address and Social 

Security number. 

 
2. If you do find suspicious activity on your credit reports or other account 
statements, call your local police or sheriff's office and file a report of identity 
theft. Get a copy of the police report. You may need to give copies of the police 
report to creditors to clear up your records, and also to access some services 
that are free to identity theft victims. 
 
3. If you find suspicious activity on your credit reports or on your other account 
statements, consider placing a fraud alert on your credit files so creditors will 
contact you before opening new accounts. Call any one of the three credit 
reporting agencies at the number below to place fraud alerts with all of the 
agencies. 
 

• Equifax 888-766-0008  

• Experian 888-397-3742  

• TransUnion 800-680-7289 



4. You may also get information about security freezes by contacting the credit 
bureaus at the following addresses: 
 

• Equifax: 
https://www.freeze.equifax.com/Freeze/jsp/SFF PersonalIDInfo.jsp 

• Experian: http://www.experian.com/consumer/security freeze.html 

• TransUnion: 
http://www.transunion.com/corporate/personal/fraudIdentityTheft/fra
udPrevention/securityFreeze.page 

 
If you do not have Internet access but would like to learn more about how 
to place a security freeze on your credit report, contact the Vermont 
Attorney General’s Office at 802-656-3183 (800-649-2424 toll free in 
Vermont only). 

 
5. Even if you do not find suspicious activity on your credit report or your other 
account statements, it is important that you check your credit report for the 
next two years. Just call one of the numbers in paragraph 2 above to order your 
reports or to keep a fraud alert in place. 

 
Helpful information about fighting identity theft, placing a security freeze, and obtaining 
a free copy of your credit report is available on the Vermont Attorney General’s website 
at http://ago.vermont.gov/. Another helpful source is the Federal Trade Commission 
website, available at https://www.consumer.ftc.gov/features/feature-0014-identity- theft. 
 
If there is anything Shelburne Farms can do to assist you, please call 802-985-0468. 
 
 




