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Dear <<Name 1>>:

We are writing to inform you of an incident involving one of our third-party vendors, Blackbaud, Inc. (“Blackbaud”) 

disclosed to Friends Seminary by Blackbaud in July of this year, on September 29, 2020, and in contradiction of multiple 
written statements previously made by Blackbaud, Friends Seminary learned that personal information was potentially 
impacted by the incident. This notice provides information about the Blackbaud incident, our response, and resources 
available to you to help protect your information from possible misuse, should you feel it necessary to do so.  

What Happened? On Thursday, July 16, 2020, Friends Seminary, along with countless other businesses, received 

tools to organizations, including Friends Seminary. Upon receiving notice of the cyber incident, we immediately 
commenced an investigation to better understand the nature and scope of the incident and any impact on Friends 
Seminary data.  Blackbaud originally reported that in May 2020 it experienced a ransomware incident that resulted 
in encryption of certain Blackbaud systems.  Blackbaud reported the incident to law enforcement and worked with 
forensic investigators to determine the nature and scope of the incident.  Following its investigation, Blackbaud 

threat actor out of the environment on May 20, 2020.  

Upon learning of this event, Friends Seminary immediately commenced an investigation to determine what, if any, 

impact information such as Social Security numbers or bank account information. However, on September 29, 2020, 
Friends Seminary received further information from Blackbaud that expanded the types of data impacted. On or 

it applies to individuals including some current and former employees. Due to the age of the information, we then 
engaged a third-party specialist to ascertain address information for the potentially impacted individuals. 

What Information Is Involved? 
did not contain any unencrypted credit card information, bank account information, or Social Security numbers, 
and the cybercriminal did not access any encryption key. However, upon further investigation by Blackbaud, it was 
determined that Social Security numbers, bank account information and other payroll information were, in fact, 

that the following information related to you may have been present in the legacy payroll table at the time of the 
incident: <<Data Elements>> and name. Nonetheless, Friends Seminary worked with Blackbaud to provide access 
for employees to 2 years of identity and credit monitoring services through Experian, at no cost to our employees.
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we take this incident very seriously.  As part of our ongoing commitment to the security of information in our care, we 
are working to review our existing policies and procedures regarding our third-party vendors, and are working with 
Blackbaud to evaluate additional measures and safeguards to protect against this type of incident in the future.  We 

We encourage you to review the enclosed Steps You Can Take to Help Protect Your Information
general information on what you can do to help protect your personal information.

and 9:00 p.m. EST.  

We sincerely regret any inconvenience or concern this incident has caused.

Sincerely,

Sisi Kamal



AC1983 v.02

Enroll in Credit Monitoring

We are providing you with access to Single Bureau Credit Monitoring services through Experian at no charge. 

is sent to you the same day the change or update takes place with the bureau.  In addition, we are providing you with 

https://www.cyberscouthq.com/epiq263?ac=263HQ1357

 263HQ1357 

Once registered, you can access Monitoring Services by selecting the “Use Now” link to fully authenticate your 
identity and activate your services. Please ensure you take this step to receive your alerts. 

In order for you to receive the monitoring services described above, you must enroll within 90 days from the date of this 
letter.

Monitor Accounts

In general, we encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and to monitor your credit reports for suspicious activity.  Under U.S. law you are entitled to one free 
credit report annually from each of the three major credit reporting bureaus.  To order your free credit report, visit 
www.annualcreditreport.com

from releasing information in your credit report without your express authorization.  The security freeze is designed 
to prevent credit, loans, and services from being approved in your name without your consent.  However, you should 

you make regarding a new loan, credit, mortgage, or any other account involving the extension of credit.  Pursuant to 
federal law, you cannot be charged to place or lift a security freeze on your credit report.  Should you wish to place a 
security freeze, please contact the major consumer reporting agencies listed below:

Experian
P.O. Box 9554

TransUnion
P.O. Box 160
Woodlyn, PA 19094

freeze

Equifax

report-services

to a law enforcement agency concerning identity theft.

credit.  If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting 
seven years.  Should you wish to place a fraud alert, please contact any one of the agencies listed below:
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Experian
P.O. Box 9554

TransUnion
P.O. Box 2000

Equifax
P.O. Box 105069

report-services
Additional Information

Attorney General. 

 
www.identitytheft.gov

law enforcement for identity theft, you will likely need to provide some proof that you have been a victim.  Instances of 
known or suspected identity theft should also be reported to law enforcement and your state Attorney General. 

Maryland Residents: ,  200 St. Paul Place 
Baltimore, MD 21202, , Tele

New Mexico Residents

to ask for your credit score, and the right to dispute incomplete or inaccurate information.  Further, pursuant to 

ct by visiting  

New York Residents: 
. 

North Carolina Residents: ,  
01, www.ncdoj.gov, Telephone

Rhode Island Residents:
www.riag.ri.gov, Teleph

<<XX>>

Washington D.C. Residents:  
. 


