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NOTICE OF BLACKBAUD DATA <<VARIABLE DATA 2>>

Dear <<Name 1>>:

The Alzheimer’s Association is deeply dedicated to all constituents we serve and appreciates the generosity of our 

had a data incident that may have included some of your personal information.

What Happened

According to Blackbaud, in May 2020 they discovered and stopped a ransomware security incident. With support 
of forensic specialists and law enforcement, Blackbaud represented that it successfully blocked the cyber-attack, 

the Alzheimer’s Association on July 16, 2020, two months later.

After being informed of Blackbaud’s data event, we immediately sought to determine the nature and scope of any 
impact to our data. This investigation included working diligently to gather additional information from Blackbaud. 

maintained in the potentially impacted databases.

What Information Was Involved

and last name and the following: <<Data Elements>>. At this time, we have no evidence of any misuse of any 
personal information.

What We Are Doing

ongoing commitment to the security of personal information in our care, we are holding Blackbaud accountable to 
evaluate additional measures and safeguards to protect against this type of incident in the future.

We are also working to determine why Blackbaud did not notify us sooner and why Blackbaud did not provide the 

third-party vendors to ensure all safeguards for privacy and security are in place.

Additionally, we are notifying potentially impacted individuals and providing guidance as to steps individuals may 
take to protect their information.

<<Mail ID>>
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
<<Address 3>>

<<Address 5>>

alz.org
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on your behalf.

What You Can Do

For More Information

We sincerely regret any inconvenience or concern this incident may cause and understand that you may have questions. 

Thank you for your commitment to the mission of the Alzheimer’s Association.

Alzheimer’s Association
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STEPS YOU CAN TAKE TO PROTECT YOUR PERSONAL INFORMATION

Complimentary Identity Monitoring Service

As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service 
my ®, one of the three 

nationwide credit reporting companies. To enroll in this service, go directly to the myTrueIdentity website at  
www.mytrueidentity.com

<<12-letter Activation Code>> and follow the three steps to receive your credit monitoring service 
online within minutes.

1-855-288-5422. 
When prompted, enter the following 6-digit telephone pass code <<6-digit Pass Code>> and follow the steps to 

representative if you believe you may be a victim of identity theft.

 
<<Enrollment Deadline>>

Monitor Accounts

We encourage you to remain vigilant against incidents of identity theft and fraud and to review your account 

 
www.annualcreditreport.com
directly to request a copy of your credit report.

from releasing information in your credit report without your express authorization. The security freeze is designed 

your credit report may delay, interfere with, or prohibit the timely approval of any subsequent request or application 

Experian

www.experian.com/freeze/center.html

TransUnion

www.transunion.com/credit-freeze

Equifax

www.equifax.com/personal/
credit-report-services

In order to request a security freeze, you will need to provide the following information:

1. 
2. 
3. 

5. 
6. 

If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint 
to a law enforcement agency concerning identity theft.

extending new credit. If you are a victim of identity theft, you are entitled to an extended fraud alert, which is a fraud 
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Experian

www.experian.com/fraud/center.html

TransUnion

www.transunion.com/fraud-alerts

Equifax

www.equifax.com/personal/credit-
report-services

Additional Information

You can further educate yourself regarding identity theft, fraud alerts, security freezes, and the steps you can take 

Attorney General. 
www.identitytheft.gov

a victim. Instances of known or suspected identity theft should also be reported to law enforcement and your state 
Attorney General. This notice has not been delayed by law enforcement.

For Maryland residents, you may contact the Attorney General by mail, phone, or website. You may also obtain 
 

www.oag.state.md.us.

For New Mexico residents

For New York residents, you may contact the Attorney General by mail, phone, or website. You may also obtain 

https://ag.ny.gov/. 

For District of Columbia residents, you may contact the Attorney General by mail, phone, or email. You may also 

oag@dc.gov. 


