
Dear ,

The Kinkaid School is writing to notify you of a data security incident that occurred at one of our vendors, Blackbaud, 
Inc. (“Blackbaud”). This notice explains the incident and measures taken in response.

What Happened?
Blackbaud is a cloud-based software company that provides services to thousands of schools, hospitals, and 

working with law enforcement. Upon learning of the incident from Blackbaud, we conducted our own investigation 
of the Blackbaud services we use and the information provided by Blackbaud to determine what information was 

information were encrypted and not accessible by the unauthorized individual. However, Blackbaud’s further 

We worked with Blackbaud to identify the individuals whose information may have been involved and determined on 

What Information Was Involved?
. Blackbaud has assured us that the 

be disseminated or otherwise made available publicly.

What You Can Do.
Even though we have no evidence that your personal information has been misused, we wanted to let you know 
this happened and assure you we take it very seriously. As a precaution, Blackbaud is offering you a complimentary 
membership to Identity Monitoring and Fraud Resolution services for two years. This product provides you with 
identity detection and resolution of identity theft. These services are completely free to you and enrolling in this 
program will not hurt your credit score. For more information on the Identity Monitoring and Fraud Resolution 
services, including instructions on how to activate your complimentary two-year membership, as well as some 
additional steps you can take in response, please see the additional information provided in the following pages.
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What We Are Doing.
We are notifying you of this incident and sharing the steps that we, and Blackbaud, are taking in response. Blackbaud 

changes that will better protect your data from any subsequent incidents, and are undertaking additional efforts to 
harden their environment through enhancements to access management, network segmentation, and deployment 
of additional endpoint and network-based platforms.

For More Information.
We regret that this occurred and apologize for any inconvenience. Should you have any further questions or concerns 

Sincerely,



Information about Identity Monitoring and Fraud Resolution Services

How do I enroll for the free services?
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identity and activate your services. Please ensure you take this step to receive your alerts. 

In order for you to receive the monitoring services described above, you must enroll by March 27, 2021.

Additional Information about Identity Monitoring and Fraud Resolution Services

We are providing you with access to Single Bureau Credit Monitoring* services at no charge. Services are for 

to you the same day the change or update takes place with the bureau.  In addition, we are providing you with 
proactive fraud assistance to help with any questions you might have.  In the event you become a victim of fraud 

monitoring service described above, you must enroll by March 27, 2021.  

Proactive Fraud Assistance. For sensitive breaches focused on customer retention, reputation management, or -on-one basis, answering any questions or concerns that they may 

Fraud specialist-assisted placement of fraud alert, protective registration, or geographical equivalent, in 
situations where it is warranted.

Assistance with reading and interpreting credit reports for any possible fraud indicators. 

Removal from credit bureau marketing lists while Fraud Alert is active (United States only). 

Answering any questions individuals may have about fraud.

Identity Theft and Fraud Resolution Services.  Resolution services are provided for enrolled notification recipients 
who fall victim to an identity theft as a result of the applicable breach incident.  ID Theft and Fraud Resolution includes, 
but is not limited to, the following features: 

Unlimited access during the service period to a personal fraud specialist via a toll-free number.

in situations where it is warranted (United States only).

warranted (United States only); this is limited to online-based credit freeze assistance.

Assistance with review of credit reports for possible fraudulent activity.



ADDITIONAL STEPS YOU CAN TAKE

We remind you it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing your account 
statements and free credit reports for any unauthorized activity. You may obtain a copy of your credit report, free of 

free credit report, please visit www.annualcreditreport.com

• Equifax www.equifax.com

• Experian www.experian.com

• TransUnion www.transunion.com

If you believe you are the victim of identity theft or have reason to believe your personal information has been 

your state. You can obtain information from these sources about steps an individual can take to avoid identity theft 
as well as information about fraud alerts and security freezes. You should also contact your local law enforcement 

• Federal Trade Commission

Fraud Alerts and Credit or Security Freezes:

Fraud Alerts: There are two types of general fraud alerts you can place on your credit report to put your creditors on 
notice that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert 
be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial 
fraud alert stays on your credit report for one year. You may have an extended alert placed on your credit report if 
you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud alert 
stays on your credit report for seven years.

To place a fraud alert on your credit reports, contact one of the nationwide credit bureaus. A fraud alert is free. The 
credit bureau you contact must tell the other two, and all three will place an alert on their versions of your report.

For those in the military who want to protect their credit while deployed, an Active Duty Military Fraud Alert lasts 
for one year and can be renewed for the length of your deployment. The credit bureaus will also take you off their 
marketing lists for pre-screened credit card offers for two years, unless you ask them not to.

Credit or Security Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit 

because most creditors need to see your credit report before they approve a new account. If they can’t see your 
report, they may not extend the credit.

How do I place a freeze on my credit reports? There is no fee to place or lift a security freeze. Unlike a fraud alert, 

• Experian Security Freeze www.experian.com

• TransUnion Security Freeze www.transunion.com

• Equifax Security Freeze www.equifax.com

You’ll need to supply your name, address, date of birth, Social Security number and other personal information.

How do I lift a freeze? A freeze remains in place until you ask the credit bureau to temporarily lift it or remove it 
altogether. If the request is made online or by phone, a credit bureau must lift a freeze within one hour. If the request 
is made by mail, then the bureau must lift the freeze no later than three business days after getting your request. 



Additional information for residents of the following states:

Connecticut Residents: 
 

North Carolina:  North Carolina Attorney 

West Virginia: You have the right to ask that nationwide consumer reporting agencies place “fraud alerts” in your 

have a right to place a security freeze on your credit report, as described above.

A Summary of Your Rights Under the Fair Credit Reporting Act:

many types of consumer reporting agencies, including credit bureaus and specialty agencies (such as agencies 

to 

• 

• 

• You have the right to ask for a credit score.

• You have the right to dispute incomplete or inaccurate information.

• 

• 

• 

• You must give your consent for reports to be provided to employers.

• You may limit “prescreened” offers of credit and insurance you get based on information in your credit 
report.

• You have a right to place a “security freeze” on your credit report, which will prohibit a consumer reporting 
agency from releasing information in your credit report without your express authorization.

• You may seek damages from violators.

• Identity theft victims and active duty military personnel have additional rights.


