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Dear <<Name 1>>,

Bosley understands the importance of and takes great measures protecting personal information. We are writing to 
inform you of an incident that may have involved some of your information. In an abundance of caution, we are 
providing this notice to explain the incident and measures we have taken, and also to provide some steps you can 
take in response.

On August 17, 2020, certain computer systems were infected with malware that encrypted the data on those 

we learned that an unauthorized party had gained access to some of our systems that contained personal information 
of our customers. 

The investigation was unable to determine what, if any, data was accessed by the unauthorized party. Out of an 
abundance of caution, we are notifying all customers and patients whose personal information was stored in the 
systems that were accessed by the unauthorized party. The stored information that was potentially accessible includes 

We encourage you to remain vigilant by reviewing your account statements and credit reports for any unauthorized 

TransUnion Interactive, a subsidiary of TransUnion®. The service is completely free to you and enrolling in this 
program will not hurt your credit score. 

For more information, including instructions on how to activate your complimentary membership as well as some 
additional steps you can take to help protect yourself, please see the additional information provided with this letter.

In response to this incident we have taken steps to help prevent a similar incident in the future including updating user 
passwords and implementing additional security safeguards and controls in our network infrastructure. If you have 
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ADDITIONAL STEPS YOU CAN TAKE

Enroll in Credit Monitoring 

As a safeguard, we have arranged for you to enroll, at no cost to you
service (myTrueIdentity) for one year provided by TransUnion Interactive, a subsidiary of TransUnion,® one of 
the three nationwide credit reporting companies.

How to Enroll: You can sign up online or via U.S. mail delivery

• To enroll in this service, go to the myTrueIdentity website at www.MyTrueIdentity.com and, in the 
<<12-letter Activation 

Code>> and follow the three steps to receive your credit monitoring service online within minutes.

•  

1-855-288-5422
passcode <<Telephone Pass Code>> 

believe you may be a victim of identity theft.

<<Enrollment Deadline>>

We remind you it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing your account 
statements and free credit reports for any unauthorized activity. You may obtain a copy of your credit report, free of 
charge, once every 12 months from each of the three nationwide credit reporting companies. To order your annual 
free credit report, please visit www.annualcreditreport.com

• Equifax www.equifax.com
• Experian www.experian.com
• TransUnion www.transunion.com

If you believe you are the victim of identity theft or have reason to believe your personal information has been 

state. You can obtain information from these sources about steps an individual can take to avoid identity theft as well 
as information about fraud alerts and security freezes. You should also contact your local law enforcement authorities 

• Federal Trade Commission

Fraud Alerts and Credit or Security Freezes:

Fraud Alerts: There are two types of general fraud alerts you can place on your credit report to put your creditors on 
notice that you may be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert 
be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial 
fraud alert stays on your credit report for one year. You may have an extended alert placed on your credit report if you 
have already been a victim of identity theft with the appropriate documentary proof. An extended fraud alert stays on 
your credit report for seven years.

To place a fraud alert on your credit reports, contact one of the nationwide credit bureaus. A fraud alert is free. The 
credit bureau you contact must tell the other two, and all three will place an alert on their versions of your report.
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Credit or Security Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit 

they may not extend the credit.

How do I place a freeze on my credit reports? There is no fee to place or lift a security freeze. Unlike a fraud alert, 

• Experian Security Freeze www.experian.com
• TransUnion Security Freeze www.transunion.com
• Equifax Security Freeze www.equifax.com

How do I lift a freeze? A freeze remains in place until you ask the credit bureau to temporarily lift it or remove it 
altogether. If the request is made online or by phone, a credit bureau must lift a freeze within one hour. If the request 
is made by mail, then the bureau must lift the freeze no later than three business days after getting your request.

Otherwise, you need to make the request with all three credit bureaus.

Additional information for residents of the following states:

Maryland:  Maryland Attorney General’s 
www.oag.state.md.us.

New York: New York Department of State Division 
of Consumer Protection, 

 ; and The 
.

North Carolina: 
 www.ncdoj.gov.

West Virginia: You have the right to ask that nationwide consumer reporting agencies place "fraud alerts" in your 

have a right to place a security freeze on your credit report, as described above.

A Summary of Your Rights Under the Fair Credit Reporting Act: The federal Fair Credit Reporting Act 
 

There are many types of consumer reporting agencies, including credit bureaus and specialty agencies  
(such as agencies that sell information about check writing histories, medical records, and rental history records).  
Your major rights under the FCRA are summarized below. For more information, including information about 
additional rights, go to 

• You have the right to ask for a credit score.
• You have the right to dispute incomplete or inaccurate information.

• Consumer reporting agencies may not report outdated negative information.

• You must give your consent for reports to be provided to employers.

agency from releasing information in your credit report without your express authorization.
• You may seek damages from violators.
• Identity theft victims and active duty military personnel have additional rights.


