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Re: Notice of Data Breach

Dear <<Name 1>>:

San Francisco Conservatory of Music (“SFCM”) is writing to make you aware of a data privacy event at our third-party vendor, 

notice provides information about the Blackbaud incident, SFCM’s response, and resources available to you to help protect your 
information from possible misuse, should you feel it necessary to do so.

What Happened? SFCM received information from Blackbaud that it experienced an attempted ransomware incident that 
impacted certain Blackbaud systems. Blackbaud reported the incident to law enforcement and worked with forensic investigators 
to determine the nature and scope of the incident. Blackbaud’s investigation determined that an unknown actor may have 

some point before Blackbaud locked the threat actor out of the environment on May 20, 2020. SFCM received a supplemental 

Blackbaud in October 2020, SFCM reviewed internal records to compare the information provided by Blackbaud with internal 

was completed on or about January 8, 2021.

What Information Was Involved? Our investigation, and that of Blackbaud, determined that the involved Blackbaud systems 
contained your name and <<impacted data elements>>.

What We Are Doing. 
we take this incident very seriously. As part of our ongoing commitment to the security of information in our care, we are working 
to review our existing policies and procedures regarding our third-party vendors, and are working with Blackbaud to evaluate 
additional measures and safeguards to protect against this type of incident in the future.

found in the enclosed Steps You Can Take to Help Protect Your Information.

What You Can Do. We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account 
statements, and credit reports for suspicious activity. You may also review the information contained in the attached Steps You 
Can Take to Help Protect Your Information.
protection services we are making available to you.
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For More Information. We understand that you may have questions about the Blackbaud incident that are not addressed in 

We regret any inconvenience or concern this incident may have caused.

Sincerely,

Kathryn Wittenmyer, VP Finance 
San Francisco Conservatory of Music
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We are providing you with access to Single Bureau Credit Monitoring services at no charge. S

update takes place with the bureau. In addition, we are providing you with proactive fraud assistance to help with any questions 
you might have. In the event you become a victim of fraud, you will also have access to remediation support from a CyberScout 
Fraud Investigator.
date of this letter. 

Proactive Fraud Assistance. For sensitive breaches focused on customer retention, reputation management, or escalation 
handling, CyberScout provides unlimited access during the service period to a fraud specialist who will work with enrolled  -on-one basis, answering any questions or concerns that they may have. Proactive Fraud Assistance 
includes the following features:

Fraud specialist-assisted placement of fraud alert, protective registration, or geographical equivalent, in situations where 
it is warranted.

Assistance with reading and interpreting credit reports for any possible fraud indicators. 

Answering any questions individuals may have about fraud.
Provide individuals with the ability to receive electronic education and alerts through email. (Note that these emails may 

Identity Theft and Fraud Resolution Services. 

to, the following features:

Customer service support for individuals when enrolling in monitoring products, if applicable.
Assistance with review of credit reports for possible fraudulent activity.

 

How do I enroll for the free services?

Credit Monitoring services at no charge, please navigate to: https://www.cyberscouthq.com/epiq263?ac=263HQ1682 

If prompted, please provide the following unique code to gain access to services: 263HQ1682

activate your services. Please ensure you take this step to receive your alerts.

Monitor Accounts

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and to 

www.annualcreditreport.com or call, toll-free,  
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loans, and services from being approved in your name without your consent. However, you should be aware that using a security 

with, or prohibit the timely approval of any subsequent request or application you make regarding a new loan, credit, mortgage, 
or any other account involving the extension of credit. Pursuant to federal law, you cannot be charged to place or lift a security 

listed below:

Experian TransUnion
P.O. Box 160

Equifax

1-800-685-1111

credit-report-services

1. 
2. 
3. 

5. 
6.  

If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a law 
enforcement agency concerning identity theft.

of identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting seven years. Should you wish to place a 
fraud alert, please contact any one of the agencies listed below:

Experian

center.html

TransUnion
P.O. Box 2000

 

Equifax

credit-report-services

Additional Information

 
www.identitytheft.gov,  

been a victim. Instances of known or suspected identity theft should also be reported to law enforcement and your state Attorney 

California Residents: ) for additional information 
on protection against identity theft. Maryland Residents: , Consumer Protection 
Division, 200 St. Paul Place, Baltimore, MD 21202,  
New Mexico Residents: You have rights pursuant to the Fair Credit Reporting Act, such as the right to be told if information 

score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit Reporting Act, 

additional rights pursuant to the Fair Credit Reporting Act. You can review your rights pursuant to the Fair Credit Reporting 
Act by visiting , or by writing Consumer 
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New York Residents: 
. North Carolina Residents: 

Carolina, 
Oregon Residents: Oregon Department of Justice, 1162 Court Street 

Washington D.C. Residents:

. All US Residents: 
600 Pennsylvania Avenue, NW Washington, DC 20580, 


