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Dear <<Name1>>:

The purpose of this letter is to notify you about a recent data incident that may involve some of your information. This notice 
provides you with information about the incident, our response, and additional steps you may take to protect your information, 
should you determine it is appropriate to do so.

What Happened? Jim Koons Automotive Company (“Koons”) discovered unusual activity on certain computer systems 
beginning on June 5, 2021. We promptly took steps to secure the network and, with the assistance of computer forensic specialists, 

identify the information that was potentially impacted and to whom it related. We completed this review on or around December 

of the review with our internal records in furtherance of identifying the individuals to whom the data related and the appropriate 

Although we have no evidence of actual or attempted misuse of your information, in an abundance of caution, we are notifying 
you about the event so that you may take steps to protect your information.

What Information Was Involved? The involved Koons systems contained your name and <<Breached Elements>>.  
As stated above, Koons is currently unaware of any actual or even attempted misuse of information.

What We Are Doing. We take this incident very seriously. Information privacy and security are among our highest 
priorities, and we have strict security measures in place to protect information in our care. Upon discovering this incident, 

to reduce the likelihood of a similar future event. Koons reported this incident to federal law enforcement and is notifying 
 

<<credit monitoring length>> of complimentary access to credit monitoring and identity restoration services to potentially 
impacted individuals out of an abundance of caution because your information was determined to be present in the systems that 
may have been accessed during the incident.

What You Can Do. Koons encourages you to remain vigilant against incidents of identity theft and fraud by reviewing your account 

includes information regarding enrollment for the complimentary credit monitoring and identity restoration services.

<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>

<<Address 4>> <<Date>>
<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>
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For More Information. 

Chain Bridge Road, Vienna, Virginia, 221

Sincerely, 

Jim Koons Automotive Company
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Enroll in Credit Monitoring and Identity Restoration Services    

Enter your Activation Code: <<ACTIVATION CODE>>
Enrollment Deadline: <<Enrollment Deadline>>

Equifax Credit Watch™ Gold

Key Features

1 when your personal information, such as Social Security Number, credit/debit card or bank 
account numbers are found on fraudulent Internet trading sites
Automatic fraud alerts2

Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity 
Restoration Specialist to work on your behalf

4

Enrollment Instructions
www.equifax.com/activate.

ACTIVATION CODE>> then click “Submit” and follow these 4 steps:
Register:

Complete the form with your contact information and click “Continue”.
If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’s get started” header.
Once you have successfully signed in, you will skip to the Checkout Page in Step 4.

Create Account:
Enter your email address, create a password, and accept the terms of use.

Verify Identity:

Checkout:

You’re done!

1 WebScan searches for your Social Security Number, up to 5 passport numbers, up to 6 bank account numbers, up to 6 credit/debit card 
numbers, up to 6 email addresses, and up to 10 medical ID numbers. WebScan searches thousands of Internet sites where consumers’ 
personal information is suspected of being bought and sold, and regularly adds new sites to the list of those it searches. However, the Internet 
addresses of these suspected Internet trading sites are not published and frequently change, so there is no guarantee that we are able to 
locate and search every possible Internet site where consumers’ personal information is at risk of being traded.
2 The Automatic Fraud Alert feature is made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by 
Equifax Consumer Services LLC.
3 Locking your Equifax credit report will prevent access to it by certain third parties. Locking your Equifax credit report will not prevent 
access to your credit report at any other credit reporting agency. Entities that may still have access to your Equifax credit report include: 
companies like Equifax Global Consumer Solutions, which provide you with access to your credit report or credit score, or monitor your 
credit report as part of a subscription or similar service; companies that provide you with a copy of your credit report or credit score, 
upon your request; federal, state and local government agencies and courts in certain circumstances; companies using the information in 
connection with the underwriting of insurance, or for employment, tenant or background screening purposes; companies that have a current 
account or relationship with you, and collection agencies acting on behalf of those whom you owe; companies that authenticate a consumer’s 
identity for purposes other than granting credit, or for investigating or preventing actual or potential fraud; and companies that wish to 
make pre-approved offers of credit or insurance to you. To opt out of such pre-approved offers, visit www.optoutprescreen.com.
4 The Identity Theft Insurance benefit is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant 
company, under group or blanket policies issued to Equifax, Inc., or its respective affiliates for the benefit of its Members. Please refer to the 
actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Monitor Your Accounts

Under U.S. law, a consumer is entitled to one free credit report annually from each of the three major credit reporting bureaus, 
www.annualcreditreport.com  

your credit report.

one of the three major credit reporting bureaus listed below.

theft if you are a victim of identity theft.

Equifax Experian
 https://www.transunion.com/ 

  

  

Additional Information

  
www.identitytheft.gov

you will likely need to provide some proof that you have been a victim. Instances of known or suspected identity theft should also 

For District of Columbia residents  
oag@dc.gov.

For Maryland residents  
www.oag.state.md.us. 

For New Mexico residents, 
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.pdf, or by writing Consumer Response Center, 

For New York residents, 
https://ag.ny.gov/.

For North Carolina residents
www.ncdoj.gov. 

For Rhode Island residents
www.riag.ri.gov


