5HWXUQ0DLO3URFHVVLQJ&HQWHU
32%R[
3RUWODQG25

0DLO,'!!
<<Name 1>>
<<Name 2>>
<<Address 1>>
<<Address 2>>
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<<Address 4>>
<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>

<<Date>>

<<Variable Header>>
Dear <<Name1>>:
The purpose of this letter is to notify you about a recent data incident that may involve some of your information. This notice
provides you with information about the incident, our response, and additional steps you may take to protect your information,
should you determine it is appropriate to do so.
What Happened? Jim Koons Automotive Company (“Koons”) discovered unusual activity on certain computer systems
beginning on June 5, 2021. We promptly took steps to secure the network and, with the assistance of computer forensic specialists,
FRQGXFWHGDQLQYHVWLJDWLRQWRGHWHUPLQHWKHQDWXUHDQGVFRSHRIWKHHYHQW7KHLQYHVWLJDWLRQFRQ¿UPHGWKDWDQXQDXWKRUL]HG
DFWRUJDLQHGDFFHVVWRDSRUWLRQRIWKHQHWZRUNDQGHQFU\SWHGQHWZRUN¿OHV*LYHQWKDWQHWZRUNORFDWLRQVZHUHDFFHVVHGZLWKRXW
DXWKRUL]DWLRQZHXQGHUWRRNDOHQJWK\WLPHLQWHQVLYHDQGWKRURXJKUHYLHZRIWKHSRWHQWLDOO\LPSDFWHGLQIRUPDWLRQLQRUGHUWR
identify the information that was potentially impacted and to whom it related. We completed this review on or around December
DWZKLFKWLPHZHFRQ¿UPHGWKHLQGLYLGXDOVZKRVHLQIRUPDWLRQZDVSUHVHQW:HWKHQZRUNHGWRUHFRQFLOHWKHUHVXOWV
of the review with our internal records in furtherance of identifying the individuals to whom the data related and the appropriate
FRQWDFWLQIRUPDWLRQIRUWKRVHLQGLYLGXDOVLQRUGHUWRSURYLGHQRWL¿FDWLRQWRSRWHQWLDOO\LPSDFWHGLQGLYLGXDOVDVTXLFNO\DVSRVVLEOH
Although we have no evidence of actual or attempted misuse of your information, in an abundance of caution, we are notifying
you about the event so that you may take steps to protect your information.
What Information Was Involved? The involved Koons systems contained your name and <<Breached Elements>>.
As stated above, Koons is currently unaware of any actual or even attempted misuse of information.
What We Are Doing. We take this incident very seriously. Information privacy and security are among our highest
priorities, and we have strict security measures in place to protect information in our care. Upon discovering this incident,
ZH TXLFNO\ WRRN VWHSV WR LQYHVWLJDWH DQG UHVSRQG LQFOXGLQJ UHYLHZLQJ DQG HQKDQFLQJ RXU H[LVWLQJ SROLFLHV DQG SURFHGXUHV
to reduce the likelihood of a similar future event. Koons reported this incident to federal law enforcement and is notifying
SRWHQWLDOO\ D൵HFWHG LQGLYLGXDOV DQG UHOHYDQW UHJXODWRUV DV UHTXLUHG 0RUHRYHU DV DQ DGGHG SUHFDXWLRQ .RRQV LV R൵HULQJ
<<credit monitoring length>> of complimentary access to credit monitoring and identity restoration services to potentially
impacted individuals out of an abundance of caution because your information was determined to be present in the systems that
may have been accessed during the incident.
What You Can Do. Koons encourages you to remain vigilant against incidents of identity theft and fraud by reviewing your account
VWDWHPHQWVDQGH[SODQDWLRQRIEHQH¿WVDQGPRQLWRULQJ\RXUIUHHFUHGLWUHSRUWVIRUVXVSLFLRXVDFWLYLW\<RXPD\DOVRUHYLHZDQG
FRQVLGHUWKHLQIRUPDWLRQDQGUHVRXUFHVRXWOLQHGLQWKHEHORZ³6WHSV<RX&DQ7DNHWR+HOS3URWHFW3HUVRQDO,QIRUPDWLRQ´ZKLFK
includes information regarding enrollment for the complimentary credit monitoring and identity restoration services.
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For More Information. ,I\RXKDYHDGGLWLRQDOTXHVWLRQVSOHDVHFDOORXUGHGLFDWHGDVVLVWDQFHOLQHDW WROOIUHH 
0RQGD\WKURXJK)ULGD\IURPDPWRSP(DVWHUQ7LPH H[FOXGLQJ86KROLGD\V <RXPD\ZULWHWR.RRQVDW
Chain Bridge Road, Vienna, Virginia, 221൨ZLWKDQ\DGGLWLRQDOTXHVWLRQV\RXPD\KDYH
Sincerely,

-LPP\2¶&RQQHOO
&KLHI)LQDQFLDO2൶FHU
Jim Koons Automotive Company
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Enroll in Credit Monitoring and Identity Restoration Services
Enter your Activation Code: <<ACTIVATION CODE>>
Enrollment Deadline: <<Enrollment Deadline>>
Equifax Credit Watch™ Gold
1RWH<RXPXVWEHRYHUDJHZLWKDFUHGLW¿OHWRWDNHDGYDQWDJHRIWKHSURGXFW
Key Features
x
x
x
x
x
x

&UHGLWPRQLWRULQJZLWKHPDLOQRWL¿FDWLRQVRINH\FKDQJHVWR\RXU(TXLID[FUHGLWUHSRUW
'DLO\DFFHVVWR\RXU(TXLID[FUHGLWUHSRUW
:HE6FDQ QRWL¿FDWLRQV1 when your personal information, such as Social Security Number, credit/debit card or bank
account numbers are found on fraudulent Internet trading sites
Automatic fraud alerts2ZKLFKHQFRXUDJHSRWHQWLDOOHQGHUVWRWDNHH[WUDVWHSVWRYHULI\\RXULGHQWLW\EHIRUHH[WHQGLQJ
FUHGLWSOXVEORFNHGLQTXLU\DOHUWVDQG(TXLID[FUHGLWUHSRUWORFN
Identity Restoration to help restore your identity should you become a victim of identity theft, and a dedicated Identity
Restoration Specialist to work on your behalf
8SWRRILGHQWLW\WKHIWLQVXUDQFHFRYHUDJHIRUFHUWDLQRXWRISRFNHWH[SHQVHVUHVXOWLQJIURPLGHQWLW\WKHIW4

Enrollment Instructions
*RWRwww.equifax.com/activate.
(QWHU\RXUXQLTXH$FWLYDWLRQ&RGHRIACTIVATION CODE>> then click “Submit” and follow these 4 steps:
 Register:
Complete the form with your contact information and click “Continue”.
If you already have a myEquifax account, click the ‘Sign in here’ link under the “Let’s get started” header.
Once you have successfully signed in, you will skip to the Checkout Page in Step 4.
 Create Account:
Enter your email address, create a password, and accept the terms of use.
 Verify Identity:
7RHQUROOLQ\RXUSURGXFWZHZLOODVN\RXWRFRPSOHWHRXULGHQWLW\YHUL¿FDWLRQSURFHVV
 Checkout:
8SRQVXFFHVVIXOYHUL¿FDWLRQRI\RXULGHQWLW\\RXZLOOVHHWKH&KHFNRXW3DJH
&OLFNµ6LJQ0H8S¶WR¿QLVKHQUROOLQJ
You’re done!
7KHFRQ¿UPDWLRQSDJHVKRZV\RXUFRPSOHWHGHQUROOPHQW
&OLFN³9LHZ0\3URGXFW´WRDFFHVVWKHSURGXFWIHDWXUHV

1 WebScan searches for your Social Security Number, up to 5 passport numbers, up to 6 bank account numbers, up to 6 credit/debit card
numbers, up to 6 email addresses, and up to 10 medical ID numbers. WebScan searches thousands of Internet sites where consumers’
personal information is suspected of being bought and sold, and regularly adds new sites to the list of those it searches. However, the Internet
addresses of these suspected Internet trading sites are not published and frequently change, so there is no guarantee that we are able to
locate and search every possible Internet site where consumers’ personal information is at risk of being traded.
2 The Automatic Fraud Alert feature is made available to consumers by Equifax Information Services LLC and fulfilled on its behalf by
Equifax Consumer Services LLC.
3 Locking your Equifax credit report will prevent access to it by certain third parties. Locking your Equifax credit report will not prevent
access to your credit report at any other credit reporting agency. Entities that may still have access to your Equifax credit report include:
companies like Equifax Global Consumer Solutions, which provide you with access to your credit report or credit score, or monitor your
credit report as part of a subscription or similar service; companies that provide you with a copy of your credit report or credit score,
upon your request; federal, state and local government agencies and courts in certain circumstances; companies using the information in
connection with the underwriting of insurance, or for employment, tenant or background screening purposes; companies that have a current
account or relationship with you, and collection agencies acting on behalf of those whom you owe; companies that authenticate a consumer’s
identity for purposes other than granting credit, or for investigating or preventing actual or potential fraud; and companies that wish to
make pre-approved offers of credit or insurance to you. To opt out of such pre-approved offers, visit www.optoutprescreen.com.
4 The Identity Theft Insurance benefit is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant
company, under group or blanket policies issued to Equifax, Inc., or its respective affiliates for the benefit of its Members. Please refer to the
actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.
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Monitor Your Accounts
Under U.S. law, a consumer is entitled to one free credit report annually from each of the three major credit reporting bureaus,
(TXLID[ ([SHULDQ DQG 7UDQV8QLRQ 7R RUGHU \RXU IUHH FUHGLW UHSRUW YLVLW www.annualcreditreport.com RU FDOO WROOIUHH
<RXPD\DOVRGLUHFWO\FRQWDFWWKHWKUHHPDMRUFUHGLWUHSRUWLQJEXUHDXVOLVWHGEHORZWRUHTXHVWDIUHHFRS\RI
your credit report.
&RQVXPHUVKDYHWKHULJKWWRSODFHDQLQLWLDORUH[WHQGHG³IUDXGDOHUW´RQDFUHGLW¿OHDWQRFRVW$QLQLWLDOIUDXGDOHUWLVD\HDU
DOHUWWKDWLVSODFHGRQDFRQVXPHU¶VFUHGLW¿OH8SRQVHHLQJDIUDXGDOHUWGLVSOD\RQDFRQVXPHU¶VFUHGLW¿OHDEXVLQHVVLVUHTXLUHG
WRWDNHVWHSVWRYHULI\WKHFRQVXPHU¶VLGHQWLW\EHIRUHH[WHQGLQJQHZFUHGLW,I\RXDUHDYLFWLPRILGHQWLW\WKHIW\RXDUHHQWLWOHG
WRDQH[WHQGHGIUDXGDOHUWZKLFKLVDIUDXGDOHUWODVWLQJVHYHQ\HDUV6KRXOG\RXZLVKWRSODFHDIUDXGDOHUWSOHDVHFRQWDFWDQ\
one of the three major credit reporting bureaus listed below.
$VDQDOWHUQDWLYHWRDIUDXGDOHUWFRQVXPHUVKDYHWKHULJKWWRSODFHD³FUHGLWIUHH]H´RQDFUHGLWUHSRUWZKLFKZLOOSURKLELWDFUHGLW
EXUHDXIURPUHOHDVLQJLQIRUPDWLRQLQWKHFUHGLWUHSRUWZLWKRXWWKHFRQVXPHU¶VH[SUHVVDXWKRUL]DWLRQ7KHFUHGLWIUHH]HLVGHVLJQHG
WRSUHYHQWFUHGLWORDQVDQGVHUYLFHVIURPEHLQJDSSURYHGLQ\RXUQDPHZLWKRXW\RXUFRQVHQW+RZHYHU\RXVKRXOGEHDZDUHWKDW
XVLQJDFUHGLWIUHH]HWRWDNHFRQWURORYHUZKRJHWVDFFHVVWRWKHSHUVRQDODQG¿QDQFLDOLQIRUPDWLRQLQ\RXUFUHGLWUHSRUWPD\GHOD\
LQWHUIHUHZLWKRUSURKLELWWKHWLPHO\DSSURYDORIDQ\VXEVHTXHQWUHTXHVWRUDSSOLFDWLRQ\RXPDNHUHJDUGLQJDQHZORDQFUHGLW
PRUWJDJHRUDQ\RWKHUDFFRXQWLQYROYLQJWKHH[WHQVLRQRIFUHGLW3XUVXDQWWRIHGHUDOODZ\RXFDQQRWEHFKDUJHGWRSODFHRUOLIWD
FUHGLWIUHH]HRQ\RXUFUHGLWUHSRUW7RUHTXHVWDVHFXULW\IUHH]H\RXZLOOQHHGWRSURYLGHWKHIROORZLQJLQIRUPDWLRQ








)XOOQDPH LQFOXGLQJPLGGOHLQLWLDODVZHOODV-U6U,,,,,HWF 
6RFLDO6HFXULW\QXPEHU
'DWHRIELUWK
$GGUHVVHVIRUWKHSULRUWZRWR¿YH\HDUV
3URRIRIFXUUHQWDGGUHVVVXFKDVDFXUUHQWXWLOLW\ELOORUWHOHSKRQHELOO
$OHJLEOHSKRWRFRS\RIDJRYHUQPHQWLVVXHGLGHQWL¿FDWLRQFDUG VWDWHGULYHU¶VOLFHQVHRU,'FDUGHWF DQG
$FRS\RIHLWKHUWKHSROLFHUHSRUWLQYHVWLJDWLYHUHSRUWRUFRPSODLQWWRDODZHQIRUFHPHQWDJHQF\FRQFHUQLQJLGHQWLW\
theft if you are a victim of identity theft.

6KRXOG\RXZLVKWRSODFHDFUHGLWIUHH]HSOHDVHFRQWDFWWKHWKUHHPDMRUFUHGLWUHSRUWLQJEXUHDXVOLVWHGEHORZ
Equifax
KWWSVZZZHTXLID[FRPSHUVRQDO
FUHGLWUHSRUWVHUYLFHV

(TXLID[)UDXG$OHUW32%R[$WODQWD
*$
(TXLID[&UHGLW)UHH]H32%R[
$WODQWD*$

Experian
KWWSVZZZH[SHULDQFRPKHOS

([SHULDQ)UDXG$OHUW
32%R[$OOHQ7;
([SHULDQ&UHGLW)UHH]H
32%R[$OOHQ7;

7UDQV8QLRQ
https://www.transunion.com/
FUHGLWKHOS

7UDQV8QLRQ)UDXG$OHUW
32%R[&KHVWHU3$
7UDQV8QLRQ&UHGLW)UHH]H
32%R[:RRGO\Q3$

Additional Information
<RX PD\ IXUWKHU HGXFDWH \RXUVHOI UHJDUGLQJ LGHQWLW\ WKHIW IUDXG DOHUWV FUHGLW IUHH]HV DQG WKH VWHSV \RX FDQ WDNH WR SURWHFW
\RXU SHUVRQDO LQIRUPDWLRQ E\ FRQWDFWLQJ WKH FRQVXPHU UHSRUWLQJ EXUHDXV WKH )HGHUDO 7UDGH &RPPLVVLRQ RU \RXU VWDWH
$WWRUQH\*HQHUDO 7KH)HGHUDO7UDGH&RPPLVVLRQPD\EHUHDFKHGDW3HQQV\OYDQLD$YHQXH1::DVKLQJWRQ'&
www.identitytheft.gov,'7+()7  DQG77<7KH)HGHUDO7UDGH&RPPLVVLRQDOVR
HQFRXUDJHVWKRVHZKRGLVFRYHUWKDWWKHLULQIRUPDWLRQKDVEHHQPLVXVHGWR¿OHDFRPSODLQWZLWKWKHP<RXFDQREWDLQIXUWKHU
LQIRUPDWLRQRQKRZWR¿OHVXFKDFRPSODLQWE\ZD\RIWKHFRQWDFWLQIRUPDWLRQOLVWHGDERYH<RXKDYHWKHULJKWWR¿OHDSROLFH
UHSRUWLI\RXHYHUH[SHULHQFHLGHQWLW\WKHIWRUIUDXG3OHDVHQRWHWKDWLQRUGHUWR¿OHDUHSRUWZLWKODZHQIRUFHPHQWIRULGHQWLW\WKHIW
you will likely need to provide some proof that you have been a victim. Instances of known or suspected identity theft should also
EHUHSRUWHGWRODZHQIRUFHPHQWDQG\RXUVWDWH$WWRUQH\*HQHUDO7KLVQRWLFHKDVQRWEHHQGHOD\HGE\ODZHQIRUFHPHQW
For District of Columbia residents WKH 'LVWULFW RI &ROXPELD $WWRUQH\ *HQHUDO PD\ EH FRQWDFWHG DW  WK 6WUHHW
1::DVKLQJWRQ'&DQGoag@dc.gov.
For Maryland residents WKH 0DU\ODQG $WWRUQH\ *HQHUDO PD\ EH FRQWDFWHG DW  6W 3DXO 3ODFH WK )ORRU %DOWLPRUH
0'RUDQGwww.oag.state.md.us.
For New Mexico residents, \RXKDYHULJKWVSXUVXDQWWRWKH)DLU&UHGLW5HSRUWLQJ$FWVXFKDVWKHULJKWWREHWROGLILQIRUPDWLRQ
LQ\RXUFUHGLW¿OHKDVEHHQXVHGDJDLQVW\RXWKHULJKWWRNQRZZKDWLVLQ\RXUFUHGLW¿OHWKHULJKWWRDVNIRU\RXUFUHGLWVFRUH
DQGWKHULJKWWRGLVSXWHLQFRPSOHWHRULQDFFXUDWHLQIRUPDWLRQ)XUWKHUSXUVXDQWWRWKH)DLU&UHGLW5HSRUWLQJ$FWWKHFRQVXPHU
UHSRUWLQJ EXUHDXV PXVW FRUUHFW RU GHOHWH LQDFFXUDWH LQFRPSOHWH RU XQYHUL¿DEOH LQIRUPDWLRQ FRQVXPHU UHSRUWLQJ DJHQFLHV
PD\QRWUHSRUWRXWGDWHGQHJDWLYHLQIRUPDWLRQDFFHVVWR\RXU¿OHLVOLPLWHG\RXPXVWJLYH\RXUFRQVHQWIRUFUHGLWUHSRUWVWR
EH SURYLGHG WR HPSOR\HUV \RX PD\ OLPLW ³SUHVFUHHQHG´ R൵HUV RI FUHGLW DQG LQVXUDQFH \RX JHW EDVHG RQ LQIRUPDWLRQ LQ \RXU
FUHGLWUHSRUWDQG\RXPD\VHHNGDPDJHVIURPYLRODWRUV<RXPD\KDYHDGGLWLRQDOULJKWVXQGHUWKH)DLU&UHGLW5HSRUWLQJ$FW
QRW VXPPDUL]HG KHUH ,GHQWLW\ WKHIW YLFWLPV DQG DFWLYH GXW\ PLOLWDU\ SHUVRQQHO KDYH VSHFL¿F DGGLWLRQDO ULJKWV SXUVXDQW WR
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WKH )DLU &UHGLW 5HSRUWLQJ$FW:H HQFRXUDJH \RX WR UHYLHZ \RXUULJKWV SXUVXDQW WR WKH )DLU &UHGLW 5HSRUWLQJ$FW E\ YLVLWLQJ
ZZZFRQVXPHU¿QDQFHJRYIBFISEBVXPPDU\B\RXUULJKWVXQGHUIFUD.pdf, or by writing Consumer Response Center,
5RRP$)HGHUDO7UDGH&RPPLVVLRQ3HQQV\OYDQLD$YH1::DVKLQJWRQ'&
For New York residents, WKH 1HZ<RUN$WWRUQH\ *HQHUDO PD\ EH FRQWDFWHG DW 2൶FH RI WKH$WWRUQH\ *HQHUDO 7KH &DSLWRO
$OEDQ\1<RUhttps://ag.ny.gov/.
For North Carolina residentsWKH1RUWK&DUROLQD$WWRUQH\*HQHUDOPD\EHFRQWDFWHGDW0DLO6HUYLFH&HQWHU5DOHLJK1&
RUDQGwww.ncdoj.gov.
For Rhode Island residentsWKH5KRGH,VODQG$WWRUQH\*HQHUDOPD\EHUHDFKHGDW6RXWK0DLQ6WUHHW3URYLGHQFH5,
www.riag.ri.govDQG8QGHU5KRGH,VODQGODZ\RXKDYHWKHULJKWWRREWDLQDQ\SROLFHUHSRUW¿OHGLQUHJDUGWR
WKLVLQFLGHQW7KHUHDUHWZHQW\HLJKW  5KRGH,VODQGUHVLGHQWVLPSDFWHGE\WKLVLQFLGHQW
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